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Model Cheking Contrats� A Case Study∗Gordon Pae†, Cristian Prisaariu‡, Gerardo Shneider§August 2007Updated: September 2007AbstratContrats are agreements between distint parties that determinerights and obligations on their signatories, and have been introduedin order to redue risks and to regulate inter-business relationships. Inthis paper we show how a onventional ontrat an be written in theontrat language CL, how to model the ontrat, and �nally how toverify properties of the model using the NuSMV model heking tool.1 IntrodutionInternet-based appliations involving one or more entities partiipating ininter-business ollaborations, virtual organisations, and web servies, usu-ally ommuniate through servie exhanges. Suh exhanges are subjetto ertain understanding on the di�erent roles the partiipants play, inlud-ing assumptions on their orret and inorret behaviours, and their rightsand obligations in order to avoid misunderstanding and ambiguities in suhbusiness relationships. This motivates the need of establishing an agreementbefore any transation is performed, through a ontrat, guaranteeing the
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rights and duties of eah signatory. Suh douments may also ontain lausesdetermining penalties in ase of ontrat violations, and be as unambiguousas possible to avoid on�iting interpretations. Conventional ontrats aredouments written in natural language, as one may �nd in usual judiial orommerial traditional ativities. On the other hand, eletroni ontrats (ore-ontrats for short) are mahine-oriented and as suh they must be �under-stood� by the software responsible for ontrolling and monitoring the servieexhanges. E-ontrats might be seen in two di�erent ways: (1) As the ex-eutable version of a onventional ontrat, obtained from the translationof the �paper� version into the eletroni one; (2) As ontrats by them-selves obtained diretly from ertain software appliations, like web serviesand virtual organisations. For our urrent purposes, the di�erene above isirrelevant, though our ase study is based on a onventional ontrat.Ideally, e-ontrats should be shown to be ontradition-free both inter-nally, and with respet to the governing poliies under whih the ontrat isenated. Moreover, there must be a run-time system ensuring that the on-trat is respeted. In other words, ontrats should be amenable to formalanalysis allowing both stati and dynami veri�ation, and thus written in aformal language. In this paper we are interested only in the analysis of theontrat itself (statially), and we are not onerned with its relation withpoliies nor with its enforement at run-time.A formal language for writing ontrats should be designed as to avoidmost of the philosophial problems of deonti logi [MN06℄. Moreover,it should be possible to represent onditional obligations, permissions andprohibitions, as well as ontrary-to-duty obligations (CTD) and ontrary-to-prohibitions (CTP). CTDs are statements representing obligations thatmight not be respeted, whereas CTPs are similar statements dealing withprohibitions that might be violated. Both onstrutions speify the obli-gation/prohibition to be ful�lled and whih is the reparation/penalty to beapplied in ase of violation.A formal language for writing (untimed) ontrats is CL [PS07℄. Thelanguage is tailored to e-ontrats, following an ation-based approah, andhaving the following properties: (1) The language avoids most of the lassi-al paradoxes of deonti logi; (2) It is possible to express in the language(onditional) obligations, permissions and prohibitions over onurrent a-tions keeping their intuitive meaning; (3) It is possible to express CTDs andCTPs; (4) The language has a formal semantis given in a variant of themodal µ-alulus.The main ontribution of this paper is to show how model heking teh-niques an be applied in the ontext of ontrat-oriented software develop-ment, in order to determine whether a given ontrat stipulates what it is2



supposed to. CL is used as an intermediate language between the ontratin plain English and the system spei�ation required by the model hekingtool. This use of CL inreases the on�dene in the initial formulation of theontrat lauses. The model heking method that we present requires topursue the following steps:1. Model the onventional ontrat written in English into the formallanguage CL;2. Translate syntatially the CL spei�ation into the extended µ-alulus
Cµ;3. Obtain a Kripke-like model (a labelled transition system with statepropositions � LTS) of the Cµ formulae;4. Translate the LTS into the input language of NuSMV;5. Perform model heking using NuSMV;6. In ase of a ounter-example given by NuSMV, interpret it as a CLlause and repeat the model heking proess until the property is sat-is�ed;7. Finally, repair the original ontrat by adding a orresponding lause,if appliable.This tehnial report is an extended and revised version of the paper[PPS07℄. The ontent is essentially the same with the exeption of moredetailed explanations and the orretions of few typos appearing in the on-ferene paper. We have added a footnote explaining the error in the orre-sponding plae.The paper is organised as follows. In Setion 2 we start by presenting thelanguage CL, inluding an example of the kind of ontrats we are dealingwith, from whih we will extrat our ase study. Setion 3 is the main partof the paper where we �rst formalise the ase study in CL, and afterwards weshow how to use model heking and the NuSMV tool to determine whetherthe ontrat is orret with respet to ertain desired properties, and howto get feedbak as to write the �orret� ontrat. In Setion 4 we analyserelated works and onlude by disussing our hoie of the model hekingtool as well as future work.
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2 A Formal Language for ContratsWe present in Fig. 1 a part of a onventional ontrat between a servieprovider and a lient, where the provider gives aess to Internet to thelient. We analyse part of this ontrat in the following setion. First wereall the ontrat language CL; for a more detailed presentation see [PS07℄.De�nition 2.1 A ontrat is de�ned by:
Contract := D ; C

C := φ | CO | CP | CF | C ∧ C | [α]C | 〈α〉C | C U C | © C | �C
CO := O(α) | CO ⊕ CO

CP := P (α) | CP ⊕ CP

CF := F (δ) | CF ∨ [δ]CFThe syntax of CL losely resembles the syntax of a modal (deonti) logi.Though this similarity is learly intentional sine we are driven by a logi-based approah, CL is not a logi. The semantis of CL are given in anextension of µ-alulus [Koz83℄ whih we all Cµ. In what follows we providean intuitive explanation of the CL syntax.A ontrat onsists of two parts: de�nitions (D) and lauses (C). Wedeliberately let the de�nitions part underspei�ed in the syntax above. Dspei�es the assertions (or onditions) and the atomi ations present in thelauses. φ denotes assertions and ranges over boolean expressions inludingthe usual boolean onnetives, and arithmeti omparisons like �the budgetis more than 200$�.1 We let the atomi ations underspei�ed, whih for ourpurposes an be understood as onsisting of three parts: the proper ation,the subjet performing the ation, and the target of (or, the objet reeiving)suh an ation. Note that, in this way, the parties involved in a ontrat areenoded in the ations.
C is the general ontrat lause. CO, CP , and CF denote respetively obli-gation, permission, and prohibition lauses. O(·), P (·), and F (·), representsthe obligation, permission or prohibition of performing a given ation. ∧and ⊕ may be thought as the lassial onjuntion and exlusive disjuntion,whih may be used to ombine obligations and permissions. For prohibition

CF we have ∨, again with the lassial meaning of the orresponding opera-tor. α is a ompound ation (i.e., an expression ontaining one or more of1We have kept the syntax of CL as it appears in the original paper. Assertions, denotedby φ, are however redundant as they do not make sense as stand-alone lauses. We areurrently working on the improvement of the language CL to address this and few otherdesign deisions. 4



the following operators: hoie �+�; sequene �·�; onurreny �&�, and test�?� �see [PS07℄), while δ denotes a ompound ation not ontaining any o-urrene of +. Note that syntatially ⊕ annot appear between prohibitionsand + annot our under the sope of F .We borrow from propositional dynami logi [FL77℄ the syntax [α]φ torepresent that after performing α (if it is possible to do so), φ must hold. The
[·] notation allows having a test, where [φ?]C must be understood as φ ⇒ C.
〈α〉φ aptures the idea that it exists the possibility of exeuting α, in whihase φ must hold afterwards. Following temporal logi (TL) notation wehave U (until), © (next), and � (always), with intuitive semantis as inTL [Pnu77℄. Thus C1 U C2 states that C1 holds until C2 holds. ©C intuitivelystates that C holds in the next moment, usually after something happens, and
�C expressing that C holds in every moment. We an de�ne ♦C (eventually)for expressing that C holds sometimes in a future moment.To express CTDs we provide the following notation, Oϕ(α), whih issyntati sugar for O(α) ∧ [α]ϕ stating the obligation to exeute α, andthe reparation ϕ in ase the obligation is violated, i.e. whenever α is notperformed. The reparation may be any ontrat lause. Similarly, CTPstatements Fϕ(α) an be de�ned as Fϕ(α) = F (α) ∧ [α]ϕ, where ϕ is thepenalty in ase the prohibition is violated. Notie that it is possible toexpress nested CTDs and CTPs.In CL we an write onditional obligations, permissions and prohibitionsin two di�erent ways. Just as an example let us onsider onditional obliga-tions. The �rst kind is represented as [α]O(β), whih may be read as �afterperforming α, one is obliged to do β�. The seond kind is modelled usingthe test operator ?: [ϕ?]O(α), representing �If ϕ holds then one is obligedto perform α�. Similarly for permission and prohibition. For onveniene, inwhat follows we use the notation φ ⇒ C instead of the CL syntax [φ?]C.3 A Contrat Case StudyIn what follows we onsider part 7 of the ontrat given in Fig. 1 between aservie provider and a lient, where the provider gives aess to the Internetto the lient. We onsider two parameters of the servie: high and normal,whih denote the lient's Internet tra�. We will onsider only the followinglauses of the ontrat.7.1. The Client shall not:a) supply false information to the Client Relations Department of the Provider.7.2. Whenever the Internet Tra� is high then the Clientmust pay [price] immediately, or the Clientmust notify the Provider by sending an e-mail speifying that he will pay later.5



7.3. If the Client delays the payment as stipulated in 7.2, after noti�ation he must immediately lowerthe Internet tra� to the normal level, and pay later twie (2 ∗ [price]).7.4. If the Client does not lower the Internet tra� immediately, then the Client will have to pay
3 ∗ [price].7.5. The Client shall, as soon as the Internet Servie beomes operative, submit within seven (7)days the Personal Data Form from his aount on the Provider's web page to the Client RelationsDepartment of the Provider.We also add lause 11.2 as it is strongly related to lause 7.1 and the twoshould be taken together:11.2. Providermay, at its sole disretion, without notie or giving any reason or inurring any liabilityfor doing so:b) Suspend Internet Servies immediately if Client is in breah of Clause 7.1;In what follows we formalise the above ontrat lauses. As part of theformalisation of a ontrat in CL we �rst have to de�ne the assertions andations:
φ = the Internet tra� is high

fi = lient supplies false information to Client Relations Department
h = lient inreases Internet tra� to high level
p = lient pays [prie℄
d = lient delays payment
n = lient noti�es by e-mail
l = lient lowers the Internet tra�

sfD = lient sends the Personal Data Form to Client Relations Department
o = provider ativates the Internet Servie (it beomes operative)
s = provider suspends servieNote that we have the ation h whih does not appear expliitly in theexample lauses. Ation h is impliit as it makes the proposition φ valid(the Internet beomes high only if the lient inreases it). Ation h an beonsidered as the omplement of ation l whih makes φ false (lowers theInternet tra�). The six lauses above are written in CL as follows:1. �FP (s)(fi)2. �[h](φ ⇒ O(p + (d&n)))3. �([d&n](O(l) ∧ [l]♦O(p&p)))4. �([d&n · l ]♦O(p&p&p))5. �([o]O(sfD))Clause 1 has a onise syntax and represents a ontrary-to-prohibition.More preisely, the CTP represents the prohibition F (fi) (lause 7.1) andthe reparation whih should be enfored in ase the prohibition is violated6



(in this ase P (s); the right of the provider to suspend the Internet servie,lause 11.2).Note that all the lauses are supposed to hold throughout the wholeontrat beause of the �. Clause 2 models lause 7.2 of the ontrat exampleand it represents the fat that whenever the assertion φ holds (the Internettra� of the lient is at the high level) then it must be the ase that the lientis obliged to hoose (+) between either paying immediately (p) or delayingthe payment by sending the noti�ation (d&n).Clauses 3 and 4 refer to the lauses 7.3 and 7.4 of the ontrat example.They both refer to the moment after the lient has delayed the payment([d&n]). Clause 3 states that the lient has the obligation to lower the In-ternet tra� (O(l)) and that after lowering the lient should pay twie theprie. On the other hand, lause 4 spei�es the obligation of the lientto pay three times the prie in ase he does not lower the Internet tra�(l). The two formulae may be ombined in a single formula using CTDs:
�([d&n](Oϕ(l)∧ [l]♦(O(p&p)) where ϕ = O(p&p&p). Clause 5 formally rep-resents lause 7.5 of the ontrat example. It represents the obligation ofthe lient to submit the form (O(sfD)) after the Internet servie beomesoperative ([o]).3.1 Translating the CL spei�ation into CµWe extrat a model from the CL lauses by �rst translating the languagespei�ation into the extended µ-alulus Cµ where the semantis is givenas a speial labelled transition system. The translation funtion fT whihtakes a CL formula and returns a formula in the Cµ is shown in Table 1. Thespeial syntax [any] (or the dual 〈any〉) represents the fat that any ationan be exeuted. To represent obligations and prohibitions of a given ation
a we need the speial propositional onstants Oa and Fa.We brie�y mention here the semantis of Cµ, see [PS07℄ for more details.The formulae are interpreted over a labelled transition system (LTS). Thelabels of the transitions are represented by multi-sets of ations (e.g. {p, p, p}is a label orresponding to the CL onurrent ation term p&p&p). Theformulae are interpreted over states as usual in modal logis with semantison LTSs. For example the expression φ ⇒ 〈p〉Op is interpreted in a stateand should be understood as: if the assertion φ holds in the state then 〈p〉Opshould hold in the same state. [p]C and 〈p〉C are interpreted as holding in theurrent state if and only if in the next state reahable by ation p the formulaorresponding to the translation of C holds. In Cµ the di�erene between thetwo operators is that 〈p〉ϕ requires the existene of at least one next statereahable by p where ϕ holds, where [p]ϕ is quanti�ed universally, and thus7



(1) fT (O(&n
i=1ai)) = 〈{a1, . . . , an}〉(∧

n
i=1Oai

)(2) fT (CO ⊕ CO) = fT (CO) ∧ fT (CO)(3) fT (P (&n
i=1ai)) = 〈{a1, . . . , an}〉(∧

n
i=1¬Fai

)(4) fT (CP ⊕ CP ) = fT (CP ) ∧ fT (CP )(5) fT (F (&n
i=1ai)) = [{a1, . . . , an}](∧

n
i=1Fai

)(6) fT (F (δ) ∨ [β]F (δ)) = fT (F (δ)) ∨ fT ([β]F (δ))(7) fT (C1 ∧ C2) = fT (C1) ∧ fT (C2)(8) fT (©C) = [any]fT (C)(9) fT (C1 U C2) = µZ.fT (C2) ∨ (fT (C1) ∧ [any]Z ∧ 〈any〉⊤)(10) fT (�C) = νZ.C ∧ [any]Z(11) fT ([&n
i=1ai]C) = [{a1, . . . , an}]f

T (C)(12) fT ([(&n
i=1ai)α]C) = [{a1, . . . , an}]f

T ([α]C)(13) fT ([α + β]C) = fT ([α]C) ∧ fT ([β]C)(14) fT ([ϕ?]C) = fT (ϕ) ⇒ fT (C)Table 1: The translation funtion fT from CL to Cµ.the formula also holds in ase the set of states reahable by p is empty.We will now translate the �ve CL lauses orresponding to the ontratgiven above, into Cµ. Note that we use the � and ♦ with their lassialinterpretation from temporal logis; the last not being inluded in the Table1. It is known [BS01℄ that fT (♦C) = fT (⊤UC) = µZ.C∨ ([any]Z∧〈any〉⊤).In order to translate the �rst lause of the CL representation above we anproeed as follows:
fT (�FP (s)(fi)) = νZ.fT (FP (s)(fi)) ∧ [any]Z,where: fT (FP (s)(fi)) = fT (F (fi) ∧ [fi]P (s)) = [fi]Ffi ∧ [fi]〈s〉¬Fs.In this manner, we use the � operator in the lauses below simply assyntati sugar (whih is redued to an expression using the ν operator in

µ-alulus).1. �[fi]Ffi ∧ [fi]〈s〉¬Fs2. �[h](φ ⇒ (〈p〉Op ∧ 〈{d, n}〉(Od ∧ On)))3. �[{d, n}](〈l〉Ol ∧ [l](µZ.〈{p, p}〉Op ∨ ([any]Z ∧ 〈any〉⊤)))4. �[{d, n}][l](µZ.〈{p, p, p}〉Op ∨ ([any]Z ∧ 〈any〉⊤))5. �[o]〈sfD〉OsfD 8



3.2 From Cµ to the LTSIn Fig. 2 we have pitured one model of the above lauses where we denoteby else all other ations di�erent than the ones from the urrent node (e.g.for the state s7 in the piture else = any \ {fi}).Note that beause of the semantis of the prohibition F (fi) (i.e., [fi]Ffi),we would not need to expliitly add a transition from eah state labelled with
fi to a state with the propositional onstant Ffi. However, in the presene ofa CTP, as it is the ase with lause 1, we need to do so in order to representthe reparation P (s).We attempt to build a model in the form of an LTS� in a ertain sense animplementation of the ontrat as spei�ed. The proess is done manuallyand prone to error � to ensure orretness of the automata we build, wemodel hek them against the ontrat spei�ation. Furthermore, multiplemodels satisfying the ontrat spei�ation exist, ranging from the weakestbeing equivalent to the spei�ation itself, to stronger and more onreteimplementations. In this paper we are not onerned with ahieving theweakest model.GORDON, COULD YOU EXPAND ON THIS?Although the weakest model is desirable to have, we an still reason aboutour ontrat based on a (orret) model we build. Given a model M andontrat spei�ation C, we start o� by proving that the model really imple-ments the ontrat: M |= C. We note that when the model does not satisfya property π: M 6|= π, it immediately follows that neither does the ontrat:
C 6|= π, thus enabling us to disover bugs in our spei�ation as translatedfrom the natural language, or in the original natural language ontrat itself.On the other hand, using this approah, we annot prove the orretness ofthe original ontrat. Were we able to obtain the weakest model, we wouldhave been able to reason diretly about the ontrat spei�ation itself.In what follows, we will speify this model using the input language ofNuSMV, and prove that it is indeed a model of the CL formulae.3.3 From the LTS to the NuSMV input syntaxGORDON: COULD YOU ADD AN EXPLANATION SOMEWHERE INTHIS SECTION ON HOW WE ENCODED THE DYNAMIC DIAMOND?I THINK IT COULD BE ALSO NICE TO EXPLAIN (HERE OR IN THECONCLUSION) ON WHY SIMPLY TAKING THE DUAL (BOX) DOESNOT WORK �PROBLEMS WITH THE INITIAL STATES?In NuSMV [CCG+02℄, a model an be spei�ed in two ways: either using9



assignments or by diret spei�ation. We hoose to use the diret spei�-ation tehnique as it enables us to translate our system more diretly intoNuSMV.NuSMV uses state variables to identify states; the number of states is de-termined by the produt of the number of di�erent values eah state variablean take. There is also a seond kind of variables, input variables whih aremeant to speify labels of a labelled transition system. Sine we have ationsas labels, we make substantial use of the input variables in our appliation.We have de�ned an input variable for eah atomi ation of the CL spe-i�ation. The type of the input variables is boolean so that if the valueof d = false then d is not an ative label of the transition. Whenever avariable is left unspei�ed then NuSMV interprets it as having any value soit reates a transition (or a state in ase of state variables) for eah value ofthe variable.In NuSMV it is easy to simulate the onurrent labels {d, n} of Cµ whihmean that the transition is taken if both ations d and n are exeuted on-urrently: we ativate both input variables d = true ; n = true. We analso represent the resoure-awareness of the labels (i.e. the p&p of CL, orthe {p, p} of Cµ) by de�ning the input variable with the type range of inte-gers. If p = 0 then the transition is not labelled with the ation p; if p = 1then the transition is labelled with one normal ation p (like in the ase ofboolean type); but if p = 2 then we take the transition if two opies of theation p are exeuted onurrently. We have then the following delarationof variables:IVARd : boolean ;n : boolean ;p : 0 .. 3 ;Note that we may have empty transitions (with no label) by giving to allthe input variables the value false (or p = 0). Moreover, we may representthe speial ation any of Cµ by leaving all input variables unspei�ed.We have de�ned a state variable named state of enumeration type so itan take only eight values, orresponding to the eight states depited in Fig.2.VARstate : {s1,s2,s3,s4,s5,s6,s7,s8} ;Other variables are delared aordingly (e.g., high : boolean). More-over, we de�ne a state variable of type boolean for eah input variable. Thisis required by the Cµ where we have a propositional onstant Oa or Fa asso-iated to eah atomi ation a whih enters under the sope of an obligation10



or of a prohibition respetively:F_s : boolean ; F_fi : boolean ;O_p : boolean ; O_d : boolean ; O_n : boolean ;O_l : boolean ; O_sfD : boolean ;As an example, we show below the enoding of the initial state, and oneof its outgoing transitions, of the automaton in Fig. 2. We all the initialstate s1.INIT(state = s1) & !high &!F_fi & !O_p & !O_d & !O_n & !O_l & !O_sfD & !F_s ;The transitions are spei�ed using the TRANS keyword followed by a propo-sitional formula whih determines the pairs of states that form the transitionrelation. The propositional formula ontains names of state variable (whihare tested in the urrent state) and next expressions whih refer to the valueof the state variables in the next state. It also ontains the input variablesto model the labels of the transitions. Remember that any variable that ismissing from the formula is interpreted as having any value and will give riseto a number of di�erent transitions equal to the number of values it an take.TRANS--state variables of the urrent state((state = s1) & !high &!F_fi & !O_p & !O_d & !O_n & !O_l & !O_sfD & !F_s &--input variables as the labels(!fi & p = 0 & !d & !n & !l & !negl & !sfD & o & !s) &--the values of the state variables in the next states(next(state) = s6) & !next(high) &next(!F_fi & !O_p & !O_d & !O_n & !O_l & !O_sfD & !F_s))3.4 Model heking the ContratWe propose to ombine the ontrat spei�ation and the model we buildin di�erent ways with model heking tehniques to help us improve theontrat and inrease our on�dene in our model.Proving that the model satis�es the original lauses: Clearly, tohave on�dene that we are reasoning using a orret model, we need toprove that the automaton of Fig. 2, spei�ed in NuSMV2 respets the �ve2The NuSMV ode we have used is available on Nordunet3 projet homepage:http://www.ifi.uio.no/~gerardo/nordunet3/software.shtml11



CL lauses representing the statements from the ontrat example. For thiswe have spei�ed eah lause as a speial LTL spei�ation in NuSMV:3G ((fi -> X F_fi) & (fi -> X (s & X !F_s)))G(h -> X (high -> ( (an_p & (p=1 -> X O_p)) &((an_dn & ((d & n) -> X (O_d & O_n)))))))G((d&n) -> X( (an_l & (l -> X O_l)) &(l -> X (F (an_pp & (p=2 -> X O_pp))))))G((d&n) -> X(negl -> X(F(an_ppp & (p=3 -> X O_ppp)))))G(o -> X(an_sfD & (sfD -> X O_sfD)))As explained in the previous setion we have enoded the dynami dia-mond in NuSMV by using the auxiliary variables an_a for eah ation ainside a diamond.The �rst, seond and fourth properties go through immediately. The thirdfails, but upon investigation, it turns out that the atual ontrat wordinggave a dependeny between the seond and third properties � the d&nation in the third property only refers to ones produed in the ontext ofthe seond property (just after the Internet tra� going high and the userpaying one). This indiates that the two ought to be ombined togethereither by adding extra logi to indiate the dependeny, or by merging theninto a single property. We hoose the latter, obtaining:4G(h -> X (high -> ((an_p & (p=1 -> X O_p)) &((an_dn & ((d & n) -> X (( (an_l & (l -> X O_l)) &(l -> X (F (an_pp & (p=2 -> X O_pp))))) & O_d & O_n)))))))This new property an be veri�ed in our model.Finally, the �fth property fails, suggesting that our model is inorret.However, upon inspetion it was realised that nothing in the ontrat spei�esthat the ativation of the servie happens one, or that the user's obligationis only valid the �rst time the ativation ours. We hoose to revise theoriginal ontrat to state that: �The �rst time the servie beomes operative,the lient is obliged to send the Personal Data Form to Client RelationsDepartment�. This is formulated as the following property, whih modelheks:(!o) U (o -> X(an_sfD & (sfD -> X O_sfD)))An alternative solution is to ensure that the ontrat is only in fore onethe Internet Servie beomes operative, and simplify the property aord-ingly.3The NuSMV ode presented in [PPS07℄ is inorret.4The NuSMV ode presented in [PPS07℄ is inorret.
12



Verifying a property about lient obligations: The �rst desirableproperty we want to hek on the ontrat model an be expressed in En-glish as: �It is always the ase that whenever the Internet tra� is high,if the lients pays immediately, then the lient is not obliged to pay againimmediately afterwards�. The property is expressed in CL-like syntax5 as:
�(φ ⇒ [p]¬O(p)).6 The property proves to be false, as an be seen in thetransript below, whih inludes a ounter-example:NuSMV > hek_ltlspe-- speifiationG (!high | (p = 1 -> X (p = 1 -> X !O_p))) is false-- as demonstrated by the following exeution sequene-> State: 2.1 <-state = s1; o = 1-> State: 2.2 <-state = s2; sfD = 1-> State: 2.3 <-state = s3; O_p = 1; O_sfD = 1; h = 1-- Loop starts here-> State: 2.4 <-state = s4; high = 1; O_sfD = 0; p = 1-- Loop starts here-> State: 2.5 <-p = 1The above ounter-example shows that in state s4 of Fig. 2 the lientmust ful�l one of the following obligations: or to pay (p), or to delay paymentand notify (d,n). However, after paying one, the automaton is still in a statewith high tra� (state s4), and thus the lient is still obliged to pay again.We give in Fig. 3-a the new model, whih is proved orret with respetto the above property. The di�erene is the transition s4

p
−→ s3 whihreplaes the one labelled with p from s4 to itself. From this it is easy nowto modify the original ontrat by introduing the following lause: �Theprovider guarantees that if the Internet tra� of the Client reahes a highlevel and the Client pays the [prie℄ then it will not be obliged to pay the[prie℄ again�.Notie that though we have obtained a new model that satis�es the prop-erty (and a lause in the original ontrat solving the above problem), thesolution is still not satisfatory, as the ontrat does not speify what hap-pens after the lient pays but does not derease the Internet tra�. In thenew model shown in Fig. 3-a this is re�eted by the fat that after taking the5Notie that formally in CL there is no negation at the lause level.6Note that NuSMV, in ontrast with for instane SPIN, aepts the formula in itspositive formulation and thus it is not needed to negate it before feeding it into the tool.This formula inorretly appears in [PPS07℄ as �¬(φ ⇒ [p]¬O(p)).13



new added transition (from s4 to s3), there is an impliit assumption thatthe Internet tra� is low. For brevity we do not further analyse the ontratin order to obtain the right ontrat onerning this problem, though it anbe done following a similar approah as above.Verifying a property about payment in ase of inreasing Internettra�: The heking of the previous property was done for the bene�t ofthe lient. We now performmodel heking in order to inrease the on�deneof the provider of the servie.We are interested in proving that: �It is always the ase that whenever In-ternet tra� is high, if the lient delays payment and noti�es, and afterwardslowers the Internet tra�, then the lient is forbidden to inrease Internettra� until he pays twie the prie�. This ompliated English lause isspei�ed in CL-like syntax as: �(φ ⇒ [d&n · l](F (h) U donep&p)).Here donep&p is an assertion added to speify that the lient has paid twie.Notie that in order to prove the property we need to extend the NuSMVmodel of the ontrat with a propositional onstant orresponding to donep&pwhih is true only after a transition labelled {p, p} is taken.In Fig. 3-a we show the ontrol struture of the LTS. The additional statevariable donep&p is added to the NuSMV model, thus e�etively introduingtwo states for every one in Fig. 3-a, with di�erent values for the state variable.The original property proves to be false, sine from state s4 (where φholds), after d&n · l, it is possible to inrease Internet tra� in state s7 (dueto the else label), so neither F (h) nor donep&p hold.Though it was not apparent at �rst sight, and on�rmed by the resultgiven by the tool, the above lause allow the lient to go from normal to highInternet tra� many times and pay the penalty (2 ∗ [price]) only one. Theproblem is that after the lient lowers the Internet tra�, he might get a hightra� again and postpone the payment till a future moment. This problemomes from the ambiguity of the language. Note that the CL formalisationin the lauses 3 and 4 use the ♦ to model the fat that a statement will holdeventually in the future but not neessarily immediately (expressions �paylater� in lause 7.3 and �will have to pay� in lause 7.4 are the ambiguities).The eventually was translated with the help of the speial syntax else that wesee in Fig. 3-a. We use the ounter-example given by NuSMV to onstrutthe model in Fig. 3-b where the property holds. The di�erene is at thetransition from s7 to s3 where we have hanged the label to the multi-setlabel {p, p}. In CL the solution is to add a new lause orresponding tothe property above, and the original ontrat should be extended with theEnglish version of the property as expressed above. Note that a similar14



property an be stated for the lause 4 for whih we have given the solutionin Fig. 3-b also by replaing the label of the transition from s6 to s3 by themulti-set label {p, p, p}.4 Final DisussionIn this paper we have shown how model heking tehniques and tools an beapplied to analyse ontrats. In partiular, we have used NuSMV [CCG+02℄to model hek onventional ontrats spei�ed using the language CL, andwe have presented multiple uses of model heking for reasoning about on-trats. Firstly, we use model heking to inrease our on�dene in theorretness of the model with respet to the original natural language on-trat. Seondly, by �nding errors in the model, we identify problems in theoriginal natural language ontrat or its interpretation in CL. Finally, we en-able the signatories to safeguard their interests by ensuring ertain desirableproperties hold (and ertain undesirable ones do not).About NuSMV: NuSMV [CCG+02℄ is the suessor of the milestone sym-boli model heker SMV [MM93℄. Symboli model heking [BCM+90℄ isbased on the lever enoding of the states using binary deision diagrams orsimilar tehniques, but still relies on the lassial model heking algorithm.NuSMV allows the heking of properties spei�ed in CTL, LTL, or PSL.More reently NuSMV has inluded input variables with whih it is possibleto speify diretly labelled transition systems. This feature of NuSMV hasbeen very useful in our ontext.Related Work: To our knowledge, model heking ontrats is quite anunexplored area where only few works an be found [SMJS03, Das00℄. Themain di�erene with our approah is that in [SMJS03℄ there is no languagefor writing ontrats, instead automata are used to model the di�erent par-tiipants of a ontrat, i.e. there is no model of the ontrat itself but onlyof the behaviour of the ontrat signatories. Many safety and liveness prop-erties identi�ed as ommon to e-ontrats are then veri�ed in a purhaser/-supplier ase study using SPIN [Hol03℄. Similarly, in [Das00℄ Petri nets areused to model the behaviour of the partiipants of a ontratual protool.Though in [SMJS03℄ it is laimed that modelling the signatories gives mod-ularity, adding lauses to a given ontrat implies modifying the automata.In our ase, adding lauses to a ontrat is done as in any delarative lan-guage, without hanging the rest. Though in our urrent implementationwe would also need to rewrite the veri�ation model, this should not beseen as a disadvantage; given that CL has formal semantis in Cµ the model15



ould be obtained automatially after the modi�ations. An advantage ofour approah is the possibility of expliitly writing onditional obligations,permissions and prohibitions, as well as CTDs and CTPs. We are not awareof any other work on model heking e-ontrats along the same line as ours.See [PS07℄ and [SMJS03℄ (and referenes therein) for further disussions, andother approahes, on formalisations of ontrats.Future Work: The approah we have followed has few drawbaks. Firstnotie that the way we have obtained the model for the least �x-point in the
Cµ formula 3 in Setion 3.1 was modelled as the yle (s7, s3, s4, s5)

∗, whihmay indeed be an in�nite loop as we do not have aepting onditions inour labelled Kripke struture nor fairness onstraints. This of ourse wouldneed to be re�ned in order to guarantee that the yle will eventually �nish.Moreover, in order to be able to prove properties about ations whih musthave been performed, we should extend our language with a onstrutor
done(·) to be applied to ations, meaning that the ation argument wasperformed (as with the donep&p in the example). This will de�nitely failitatespeifying properties like the last one of the previous setion onerning theprohibition on ations by the lient. We are urrently working on improvingthe above aspets in order to make a more preise analysis.We have presented a manual translation from the Cµ semantis of theontrat written in CL into the input language of NuSMV. We plan to im-plement a tool to automatially model hek ontrats written in CL. Wean bene�t from the ounter-example generation to �x the original ontrat,as we have brie�y shown in Setion 3.4. Although we use NuSMV as theunderlying model heker we plan to move on to a µ-alulus model heker(e.g., [Bie97, MS03℄).With suh a tool the whole model heking proess will be aeleratedfailitating its use and thus making it easy to prove other interesting generalproperties about e-ontrats, as suggested in [SMJS03℄. Besides suh lassialliveness or safety properties we are also interested in properties more spei�to e-ontrats, inluding: �nding the obligations or prohibitions of one of theparties in the ontrat; listing of all the rights that follow after the ful�llingof an obligation; what are the penalties for whenever violating an obligationor prohibition; determining whether a given partiipant is obliged to performontraditory ations.The generation of the (automata-like) model that we did by hand in Se-tion 3 an be done automatially along the lines of existing LTL-to-Bühiautomata translators (like ltl2smv or ltl2ba). [RV07℄ presents a ompre-hensive overview of the state-of-the-art of suh tools.In the urrent state of development, the language CL annot expliitly16
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This deed of Agreement is made between:1. [name℄, from now on referred to as Provider and2. [name℄, from now on referred to as the Client.INTRODUCTION3. The Provider is obliged to provide the Internet Servies as stipulated in this Agreement.5. DEFINITIONS5.1. j) Internet tra� may be measured by both Client and Provider by means of Equipmentand may take the two values high and normal.OPERATIVE PART7. CLIENT'S RESPONSIBILITIES AND DUTIES7.1. The Client shall not:a) supply false information to the Client Relations Department of the Provider.7.2. Whenever the Internet Tra� is high then the Client must pay [price] immediately, or theClient must notify the Provider by sending an e-mail speifying that he will pay later.7.3. If the Client delays the payment as stipulated in 7.2, after noti�ation he must immediatelylower the Internet tra� to the normal level, and pay later twie (2 ∗ [price]).7.4. If the Client does not lower the Internet tra� immediately, then the Client will have to pay
3 ∗ [price].7.5. The Client shall, as soon as the Internet Servie beomes operative, submit within seven(7) days the Personal Data Form from his aount on the Provider's web page to the ClientRelations Department of the Provider.8. CLIENT'S RIGHTS8.1. The Client may hoose to pay either:a) eah month; b) eah three (3) months; ) eah six (6) months;9. PROVIDER'S SERVICE9.2. As part of the Servie o�ered by the Provider the Client has the right to an e-mail and anuser aount.9.3. Provider is obliged to o�er with no limitation and within a period of seven (7) days a passwordand any other Equipment Spei� to Client, neessary for the orret usage of the user aount,upon reeiving of all the neessary data about the lient from the Client Relations Departmentof the Provider.9.4. Eah month the Client pays the bill the Provider is obliged to send a Report of InternetUsage to the Client.10. PROVIDER'S DUTIES10.1. The Provider takes the obligation to return the personal data of the lient to the originalstatus upon termination of the present Agreement, and afterwards to delete and not use forany purpose any whole or part of it.10.2. The Provider guarantees that the Client Relations Department, as part of his administrativeorganisation, will be responsive to requests from the Client or any other Department of theProvider, or the Provider itself within a period less than two (2) hours during working hoursor the day after.11. PROVIDER'S RIGHTS11.1. The Provider takes the right to alter, delete, or use the personal data of the Client onlyfor statistis, monitoring and internal usage in the on�dene of the Provider.11.2. Provider may, at its sole disretion, without notie or giving any reason or inurring anyliability for doing so:b) Suspend Internet Servies immediately if Client is in breah of Clause 7.1;13. TERMINATION13.1. Without limiting the generality of any other Clause in this Agreement the Client mayterminate this Agreement immediately without any notie and being vindiated of any of theClause of the present Agreement if:a) the Provider does not provide the Internet Servie for seven (7) days onseutively.13.2. The Provider is forbidden to terminate the present Agreement without previous writtennoti�ation by normal post and by e-mail.13.3. The Provider may terminate the present Agreement if:a) any payment due from Client to Provider pursuant to this Agreement remains unpaid fora period of fourteen (14) days;16. GOVERNING LAW16.1. The Provider and the present Agreement are governed by and onstrued aording to theLaw Regulating Internet Servies and to the Law of the State.a) The Law of the State stipulates that any ISP Provider is obliged, upon request to seize anyativity until further notie from the State representatives.Figure 1: Part of a ontrat between an Internet provider and a lient.19
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Figure 2: Example of a model for the �ve lauses written in CL.
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