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Abstract
Whilst learning analytics is still nascent in most African 
higher education institutions, many African higher edu-
cation institutions use learning platforms and analytic 
services from providers outside of the African conti-
nent. A critical consideration of the protection of data 
privacy on the African continent and its implications for 
learning analytics in African higher education is there-
fore needed. In this paper, we map the current state of 
legal and regulatory environments and frameworks on 
privacy to establish their implications for learning ana-
lytics. This scoping review of privacy regulations in 32 
African countries, complemented by 15 scholarly pa-
pers, revealed that there are numerous national and 
regional legislation and regulatory frameworks, provid-
ing clear pointers pertaining to (student) data privacy 
to governments, higher education institutions and re-
searchers. As such, the findings of this research have 
implications for African higher education to ensure not 
only legal compliance but also to oversee and safe-
guard student data privacy as part of their fiduciary 
duty. This research provides crucial insights regarding 
the importance of context for thinking about the expan-
sion and institutional adoption of learning analytics.
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INTRODUCTION

Higher education is becoming increasingly digitised and datafied, and evidence suggests 
that as institutions responded to the disruption caused by COVID-19, the digitisation and 
datafication of teaching and learning has intensified (García-Morales et al., 2021; Williamson 
et al., 2020; Williamson & Hogan, 2020). Though there is uncertainty to the extent to which 
African higher education is digitised and datafied (Prinsloo & Rogers, in press), evidence 
shows to what extent the pandemic has increased the digitisation and datafication of 
teaching, learning and the various administrative processes supporting them (Egielewa 
et al., 2021; Tamrat & Teferra, 2020; Van Schalkwyk, 2021). Irrespective of the context, in-
creased digitisation and datafication also resulted in various stakeholders raising concerns 
about student data privacy (Khalil et al., 2022; Prinsloo et al., 2021).

Since its emergence as a research focus and practice in 2011, learning analytics (LA) has 
matured with many institutions in the Global North institutionalising LA (Axelsen et al., 2020). 
Whilst scholarship and the institutionalisation of LA continue to expand and deepen (Prinsloo 
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Practitioner notes

What is already known about this topic
•	 Personal data have become commodified and are regarded as a valuable 

commercial asset.
•	 The commercial value of data relies on the collection and analysis of increasing 

volumes, granularity, variety and velocity of personal data (both identifiable and 
aggregated).

•	 Africa and African higher education are regarded as new data frontiers to be 
exploited.

What this paper adds
•	 This paper, for the first time, makes an attempt to map privacy legislation and 

academic research on (student) data privacy in the African continent.
•	 Maps key implications for African higher educations to consider in collecting, 

analysing, using and sharing student data.
•	 It provides pointers for a research agenda pertaining to student data privacy on the 

African continent.
Implications for practice and/or policy
•	 African higher education institutions should consider student data privacy when 

entering into service level agreements with educational technology and platform 
providers.

•	 African governments should develop common data sharing frameworks to facilitate 
cross-border data transfer.

•	 Current African data privacy legislation provides important implications for the 
adoption and institutionalisation of learning analytics.

•	 African higher education also has to consider the ethical aspects of learning 
analytics.
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& Kaliisa, in press), the absence of case studies and research in LA—and student data 
privacy, in particular—on the African continent is noteworthy. Recent research by Kaliisa 
et al. (2022) point to several challenges in the adoption of LA and many of the challenges 
such as, difficulties integrating technical and pedagogical expertise in LA' use; (2) lack of 
connection between LA and educational theories or pedagogies; (3) failure to align LA with 
teachers' practice; and (4) ethical and privacy concerns. As student data privacy is central 
to published concerns pertaining to the implementation of LA, this paper proceeds from the 
assumption that the protection of student data privacy on the African continent warrants re-
search. Student data privacy is furthermore central to concerns arising from the increasing 
influence of online program management (OPM) providers and the commodification and 
assetisation of education provision (Komljenovic, 2020; Williamson, 2021). African HEIs are 
particularly vulnerable to exploitation as a result of these trends, necessitating an enquiry 
regarding to student data privacy protection on the African continent (Prinsloo & Kaliisa, in 
press; Prinsloo, 2018, 2020).

The digitalisation and datafication of African HEIs are in many respects, inevitable 
(Mugimu, 2021; Prinsloo, 2020). Africa will also not escape the impact of the Fourth Industrial 
Revolution (4IR) (Ayentimi & Burgess, 2019; Naude, 2017), and, as Africa is the world's most 
populous continent (World Population Review, n.d.), with estimations that its population will 
double by 2050 (The Economist, 2020), and with 19 out of the world's 20 youngest countries 
(Myers, 2019) being on the African continent, Africa is seen as terra nullis, a new data fron-
tier to conquer (Prinsloo, 2020). In the light of the foreseen massification of higher education 
and the need to provide educational opportunities at scale (eg, Lebeau & Oanda, 2020), 
African HEIs will have to consider the implications of agreements with OPM providers, many 
of whom will be located in the Global North. Amid the broader concerns of the implica-
tions of the commodification and subsequent assetisation of higher education (Birch, 2020; 
Komljenovic,  2020; Williamson,  2021), concerns about Africa being re-colonised and its 
data exported and capitalised may be legitimate (Prinsloo, 2020).

There are 54 sovereign states on the African continent and there is no, as far as can 
be established, a central database on existing legislation covering the whole continent, or 
publicly available resources (per country or region) for education institutions, educators and 
students providing guidance and resources to support the protection of student data privacy. 
Recent research by Abdulrauf (2021) found that only “about” (p. 96) 23 African states have 
data privacy legislation in place. Through this scoping review, this paper draws on the avail-
able information (internet sources and scholarly, peer-reviewed literature) pertaining to data 
protection regulations on the African continent to provide an answer to the following ques-
tion: What is known about the protection of personal data on the African continent? Based 
on the findings, we identify examples and highlight some of the opportunities and challenges 
that higher education institutions and researchers seeking to protect student data privacy 
when institutionalising learning analytics could face. We conclude this paper with a set of 
possible practices that higher education institutions, governments and individual research-
ers may consider to protect student data privacy in the context of LA.

SOME BRIEF NOTES ON THE CONTEXT

As student data privacy on the African continent is closely linked to the digitisation of higher 
education, it is important to provide a brief overview of what we currently know about the 
state of digitisation and datafication on the African continent, before contextualising student 
data privacy in LA in international HEIs in the context of current national and international 
privacy legislation and regulatory frameworks.
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THE CURRENT STATE OF DIGITALISATION AND 
DATAFICATION OF AFRICAN HEIS

The number of individuals on the African continent using the internet has increased from 81 
million in 2010, to 294 million in 2019 (State of Broadband Report, 2020). There has been 
a 12.98% growth in internet use from 2000–2021, and currently 43% of Africa's population 
has access to the internet (Statista, 2022). By 2030, the growth in internet access will see 
75% of Africa's population having access (Allen, 2021), and Forbes forecasts that “Africa is 
the next frontier for the internet” (Tuerk, 2020). Despite increasing access to the internet, 
Ischebeck (2020, referring to findings from the U.N Broadband Commission) reports that 
several countries in Sub-Saharan, such as, but not limited to, Somalia, Nigeria and South 
Sudan, have an internet penetration of less than 2%.

The impacts of the relative low levels of access to the internet, as well as vast differences 
between African countries, on the digitisation of higher education have not yet been re-
searched. There is, however, evidence that points to the relationship between the digitalisation 
of education to “huge levels of local and foreign investment, as well as above-average internet 
access and connectivity” (Ischebeck, 2020). In research on educators' knowledge and interest 
to use an institutional LMS in six Sub-Saharan countries—Ghana, Nigeria, Tanzania, Uganda, 
Zimbabwe and South Africa—Bervell and Umar (2017) report that most African educators 
have little knowledge and interest in the use of LMSs. Moodle is, by far, not only the most 
popular LMS on the African continent (with 78% market share) but also the fastest growing 
LMS (having had 53% market share in 2008, to its current 78% plus market share) (Phil Hill, 
personal communication, 2021). In a report by Business Market Insights (2020), the report 
states that the “education and LA market in Middle East and Africa (MEA) is expected to grow 
from US$ 307.3 million in 2019 to US$ 1490.0 million by 2027; it is estimated to grow at a com-
pound annual growth (CAGR) rate of 22.4% from 2020 to 2027.” There is evidence that points 
to a relationship between the digitalisation of education to “huge levels of local and foreign 
investment, as well as above-average internet access and connectivity” (Ischebeck, 2020).

Whilst everything points to the internet penetration to continue to increase, and that 
African HEIs will increasingly embrace the digitalisation of teaching and learning, the shar-
ing, collection and commodification of (personal) data will also expand, with implications for 
personal data privacy (Abdulrauf, 2021), and specifically, LA. In the light of several incidents 
(eg, Facebook, Cambridge Analytica, refs), it is clear that “the lack of adequate regulations 
for the collection and processing of personal information can have significant ramifications” 
(Data Protection Africa—Trends, n.d.).

DATA PRIVACY AND LEGISLATION ON THE AFRICAN 
CONTINENT IN A BROADER CONTEXT:  
A BRIEF INTRODUCTION

Privacy is very difficult, if not impossible to define, “because it is exasperatingly vague and 
evanescent” (Solove, 2008, p. 1088 referring to Miller). Despite the difficulty to define privacy, 
context-dependent understandings of the notion of privacy are found in most, if not all cul-
tures (eg, Newell, 1998; Vis, Dunbar & Jahnke, 2011). Dominant current legal understandings 
and definitions of privacy are informed by, inter alia, Roman-Dutch law and world-views and 
values from the Global North (Campbell, 2020). Research into different cultural understand-
ings of privacy (eg, Krasnova et al., 2012; Neswell, 1998) often refer to the contrasts between 
cultures that value individualism versus the more collectivist cultures from the Global South. 
For example, in Africa group interests outweigh individual interests due to the culture of col-
lectivism; hence claims for individual privacy are less common (Makulilo,  2016a, 2016b). 
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This has, however, been disproved by scholars (Abdulrauf, 2021), and the protection of data 
privacy is as important on the African continent, as elsewhere in the world.

It is also important to recognise that “Although data privacy is no longer new to Africa, 
compliance with data privacy norms has been significantly lower compared to other juris-
dictions” (Abdulrauf, 2021, p. 87). Whilst international privacy legislation such as the GDPR 
has become a global standard of a particular understanding and protection of individual 
privacy, there are also views that the global acceptance of the GDPR as normative can be 
seen as imperialistic with a disregard for contextual understandings of privacy (Gstrein & 
Zwitter, 2021; Mannion, 2020), in particular from the Global South (Makulilo, 2016a, 2016b). 
Considering the lasting legacy of colonialism in the Global South, and in particular on the 
African continent, it should not come as a surprise that there are scholars and institutions in 
the Global South that are pushing back against the EU as ‘normative power’ (Berge, 2021) 
to the exclusion of local and regional understandings of, for example, privacy. Whilst the 
GDPR deals with the protection of personal information, its impact is wide-ranging. “Due to 
the strengthened third-party obligations in the GDPR for data export to non-European Union 
countries and fear of loss of foreign investment if such countries fail to provide adequate 
protection of personal data, the GDPR exerts profound influence on data privacy law reform 
and practice outside Europe” (Makulilo, 2021, p. 117).

We therefore need to understand privacy legislation on the African continent against the 
increasing importance of global e-Commerce, with the protection of data and trust founda-
tional to the new economy. “Undoubtedly this has been the paramount motivation for the 
adoption of data privacy legislation in Africa” (Makulilo, 2015, p. 79).

There is also increasing evidence of “pervasive surveillance programmes and data min-
ing activities” on the African continent with African governments requesting users' informa-
tion from companies such as Google, Facebook and Twitter, “obviously in violation of data 
privacy norms (Abdulrauf, 2021, p. 88). The issue is not the absence of regulation, but the 
“quality of implementation and enforcement by law” (Abdulrauf, 2021, p. 88). Whilst several 
African states do have data privacy legislation, “the jurisprudence based on case law and 
the decisions/recommendation of DPAs [Data Protection Authorities] is highly underdevel-
oped” (Abdulrauf, 2021, p. 93). The African Union Data Protection Convention, envisaged 
to become a common standard for data privacy on the African continent, will only enter into 
force when 15 states of the African Union has ratified the convention, and at the time of the 
writing of this paper, this has not been achieved. There is furthermore no “binding regional-
wide normative framework on data privacy” in place (Abdulrauf, 2021, p. 94). [See Abdulrauf 
(2021) and Makulilo (2015) for a discussion of the initiatives of various sub-regional bodies].

In the light of the increasing levels of digitisation and datafication on the African conti-
nent, and specifically in African higher education, we have to seriously consider the ever-
increasing and ever-pervasive ‘data gaze’ (Beer, 2019), and its impact on student data privacy 
(Prinsloo, 2020). As African higher education becomes increasingly digitised and datafied, 
African higher education has to consider not only current national and extra-national data 
privacy legislation but also develop internal policies and regulatory frameworks to ensure not 
only compliance, but move towards the ethical collection, analysis and use of student data.

As a way to establish what is currently known about data privacy on the African continent, 
the next section provides details on our choice of following a scoping review methodology.

METHODOLOGY

The methodological framework of undertaking a scoping review by Munn et al. (2018) and 
used in previous scoping reviews (eg, Kaliisa et al., 2021) underpinned this review. Scoping 
reviews are guided by an a priori protocol; a systematic approach of searching for information; 
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clear and transparent processes resulting in reproducible research; designed and executed 
to increase reliability and reduce error and (using multiple reviewers); and extract and pre-
sent data in a structured way (Munn et al., 2018, p. 5). To increase the rigour of this scoping 
review we used the checklist by Cooper et al. (2021) and implemented the PRISMA (PRISM-
ScR) guidelines for scoping reviews (Tricco et al., 2018). The review followed five stages: 
(i) identifying the research questions (ii) identifying relevant studies; (iii) study selection; (iv) 
charting data; and (v) collating, summarizing and reporting results. These stages are further 
described below, highlighting how they were executed in this study.

Identifying the research questions

As it is the case with most scoping reviews, we came up with a general question, as the 
focus of the current study is to summarize the breadth of evidence regarding the legal frame-
works on data protection, on the African continent and later discuss their implications for LA 
research. Thus, we formulated two research questions:

•	 How are the currently existing legal frameworks approaching personal data protection in 
Africa?

•	 What are the implications of the current state of legal frameworks/data protection policies 
towards protecting student (data) privacy in learning analytics?

Cooper et al. (2021), in their criteria for quality scoping reviews, indicated that the ra-
tionale for using a scoping review should be clear, more than one researcher needs to be 
involved and that the questions would guide the inquiry.

Identifying and selecting relevant studies

Cooper et al. (2021) state that the identification of relevant literature is a crucial second 
step following consensus on the guiding questions. We developed inclusion and exclusion 
criteria, search queries, performed literature searches and later screened analysed and 
summarised the findings. The primary source of data for this paper is from non-scholarly 
legal documents (eg, data regulatory policies and frameworks). 15 scholarly papers on data 
privacy on the African continent complemented this data. In this regard, the search process 
entailed two but simultaneous searches and selections. The search string used to find rel-
evant papers and legal documents included variations and different combinations of the 
following search terms, which were applied through Boolean logic: “Africa” AND “privacy” 
AND “legal”; “data protection” AND “Africa” AND/OR “Education* higher education*”. For the 
purpose of this research two databases were identified namely Scopus and Web of Science. 
In addition, since some of the target sources of data (policy documents) are rarely published 
in scholarly journals and databases, we conducted general searches on Google to find 
relevant documents related to data legislations in different African countries. The searches 
were conducted to include relevant papers published up to and including the 30th of October 
2021. In particular, the search for regulatory frameworks was limited to 1 January 2016 to 
16 August 2021. The GDPR was adopted in 2016 and was assumed to indicate a major 
turning point for international privacy legislation. As this search included newspaper papers, 
law firms offering services, scholarly papers, the two researchers engaged with each entry 
on the first ten pages to look for databases regarding legislation for the protection of data 
privacy on the African continent. The six websites that formed part of the final web corpus 
are reported in Table 1 (below).
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Of these six websites, Data Protection Africa (n.d.) provided the most comprehensive over-
view of privacy legislation of 32 African countries resulting in the researchers using this website 
as the basis of their analysis supplementing the findings with information found on the other 
web pages in the web corpus. It is important to note that there is conflicting information between 
Data Protection Africa (n.d.) and UNCTAD (n.d.) as illustrated in the fact that UNCTAD (n.d.) 
lists Senegal as not having legislation in place whilst Data Protection Africa (n.d.) indicates that 
Senegal not only has legislation but also enforces it. As it falls outside the scope of this paper 
to scrutinise evidence provided on legislation in all 54 African states, the researchers opted to 
use the database on Data Protection Africa (n.d.) as the information on the 32 selected African 
countries is updated regularly. (Also see Privacy International, 2017).

TA B L E  1   List of websites used to retrieve data privacy regulatory frameworks

Website name and address Description

Data Protection Africa https://
datap​rotec​tion.africa

“Data Protection Africa is an online open-access portal that provides 
information on data protection laws and access to data protection 
authorities in 32 African countries. Data Protection Africa is an ALT 
Advisory special project”

Research ICT Africa https://
resea​rchic​tafri​ca.net

“Research ICT Africa (RIA) is an African think tank that has operated 
for over a decade to fill a strategic gap in the development of a 
sustainable information society and digital economy. It has done so 
by building the multidisciplinary research capacity needed to inform 
evidence-based policy and effective regulation Africa. RIA's dynamic 
and evolving research agenda examines the uneven distribution 
of the benefits and harms of the intensifying global processes of 
digitalisation and datafication”

Africa ICT Policy Database 
https://www.ictpo​licy.org

“The Africa ICT Policy Database (AIPD) is designed as an open and 
free resource for information technology across Africa especially on 
policies and laws. It is a project of The Centre for Intellectual Property 
and Information Technology Law (CIPIT) based at The Strathmore 
Law School in Nairobi, Kenya.

CIPIT's mission is to study, create, and share knowledge on the 
development of intellectual property and information technology, 
especially as they contribute to African Law and Human Rights. From 
our experience working on ICT policies across countries and regions 
in Africa, we have encountered two main challenges on Information 
technology policy making processes; scare official policy documents 
and limited opportunities for governments to involve the public(s) in 
making new ones”

Privacy International https://
priva​cyint​ernat​ional.org/

“Governments and corporations are using technology to exploit us. Their 
abuses of power threaten our freedoms and the very things that make 
us human.

That's why PI is here: To protect democracy, defend people's dignity, and 
demand accountability from institutions who breach public trust”

iapp—Privacy Perspective 
https://iapp.org/news/priva​
cy-persp​ectiv​es/

“The IAPP is the largest and most comprehensive global information 
privacy community and resource. Founded in 2000, the IAPP is a 
not-for-profit organization that helps define, promote and improve the 
privacy profession globally”

United Nations Conference on 
Trade and Development 
(UNCTAD) https://unctad.
org/page/data-prote​ction​
-and-priva​cy-legis​latio​n-
world​wide

“The UNCTAD Global Cyberlaw Tracker is the first ever global mapping 
of cyberlaws. It tracks the state of e-commerce legislation in the field 
of e-transactions, consumer protection, data protection/privacy and 
cybercrime adoption in the 194 UNCTAD member states. It indicates 
whether or not a given country has adopted legislation, or has a draft 
law pending adoption. In some instances where information about a 
country's legislation adoption was not readily available, ‘no data’ is 
indicated”

https://dataprotection.africa
https://dataprotection.africa
https://altadvisory.africa/
https://altadvisory.africa/
https://researchictafrica.net
https://researchictafrica.net
https://www.ictpolicy.org
https://privacyinternational.org/
https://privacyinternational.org/
https://iapp.org/news/privacy-perspectives/
https://iapp.org/news/privacy-perspectives/
https://unctad.org/page/data-protection-and-privacy-legislation-worldwide
https://unctad.org/page/data-protection-and-privacy-legislation-worldwide
https://unctad.org/page/data-protection-and-privacy-legislation-worldwide
https://unctad.org/page/data-protection-and-privacy-legislation-worldwide
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The screening was based on titles, abstracts and full-text skimming, and began on 10th 
August until 30 October 2021. It is important to note that this process was iterative, with 
frequent discussions between the two researchers to avoid potential ambiguity with a broad 
research question and to ensure that abstracts selected are relevant for full paper review. 
Following these procedures, the final dataset included data from 32 African countries. In 
addition, 15 empirical studies (see Appendix A) focussing on issues of data privacy in Africa 
were analysed and used to complement the main findings (eg, data regulation frameworks), 
based on the following inclusion criteria:

•	 The study reports on the legal understanding of and/or the protection of personal data 
and/or privacy issues in the context of Africa.

•	 The study is published in a peer-reviewed journal or conference proceedings or published 
by an official government department.

•	 Study or report is published in English and available for public use.

Charting the data

Following Cooper et al. (2021) guidelines, a data-charting manual was jointly developed by 
the two researchers to determine, which variables to extract from the identified studies. The 
two researchers used sifting and sorting of data as well as Excel spreadsheets including ab-
stracts, comments from the full text and an analysis of the identified variables. Guided by the 
research questions, the coding for the privacy legislations included the following variables: 
fast facts; (2) Data privacy legislation; (3) personal data; (4) collection and processing; (5) 
cross-border transfer; and (6) security and breach protocol. Moreover, the coding for schol-
arly papers included the following variables: Authors; the title of research; country, outline 
of the data protection framework/privacy/ ethical framework; and the context of application 
(eg, higher education and business). The coding was performed through several stages. 
Initially, two coders took a grounded approach and reviewed 2 studies for training purposes 
and to gain familiarity with the literature. In this case, initial codes were formed based on 
the descriptions and contextual information provided in the papers and of relevance to the 
research questions. Next, each of the coders independently coded a further 4 papers and 
then discussed coding challenges to refine the coding scheme. We used social moderation 
where two researchers coded all the papers and then discussed all the areas where ratings 
differed until an agreement was reached. Finally, the coders split the papers and proceeded 
with coding the full sample following the revised codes.

The coding scheme included noting the authors and title of the paper, the country on 
which it reports, the field of application (eg, general, education, ethics, teaching and learn-
ing, general privacy and ‘technical’ privacy such as cyber security) and data privacy.

Collating, summarizing and reporting results

This stage involved a summary and analysis of results coded at the charting stage. First, 
we came up with a descriptive numerical summary of the results, which highlights the key 
characteristics of the included studies (eg, country background and nature of legislation). 
Since the scholarly, peer-reviewed dataset and the privacy regulations corpus was rela-
tively small, this stage was completed manually without assistance from any software. 
We undertook a narrative analysis of the identified studies using privacy regulations from 
each country and individual scholarly papers as the unit of analysis. Cooper et al. (2021) 
suggest that the results should be presented in a descriptive or diagrammatic format, 
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that issues of bias would be discussed, and that implications for future research be put 
forward.

ANALYSIS AND FINDINGS

The research question informing this scoping review was as follows: How are the current 
existing legal frameworks approaching personal data protection in Africa?

The analysis and findings are structured as follows:
First, the analysis and findings from the web corpus are presented using the structure of 

data on Data Protection Africa (Data Protection Africa, n.d.), namely, (1) fast facts; (2) Data 
privacy legislation; (3) personal data; (4) collection and processing; (5) cross-border trans-
fer; and (6) security and breach protocol. This layer of analysis is then supplemented with 
insights from the other websites in the web corpus as well as findings from the 15 scholarly, 
peer-reviewed corpus.

General overview: Fast facts

Data Protection Africa (n.d.) does not claim to provide a comprehensive overview of all 
African countries' legislation on data protection. UNCTAD (n.d.) does, however, provides 
a broad overview of all legislation on the African continent, but with no detailed analysis. 
According to UNCTAD (n.d.), of the 54 African countries, 28 states (52%) have legislation in 
place, 9 countries (17%) have draft legislation, and 13 countries (24%) have no legislation in 
place. The countries with no legislation in place are Libya, Egypt, Sudan, Ethiopia, Central 
African Republic, Cameroon, Liberia, Sierra Leone, Guinea Bissau, Burundi, Djibouti, 
Eritrea, and Senegal.

Of the 32 African countries on Data Protection Africa's database (Data Protection Africa, 
n.d.) (representing 60% of the 54 sovereign states), six countries do not currently have any 
legislation for the protection of data, four countries have legislation in place but there is no 
data on the legislation being enforced, eight countries have legislation but do not enforce the 
legislation and 13 (40%) of the African countries on this database have legislation in place 
as well as evidence that the legislation is enforced (see Table 2 below). The findings in this 
paper align with what Makulilo (2015) found in his analysis of African privacy laws and initia-
tives. The author found that existing policies are vague and coupled with a lack of national 
enforcement bodies.

Data privacy legislation

Mauritius was amongst the first countries to table legislation pertaining to data privacy and 
was the first African country to establish the Office of the Data Protection Commissioner 
and make it operational. As of January 2018, Mauritius regulates data protection under the 
Data Protection Act 2017 (Government of Mauritius, 2017), which repealed and replaced 
the former act, so as to align with the European Union General Data Protection Regulation 
2016/679 (GDPR). In 2007, Burkina Faso became the first French-speaking country in sub-
Saharan Africa with an operative data protection authority.

Of all the countries represented in this database, the Angolan law is the only African 
country that specifically mentions the cultural realities in the Angolan context (but does not 
provide more details pertaining to what exactly is referred to). Compared with the number 
of African countries that, in their legislation, specifically mention compliance with European 
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standards (GDPR) (eg, but not limited to Lesotho, Madagascar and Mauritius), there is very 
little evidence of how African countries account for the specifics whether in culture, reli-
gion and/or context of the African continent. There is, however evidence of attempts to 
ensure regional compliance, eg, the South African Development Community (SADC) data 
protection standards (in the case of Lesotho), and Madagascar mentioning advice from 
other Francophone countries belonging to the Association francophone des autorites de 
protection des donnes personnelles (AFAPDP). The implications for student data privacy 
include, but are not limited to the vulnerability of African higher education institutions to 
fall prey to commercial expansion in the provision OPM providers (Komljenovic,  2020; 
Williamson, 2021) with very little regard for student data privacy and not protection provided 
to institutions and students.

PERSONAL DATA

Of the 32 countries in the Data Protection Africa (n.d.) database, 27 countries define ‘per-
sonal information of which 14 countries distinguish between personal data and sensitive 
personal data, 6 of these countries have a category called ‘special categories of personal 
data’ (eg, Mauritius), or define it as ‘special personal information’ (South Africa) or just refer 
to specific categories of data, eg, ‘racial or genetic origins’ (eg, Tunisia), 4 countries don't 
define personal data, and 1 country does not define personal data but defines sensitive data 
(Togolese Republic).

Of interest is the case of Mozambique, which does not explicitly define ‘personal data’ 
but lists a number of data such as a person's political, philosophical or ideological beliefs, 
religious beliefs, political affiliation, trade union membership and particulars related to the 
person's privacy.

The collection and processing of personal data

Consent prior to the collection of personal data is specifically mentioned (eg, Angola, 
Lesotho, Zambia, South Africa) but Mauritius is the only African country acknowledging the 
right to withdraw consent at any time. South African legislation has ‘openness’ (implying 

TA B L E  2   An overview of privacy legislation of 32 African states

No legislation
Legislation but no 
data on enforcement

Legislation but not 
enforced

Legislation and 
enforced

Mozambique (privacy 
protected by the 
Constitution)

Namibia (privacy protected 
by the Constitution, data 
protection law in process), 
Burundi, Ethiopia

Tanzania, Egypt (currently 
under review by 
Parliament)

Malawi (partial 
legislation), 
Kenya, Togolese 
Republic, Rwanda 
(partial legislation)

Angola, Botswana, 
Lesotho, 
Madagascar, 
Zimbabwe, Niger, 
Seychelles, Uganda 
South Africa 
(The final sections 
of POPIA came into 
force on 1 July 2020, 
giving Responsible 
Parties one year 
within which to 
comply)

Mauritius, Zambia 
(partial 
enforcement), 
Gabon, Benin 
Burkino Faso, 
Cape Verde, 
Côte D'Ivoire 
(Ivory Coast), 
Ghana, Mali, 
Nigeria Senegal, 
Morocco Tunisia

Total: 6 Total: 4 Total: 8 Total: 13
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notification of collection) as principle—“The responsible party must keep documentation 
of all processing operations and notify the data subject when collecting personal informa-
tion, barring certain exceptions” (Data Protection Africa, n.d.). General principles informing 
the collection and processing of personal data include transparency, legality, good faith, 
proportionality, truthfulness, respect to private life and legal and constitutional guarantees 
(eg, Angola). The principle of minimality is found in the case of Lesotho, Madagascar South 
Africa—referring to the processing of personal data that is required to be adequate, relevant 
and not excessive.

Considering the increasing influence of Artificial Intelligence (AI) in LA, it is important 
to note the prohibition of automated data collection and processing except under specific 
conditions provided in the respective legislation in the case of Gabon, Benin, Burkino Faso, 
Cape Verde, Cote d'Ivoire, Ghana, Niger, Senegal, Togolese Republic, Morocco, Lesotho 
and Mauritius.

The right to have access to collected data, to rectify personal data, to restrict or erase 
personal data or to register an objection regarding the processing of personal data is only 
found in the legislation of Mauritius.

Taking into account the nature of big data and collecting personal data from a range of 
sources and modalities, it is interesting to note that a number of African countries such 
as Niger, Benin, Gabon, Cape Verde, Cote D'Ivoire and Senegal specifically mention 
regulations pertaining to the “interconnection of personal data” (Data Protection Africa, 
n.d.). For example, legislation in Nigeria stipulates that the interconnection of personal 
data shall.

•	 not discriminate against or limit the fundamental rights, freedoms, and guarantees of data 
holders;

•	 ensure the use of appropriate safety measures; and
•	 take into account the principle of relevance.

From the above, it is clear that consent plays an important role, and this has implications 
for learning analytics, and educational technology in general. Though the collection, anal-
ysis and use of student data (eg, personal, demographic and behavioural) may fall under 
the social contract between higher education providers and students, consent cannot be 
assumed as learning analytics increasingly expands into collecting also multimodal data, 
using AI and interconnecting personal data.

Cross-border transfer of personal data

The majority of African countries allow the cross-border transfer of data. The cross-border 
transfer is allowed between countries with similar, or adequate levels of protection eg, leg-
islation in Angola stipulates “Cross-border personal data transfers to countries without an 
adequate level of protection must be authorised” (Data Protection Africa, n.d.). A number 
of African states, however, have no regulation in place for the cross-border transfer of data 
such as Namibia, Burundi, Rwanda, Malawi, Seychelles and Tanzania.

Considering the reality that many Massive Open Online Course providers are offered 
from contexts other than the states from which students register, regulation pertaining to 
the cross-border transfer of data is crucial, not only for students but also for institutions who 
offer courses on such programmes and/or encourage students to supplement their curricula 
with a selection of MOOCs (Khalil et al., 2018a, 2018b).

It is clear that it is crucial that African states and regional networks need to improve reg-
ulations to protect and regulate the cross-border transfer of data. Failure to adopt such a 



12  |      PRINSLOO and KALIISA

comprehensive legal framework can jeopardise trans-border data flows amongst regions 
(Taylor, 2020).

Security and breach control

Of the 32 African countries, 10 countries do not have any requirements for the notification 
of security and breaches (Namibia, Zambia, Gabon, Burkino Faso, Cape Verde, Mali, Niger, 
Malawi, Seychelles and Tunisia). Software-as-service and cloud computing raises several 
issues pertaining to personal (student) data privacy (Krueger & Moore, 2015; Luna, 2021; 
Varella, 2016). It is also interesting to note that even though countries such as Zimbabwe 
have extensive constitutional provisions for the protection of privacy, they lack a comprehen-
sive data protection statute (Ncube, 2016). The same applies to Nigeria, which is reported as 
lagging behind in terms of protecting personal data with no serious form of control to check 
against abuse (Abdulrauf & Fombad, 2017). Constitutional provisions determine the formal 
structure of the state, defining the powers and jurisdictions of its various structures. This 
implies that in the cases of Zimbabwe and Nigeria, the constitutions provide for the protec-
tion of personal privacy as the responsibility of specific structures, but there is no coherent 
statute or legislation in place.

Sharing data with third parties

Sharing of personal data with third parties as prohibited is mentioned in 14 of the 32 
countries—(Ghana, Lesotho, Cape Verde, Gabon, Zimbabwe, South Africa, Zambia, Niger, 
Rwanda, Angola, Rwanda, Madagascar, Nigeria and Benin). For example, Zambian legisla-
tion states “not disclose any personal information held by the data controller to a third party 
unless required or permitted by law or specifically authorized in writing by the data subject” 
(Data Protection Africa, n.d.).

DISCUSSION

In this section, we respond to the second research question, which seeks to draw implica-
tions from the current state of legal frameworks and data protection policies towards protect-
ing student (data) privacy in learning analytics. The implications are discussed in the context 
of three actors (1) higher education institutions, (2) national governments and (3) research-
ers. This section is complimented by findings from the scholarly papers.

Implications for higher education institutions

It goes without noting that higher education institutions, irrespective of context or geopolitical 
location, have to adhere to national, regional and international conventions and regulations 
pertaining to the protection of personal (student) data. Even where there is no applicable 
national or regional regulatory frameworks in place, states should still be cognisant of, for 
example, Principles on Personal Data Protection and Privacy (UN System Chief Executives 
Board for Coordination (n.d.) (see Privacy International, 2017). To what extent these are en-
forceable by affected individuals is still to be proven. In addition to compliance to legislation 
and regulatory frameworks, higher education also has a fiduciary and moral duty of care to 
ensure student data privacy (Prinsloo & Slade, 2016, 2017).
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Need for clear privacy and regulation frameworks

Given that existing national regulations are implicit about the use of student data, it is upon 
higher education institutions to devise strategies that support the use of students' data for 
research purposes. One possible approach is to seek consent at the time of registration 
and provide clear, easy-opt-in, and opt-out options for the students to consider. In particu-
lar, given the unequal power relationship between students and HE authorities (Slade & 
Prinsloo, 2013), there must be a level of privacy that (i) the data subject should be able to 
expect and (ii) which the data recipient publicly assures (Singh & Ramutsheli, 2016). The 
need for regulatory frameworks is further critical, given the increasing use of technologies 
(eg, learning management systems), which are mostly from technology companies in the 
Global North (Prinsloo, 2018, 2020). We propose that once clear regulatory frameworks are 
in place, the developers of LA technologies and tools will use them as a guide to develop 
tools that are sensitive and compliant to the needs of the different countries. In other words, 
since LA is tied to the use of technology, privacy concerns connected to LA should not only 
be perceived from a purely legal perspective but also from a technological point of view (eg, 
through the design process) (Steiner et al., 2016), and as a social phenomenon (Prinsloo, 
Slade & Khalil, under submission). Meanwhile, since companies cannot develop tools for 
only one specific country, it underscores the need for a unified data regulation framework 
on the African continent similar to the GDPR regulations in the European Union as proposed 
by the African Union's Data Protection Convention.

IMPLICATIONS FOR GOVERNMENTS

Develop common data sharing frameworks/agreements

The findings revealed that some African countries (eg, Ghana, Lesotho, Cape Verde, Gabon, 
Zimbabwe, South Africa, Zambia, Niger, Rwanda, Angola, Rwanda, Madagascar, Nigeria 
and Benin) prohibit the cross-border transfer of data. Whilst this could be a good move to en-
sure privacy, it is also a challenge for research collaboration, particularly in interdisciplinary 
fields such as LA. It is important that African governments and specifically data regulation 
bodies develop data privacy regulations that are friendly to international jurisdictions such 
as the European Union, Americas and Asia to facilitate data exchanges. Borena et al. (2015) 
advanced the same view and noted that privacy regulations cannot be advanced through 
isolated isolations but instead through regional and comprehensive regulatory schemes. 
This could especially be important for the LA field that relies on collecting data from learning 
management systems, with vendors mainly from the Global North.

Moreover, as also observed by Daigle (2021), in some cases, technology companies 
could withdraw business or change their business practices from regions where they face 
regulatory challenges that could resultant big economic losses. All this could affect the 
institutionalisation of LA on the African continent. African higher education institutions may 
be particularly vulnerable in the light of the fact that only 23 African states have privacy leg-
islation in place, and concerns about enforcing legislation (Abdulrauf, 2021). Thus, whilst we 
recognise the possible challenges of a unified privacy framework given the differences in 
culture and economic backgrounds, it is crucial to come up with data protection models and 
authorities (Sutherland, 2018), which offer high protection for African data subjects without 
simultaneously creating rights that could be difficult to implement and scare away technol-
ogy companies that could offer technologies to support learning analytics. There is a need 
for pan-African data protection and privacy regulatory framework so that companies provid-
ing educational technologies do not have to navigate regulations across different countries 
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(Daigle, 2021) (Also, see the concerns raised by Abdulrauf, 2021 regarding the role of the 
African Union in this regard). However, African countries should pay attention to the social, 
cultural and economic differences within the African context, since privacy as a relational 
and social concept should also be understood within the social and cultural context of a 
particular region (Dagbanja, 2016). Africa, and personal data protection on the African con-
tinent, cannot be isolated from broader, international developments in personal data pro-
tection, as found in, for example, the GDPR. The world is connected and whilst there are 
disparities in levels and quality of connections, everyone is affected (Castells, 2013). As 
Africa, and African higher education is increasingly connected, it is crucial that the interests 
of African students in terms of their data privacy are respected and protected.

IMPLICATIONS FOR STUDENT DATA PRIVACY AND 
LEARNING ANALYTICS

Need for empirical studies on data privacy in education

In this paper, overall, we found only 10 empirical studies (eg, Abebe et al., 2021; Daigle 
et al., 2021) focussing on privacy regulations on the African continent, yet five of them were 
conducted in South Africa. This finding aligns with a recent review by Hakimi et al. (2021) 
focussing on the ethics of using digital trace data in learning and education. The study 
reported that most studies were conceptual and mainly conducted in specific geographic 
areas (notably the United States, the United Kingdom, and Australia) with only four studies in 
Africa, yet they were all from South Africa. With this trend, we propose that it is hard to come 
up with policies to regulate data privacy and specifically for educational research and LA, in 
particular, if not based on empirical evidence. In this regard, it is critical that LA researchers 
and practitioners move towards research aimed at engaging HE stakeholders to develop 
ethical frameworks, resembling efforts in other regions such as the SHEILA framework. In 
particular, evidence for developing regulatory frameworks should be based on views from 
African experts since as Abebe et al. (2021) noted, conversations around Africa data and 
privacy are often dominated by non-African stakeholders.

Developing in-house LA tools

Given the current nature of personal data protection regulations, African LA researchers 
and practitioners, with support from higher educational institutions should develop LA sys-
tems that do not require reliance on external vendors. For example, Makerere University in 
Uganda has a local learning management system called' Makerere University E-learning 
Learning system. In such cases, it is possible for researchers to follow the local data privacy 
regulations as guided by ethical research committees without threatening student privacy.

Seek consent

In situations where policies about personal data sharing and analysis are not clear, we 
suggest that LA researchers and practitioners to follow the traditional norms of seeking for 
consent to avoid any breach of privacy regulations. Besides, LA researchers and practition-
ers should pay close attention to other privacy regulations in jurisdictions outside Africa (eg, 
GDPR), to ensure that whilst working through partnerships, all the necessary requirements 
are followed.
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LIMITATIONS

This paper is based on evidence from websites that present information about the existing 
data regulations. However, we recognise the possibility of having missed some regulations, 
which are not yet published on the websites. In addition, the search was conducted to in-
clude studies and regulations published and available in English. However, since English is 
not as an official language in some African universities, it is possible that some important 
sources on student data privacy could have been missed. Moreover, this being a scoping 
review, we did not aim to include all available studies but only a sample of studies that we 
found relevant to answer the study's research questions. Meanwhile, despite these limita-
tions, this study paper presents evidence from 32 countries that provide a strong basis to 
understand the current state of privacy legislation and their potential impact for LA research 
and practice. This work provides a great platform for LA researchers and practitioners who 
wish to advance their own research agenda on privacy in Africa.

CONCLUSION

This paper reports a scoping review of the current state of the art of legal and regula-
tory frameworks on privacy regulations on the African continent, where data from 32 
African countries were the subject of analysis. We also complemented our analysis with 
15 scholarly papers. The purpose of the review is to draw implications for the future of LA 
research and practice on the African continent. This paper has revealed a growing trend 
by African jurisdictions to adopt comprehensive data protection legislation even though 
few of these have been adopted into law. In particular, we identified differences between 
countries when it comes to policies such as cross-border data transfers. The paper also 
revealed that existing regulations are implicit about personal data particularly, with exist-
ing regulations and debates mainly centred on data protection in health, business and 
e-government services.

Based on the current privacy regulations, and some evidence from academic liter-
ature, this paper highlights implications for LA research and practice. In particular, we 
emphasise that as African higher education is increasingly becoming digitised and data-
fied, the expansion of the institutionalisation of LA in the Global South and other un-
derserved regions particularly the African continent, necessitate understanding national 
and regional data and privacy regulations, and formulating context-appropriate policies 
and frameworks to protect student privacy. In particular, we have emphasised the need 
to harmonise data sharing regulations within Africa and make sure that regional and in-
stitutional regulations are developed to oversee and safeguard student data privacy as 
part of their fiduciary duty. As there is evidence that African higher education institutions 
are seen as a new data frontier, with commercial interests informing learning platform 
providers intending to capture the African market, this paper provides crucial insights re-
garding the importance of protecting (African) student data privacy on regional, national 
and institutional levels.
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