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Abstract

ISRM plays an important part in the information security field, it structures the

concept of security in an organization and allows it to have an overview of its se­

curity posture. It also reveals its weaknesses and provides a basis to fix it in a

bearable way. Risk assessment being the significant part of it, makes choosing a

specific methodology a hard task, especially with the relatively large number of

existing models for risk assessment. For an organization to choose a method for

the process, the organization undertake a study, taking into consideration the or­

ganization’s objectives and the method’s nature. This study aims to shed a light

on the topic of risk assessment, by comparing the four methodologies, CORAS,

OCTAVE, ISRAM and FRAP based on specific criteria. These criteria would usu­

ally be part of a study to assess risk assessment models. A brief description about

ISRM is given highlighting some of its challenges and information security chal­

lenges in general. A thorough description is given also to each of the models sup­

ported by some existing comparing work done on other methodologies. Each of

these criteria was applied on each of the methods, and the results were used for

the comparison and the final conclusion.
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1 Introduction

1.1 Motivation

The reason for this paper is to contribute to the information security field in gen­

eral and information security risk management in particular. Information secu­

rity has gained a lot of attention lately, because of the new technology challenges

and the increasing number of cyber attacks, but most likely because of the new

regulations, such as GDPR in Europe. The fines related to the security breaches,

and unauthorized information disclosure is so significant that it made the board

of management of any organization aware of the necessity of security and made

risk management a suitable solution for it. Risk management in general and risk

assessment in particular is the bridge that links all the security theories and prin­

ciples with the real world scenarios. Risk assessment process allows you to put

all the security skills you have to the test, while considering real threats on real

assets in real scenarios. The research in this topic will allowme to study a number

of risk assessment methodologies, and be familiar with the process of identifying

key elements in information security it will also introduce me the discipline that

orchestrate security in the corporate world, and to have a real look on how security

is being applied in the real world rather than just in hypothetical environment.

1.2 The topic of this study

The topic of this study Information security Risk management is the backbone of

security in an organization. keeping track of the status of security in a systemor an

organization can not be done randomly or in unplannedmatters. Security ismuch

more than just a firewall or an antivirus installed in a machine, security includes

software, hardware, human factor, policies, regulations, compliances, etc…, it is

linked to every aspect of the organization. Information security risk management

is the discipline that regulates and structures the relation between the organiza­

tion and security risks. Starting from establishing context all the way to accepting

or rejecting a risk.

1



CHAPTER 1. Introduction

Risk assessment is part of risk management and it is considered to be the

most important and most time consuming element, the reason that made a lot

of third party organizations and private researchers to create methods to conduct

risk assessment. Each of the methods is unique and was created to fulfill specific

needs. The absence of a standardizedmethod that can be safely used by all organi­

zations or a certified comparing framework makes it a hard task to choose one. In

order for an organization to decide on a method for conducting risk assessment, a

study is required that takes in consideration a lot of aspects from the organization

side and the method side. This process, if done in a good manner, can take a lot

of time and consume a lot of resources.

The idea behind this thesis paper is to study a number of risk assessment

methods that are available in the market, these methods have different struc­

ture, different approaches and different characteristics, some are considered big

projects, and some are from independent researchers and finally try to compare

them using a number of criteria that an organization would rely on to decide on

the appropriate method.

1.2.1 The research questions of this study

• what are the purposes risk management /risk assessment?

• What criteria are important for an organization to use in choosing between

methods?

• What is the difference between these methods ?

• What method is convenient to what type of organization?

• Why methods are different ?

2



CHAPTER 1. Introduction

1.3 Information

The Evolution of technology that the world has witnessed in the last thirty years

is astonishing. Everyday we hear about new inventions and new technologies that

make our life a lot easier, and a lot of the tasks that seemed in the past impossible

or hard to do, are now possible or a button away from executing. All the tech­

nology and digitalisation revolve around a very important component, which is

information. Information in the digital world is considered a currency. It has a

value and it’s value depends on its sensitivity and availability. Like anything with

a value, information needs protection, this is where the term information security

comes to mind. Information can be found everywhere and has different shapes

and forms, however, the damage related to information is more serious when we

discuss systems and organizations. The basic definition of information security is

the practice of protecting the confidentiality, integrity and availability of the in­

formation. When it comes to complex IT systems and large IT organizations, this

practice can be overwhelming. Best practice would be not to just stop an attack

while it is happening but more of customising the IT system based on its environ­

ment to be resistant to these threats and to reduce the potential damage to the

company. Doing so requires knowledge of the potential threats and the impacts

of the different attacks on the business. That is precisely the focus of Information

Security Risk Management (ISRM).
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2 Background

2.1 Information security risk management

ISRM is the act of identifying, assessing and treating risks within an organization.

While the risk can vary depending on the scope of assets, when it comes to IT sys­

tems, the risk we focus on, is about confidentiality, integrity and availability of the

organization’s information assets. The main goal of the risk management process

is to identify potential threats and attacks that can endanger the IT system, and

the process of identifying, reviewing, treating and monitoring risks to achieve an

acceptable level of risk. Risk management is not new or exclusive to the IT indus­

try. In fact, risk management is extensively used e.g. in finance and economics.

In these sectors, there are well established and effective riskmanagementmodels.

It is also interesting to note that information security risk management is signifi­

cantly different from financial risk management, whether in its nature, approach

or purpose.

2.2 Risk management challenges

Siponen claims that traditional information security Risk Management methods

disregard the human role within security, meaning that the ISRMmethod focuses

on the technical part rather than the human factor (users of the system) which

makes it hard to identify and treat the threats that are based on human errors and

performance [40].

Elkelhart claims that the absence of adequate terminology used to define the dif­

ferent elements used in ISRM leads to confusion between the experts and the staff

of the organization. The context of information security is very broad, with differ­

ent elements and stakeholders. This can cause confusion in the interpretation of

terms whether used by the users of the system or the experts applying ISRM and

in the communication between them [13].
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CHAPTER 2. Background

The organizationmust have a unified terminologywhen it comes to the terms used

within the concept of ISRM, especially the risk scale. Different ISRMmethods can

be used within the same organization,(e.g. by different departments) depending

on the nature of the organization, but the risk scale should preferably be unified

throughout the whole organization.

Most of the information and the research about the ISRM is based on opinion or

experience, not on well documented statistical qualitative studies. This can ex­

plain the lack of empirical research and valid data in ISRM. The lack of published

studies is maybe due to the sensitivity of the information, meaning that the data

that will be processed and published is critical to the organization. Simply the act

of disclosing such data can be a threat itself.

Blakley and McDermott claim that the lack of validation and testing, i.e the ab­

sence of independent assessment of IS controls, makes it difficult to know the

effectiveness of the controls. In addition, tests made by the vendors are rarely

published. Most practitioners of ISRM tend to have a biased scope when applying

ISRM disciplines, focusing more on applications, malware and hacking, and not

including other elements, such as human error. After all, the human factor is the

first line of defence [12].

Harris and Maymi also point out that many practitioners do not fully understand

the risk management process and often are unable to estimate risks and apply

ISRM as part of the business model of the organization. The confusion around

information security riskmanagement leads practitioners tomiss important parts

and the purpose of information security risk management [15].

Many practitioners think that risk management is risk identification, and often

ignore important parts such as quantification and valuation of risk. They also

consider security as the product rather than a process that should be followed

by multiple steps that need to be implemented in order to achieve the objective.

In order to get the most value out of the risk management process, it must be

done correctly. Unless ISRM is being applied respectfully and based on a specific

methodology, ISRM can have negative effects on the organization, for example it

can give a false impression of having security risks under control, or consuming

the company’s resources without any added value.
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CHAPTER 2. Background

2.3 Existing information security challenges

2.3.1 Mixing the professional life and personal life

As part of the daily routine, people typically interact with personal contacts and

applications during work, whether it is to check personal emails on the company’s

machine or to use the company email for personal purposes. In addition people

might use company­issuedmachines such as laptops or phones for games or illegal

downloads . All these scenarios can be a security hazard to the company and the

individual staff members.

2.3.2 Inconsistent enforcement of policies

When it comes to security policy in the organization, it is necessary to make the

policy known and available for everyone. It must be updated, as the IT environ­

ment changes, whether it is the IT system, the components of the system, the as­

sets of the organization or the users of the system and their roles. The documenta­

tion and the security policy must be up­to­date with any changes of this nature.

2.3.3 The IT department does not own and control all devices

In the case where the users of the system use their personal devices to store cus­

tomer’s data such as in sales. The legal aspect of the use of data, how it is stored

and the access to it can be complicated, which require legal assessment and must

be included in the risk assessment model.

2.3.4 Defining the exact perimeter of the network

It can be difficult to determine the precise perimeter of the organization’s net­

work. There can be multiple locations and multiple cloud solutions which create

a network of networks for a single organisation, especiallywith options like remote

6



CHAPTER 2. Background

access for employees with VPNs, third party hosting services, cloud applications,

extranets etc. This makes it hard to draw the line and say, this is where the net­

work starts, and this where it ends.

2.3.5 The evolution of the attacks

In the past, attacks were more obvious and had a more immediate impact. How­

ever with time the objectives of the attackers have changed. For example, now we

can see that the attacker’s goal is to stay undetected and just remain in the system

and exploit it as much as possible for a period of time, e.g for stealing data with­

out being noticed or for using computing power after having installed rootkits and

back­doors.

2.3.6 Changing attack scenarios

The different security threats that the IT system is confronted with are often sim­

ilar, however the attack techniques the attacker will use to execute the threats

change and evolve with time. Hence, for a risk management expert, it is impor­

tant to stay updated and aware of the new technologies, the vulnerabilities and

the novelties in the information security field. Nevertheless, engaging in such ac­

tivities can be time consuming and drain a lot of a company’s resources. Most of

the newmethods of attacks are just old ones wrapped in new lines of code but the

algorithm is still the same, trying to exploit the same vulnerabilities and tweaked

in a way that it may seem as a new exploit. The point here is that it is necessary to

filter out the noise when it comes to pursuing all the attempted attacks and only

focus on the ones that are actually new to the risk management model and can be

a real threat to the system.
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CHAPTER 2. Background

2.4 Benefits of risk management

The structure of an organization and the relationship between the different ele­

ments whether internally and externally is very complicated, and keeping track of

everything that’s going on can be an overwhelming process. In order to keep an

organization secure and capable of maintaining operation in different situations,

recurrent tasks should be conducted. And doing that in a random or in a non per­

sistent way will lead to overlooking multiple scenarios and events that can have a

very serious impact on the organization [45].

ISRM is a structured discipline, it provides an organized approach to not just deal

with risks but also how to approach the different aspects of security. When an

organization conducts Risk management, it’s not just to identify risks and miti­

gate them, the process includes assets, threats, vulnerabilities, security controls,

costs, losses, policies, mitigation plans ,recovery plans, and much more. By the

end of the process, the rapport that is been generated or the results that been doc­

umented, allow the stakeholders to have database of information about the status

of the organization, how the personnel perceive security, and internal/external

policies, how information is being handled within, and much more information

that wouldn’t surface without this process.

Riskmanagement gives the organization the opportunity to acknowledge the threat

in its environment, to identify the risks and manage them. Information security

is an investment that not all management is ready to make, especially when it’s

a profit driven mentality. it is a primitive solution, meaning that in case of an

incident, it’s already too late.

Information security Riskmanagement gives the organization a chance to identify

it’s potential risks and implement the appropriate security controls that would

guarantee the survival of the system in case of an incident.Security beaches can

be very costly, they can even lead to bankruptcy, and the fines alone are a reason

to consider security in every action.
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3 Research method

The topic of this research paper is risk assessment, which is a part of the risk

management process. Risk assessment is considered to be the step of risk man­

agement that requires the most effort and resources. Risk assessment combines

three steps, risk identification, risk estimation and risk evaluation. Since this pro­

cess takes a big share of time from the overall process and can be a bit confusing in

terms of organization and expected outputs,many experts have proposedmethod­

ologies that facilitate this task andmake it more manageable and worth the effort.

For an organization to decide which method to apply for risk assessment, a study

takes place to choose which onemore suitable for the project, and this study takes

a lot of aspects in consideration, for example, how big is the organization, how big

is the scope, which part of the system the risk management process will apply to

or is it the whole system, who will contribute in the tasks, what set of skills will

be required to conduct the assessment, etc. This study focuses on proposing a

framework that would minimize this task for the organization, and be a tool that

can be used to choose the appropriate method suitable for the use case based on

specific criteria. Manymethods are being used in the market, eachmethod comes

with documentation which is used as a manual, this manual describes the method

and its characteristics and proposes a set of steps to follow, some of them requires

external expertise while other can be conducted by the organization’s personnel,

some takemore time than others and thus the output also differs fromonemethod

to another. To be able to understand the methods and compare their character­

istics, a literature study was conducted on the different the documentations they

provide. The study focuses on the following methodologies: CORAS, OCTAVE,

FRAP and ISRAM.

9



CHAPTER 3. Research method

3.1 CORAS

In January 2001 the CORAS project was launched and in September 2003 the first

version of the framework result saw the light. CORAS has the purpose of integrat­

ing security into system development and works on the concept of a framework

that simplifies the riskmanagement process, theCORAS framework includes three

main classes, an experience library from previous projects, the methodology used

in risk assessment and the terminology used in the project .

CORAS is a method for conducting risk analysis, the framework consists of : Risk

analysis methodology: a step­by­step description of the security analysis process,

with a guideline for creating the CORAS diagrams. Risk modeling language: in­

cludes both the graphical syntax of the CORAS diagrams and textual syntax and

semantics. CORAS tool (to simplify the documentation,maintenance and report­

ing of the analysis process).

The CORAS method has a structured and systematic process. It is asset driven,

meaning that the assets to be considered and protected are identified in the very

early phases of the process, and all the following tasks such as risk identification

and risk treatment are bound by these assets, to ensure that the focus of the analy­

sis is always on the same area that the risk analysis is trying to protect. Themethod

is also defensive meaning that the risk analysis is focusing on protecting existing

assets rather than balancing potential gain against risk of investment loss like in

the case of gambling or stock trading.

TheCORASmethod is alsomodel drivenusing theUML language in terms of using

graphicalmodels throughout thewhole process of the risk analysis and since some

of the steps in the CORASmethodology use the result from the previous steps, the

UML presentation is also used to support the various analysis tasks and also used

for result documentation [1].

The basic CORAS method uses five diagrams throughout the eight­step process,

namely asset diagrams, threat diagrams, risk diagrams, treatment diagrams, and

treatment overviewdiagrams. In addition to these five basic diagrams, the CORAS

method also provides additional modeling and analysis support provided by three

extensions, namely high­level CORAS, dependentCORASand legal CORAS [41].
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CHAPTER 3. Research method

• High­ level CORAS is for hierarchical modeling at different levels of abstrac­

tion, and is a means for providing a comprehensible overview of large risk

models.

• DependentCORAS is designed to support the explicit documentation of anal­

ysis assumptions and analysis dependencies, and to support modular rea­

soning.

• Legal CORAS supports the identification and documentation of legal aspects

that may affect risks, as well as the level of impact of legal aspects on risk.

The different diagrams used in the basic CORAS are consistent of the following

concepts, which are part of the terminology that all the actors that are going to be

part of the process must agree on in order to conduct risk analysis in a correct way

and the results to be coherent:

• Asset: Something to which a party assigns value and hence for which the

party requires protection.

• Consequence: The impact of an unwanted incident on an asset in terms

of harm or reduced asset value.

• Likelihood: The frequency or probability of something to occur

• Party: An organization, company, person, group or other body on whose

behalf a risk analysis is conducted.

• Risk: The likelihood of an unwanted incident and its consequence for a spe­

cific asset

• Risk level: The level or value of a risk as derived from its likelihood and

consequence

• Threat: A potential cause of an unwanted incident.

• Treatment: An appropriate measure to reduce risk level.

11



CHAPTER 3. Research method

• Unwanted incident: An event that harms or reduces the value of an asset.

• vulnerability: A weakness, flaw or deficiency that opens for, or may be

exploited by, a threat to cause harm to or reduce the value of an asset.

Since most of the organizations based their architecture and internal policies on

international standards or follow specific techniques, the CORAS method is also

based on international standards so that it would be compatible with different en­

vironments and easy to implement. The following standards were valid in 2001,

but they have been replaced or withdrawn For example in risk management, the

CORAS method takes into consideration the Australian/New Zealand Standard

for Risk Management, AS/NZS 4360:2004 which has been replaced by ISO/IEC

27005 and the ISO/IEC 17799 which also has been replaced by ISO/IEC 27002

Codeof practice for InformationSecurityManagement. The ISO/IEC 13335Guide­

lines for the management of IT­Security which has been withdrawn.

In terms of system documentation, the CORASmethod presents them in the form

of the Reference Model for Open Distributed Processing. For security analysis

techniques the CORAS method is based on the structured brainstorming tech­

nique HazOp, fault tree analysis (FTA) and the failure mode and effects analysis

(FMEA) [14].

As mentioned earlier, the CORAS project consists of three areas, the CORAS ter­

minology, the CORAS methodology and the CORAS library plus the integrated

tool. But in this paper we will be interested in the methodology in particular. The

CORAS methodology revolves around seven steps conducted by different agents

from the subject organization, below is a brief description of each step with the

anticipated output.

3.1.1 Step 1: Preparations for the Analysis

The first step of the process is the initial preparation for the risk assessment. The

goal behind this step is to get an idea about the target and what would be the size

of the analysis, maybe do some research on the analyst’s part about the nature of

the client company and its environment [19].
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3.1.2 Step 2: Customer Presentation of the Target

the second step is more of an introductory meeting between the company repre­

sentatives and the analysts that will carry the long process of the assessment, with

the main goal to determine the target and the size of this analysis, So that the an­

alysts team can do the necessary preparations based on the client’s presentation

and discussion such as gathering information for the actual analysis tasks [20].

3.1.3 Step 3: Refining the Target Description Using Asset

Diagrams

The third step can also be considered a second introductory meeting between the

analysts and the company representatives, where this time the analysts and the

client representatives will present and agree on their understanding of the con­

text and the targeted assets, based on the first meeting and the documentations

provided by the client, this meeting also provides a high level security analysis,

where the first threats, vulnerabilities, threat scenarios and unwanted incidents

are identified and will be used for the upcoming steps [21].

3.1.4 Step 4: Approval of the Target Description

In the step 4 meeting, both the analysts and the client representatives focus on

providing the necessary documentation for the rest of the analysis, including the

focus, the target and the scope that they both understood and agreed on, this step

focuses on presenting amore defined description of the target thatwill be analysed

including assumptions and preconditions being made, the step 4 is considered to

be finished, when the client approves the documentation [22].
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3.1.5 Step 5: Risk Identification Using Threat Diagrams

This step is the risk identification step,the CORASmethod uses the brainstorming

method HazOP , through a workshop led by the analysts. The structured brain­

storming session takes advantage of the different backgrounds, interests and com­

petences of the participants to have suggestions from different perspectives, com­

pared to a more homogeneous group or from the same department within the

company. The risk identification process consists of identifying threats, unwanted

incidents, threat scenarios and vulnerabilities, always in respect of the identified

assets that both parties agreed on. The activities are supported by the CORAS

language, the results are documented in the form of threat diagrams using UML

language [23].

3.1.6 Step 6: Risk Estimation Using Threat Diagrams

The sixth step aims to determine the risk level of each risk identified in the previ­

ous step, this step also uses the brainstorming technique with the client company

personnel from different backgrounds in order to determine the likelihood and

the consequences of the unwanted incidents. The combination of these values

give the risk level for each identified risk, the CORAS threat diagrams support the

estimation of the likelihood for threats and threat scenarios to cause the unwanted

incidents [24].

3.1.7 Step 7: Risk Evaluation Using Risk Diagrams

The seventh step focuses on risk evaluation using risk diagrams. It consists of

deciding which risks are acceptable to the client and which are not and needing

evaluation for possible treatment or reduction. This risk evaluation is done using

the already defined risk evaluation criteria and the results of the risk estimation.

Step seven involves more estimation and evaluation of risks always in respect of

the agreed upon assets [25].
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3.1.8 Step 8: Risk Treatment Using Treatment Diagrams

The eighth step is dedicated to identify and analyse risk treatments using treat­

ment diagrams; the threats that have been identified and categorized as unaccept­

able are evaluated to find ways to reduce them (apply security controls) in regards

to their cost­benefit before the final plan is made [26].
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3.2 The Facilitated Risk Analysis Process (FRAP)

The FRAP method was designed to make sure that the risks related to the busi­

ness operations in a given organisation are being considered and documented.

The method focuses on a system, application or a segment of business operation

at a time and as for the actors involved in the process, there are the business man­

agers who are familiar with the business characteristics and technical staff who

are familiar with the system and have deep understanding of the potential vulner­

abilities and existing security controls .

The first sessions consist of brainstorming discussion to point threats, vulnera­

bilities and the impact on the CIA (Confidentiality, Integrity and Accountability)

of information, the other sessions will consist of analysing the effects of such im­

pacts on business operations and categorizing the risks according to their priority

level. The team goal is not to determine the ALE (annualized loss expectancy) and

threat likelihood unless the data is available and will not take a lot of resources to

be obtained.

The team will rely on the experience of its members and their knowledge about

threats and vulnerabilities that can be obtained from literature or incidence re­

sponse centers. So based on this, the FRAP method can be considered a paper

based qualitative method. The next step for the team is to identify the security

controls that could be implemented to reduce the risk. The team will choose 26

most cost effective controls and it is up to the business managers to decide which

controls to implement by taking in consideration the type of the information asset

and how it affects the business operations and of course the cost of the controls.

The final result of the risk analysis would be, the risks that the organization is fac­

ing, their priority and the controls needed, this will be documented and sent to

the project lead and the business manager to finalize the action plan [35].

The business manager role is to decide which controls to implement, after every

risk has been assigned a control or chosen to be accepted, the senior business

manager alongside the technical expert signs the final document.

In theory each risk analysis with FRAP consists of four stages:

• The pre­FRAP meeting takes about an hour and has the business manager,
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project lead, and facilitator.

• The FRAP session takes approximately four hours and includes 7 to 15 peo­

ple, through sessions with as many as 50 and as few as four people have

occurred.

• FRAP analysis and report generation usually takes 4 to 6 days and is com­

pleted by the facilitator and scribe.

• Post­FRAP session takes about an hour and has the same attendees as the

pre­FRAP meeting.

3.2.1 The pre­FRAP meeting

This is the first meeting In the process, it can be considered as an introductory

meeting. The meeting members are preferably the business manager (our repre­

sentative), the project development lead, and the facilitator. The meeting takes

about an hour and it discusses the following topics:

• Scope statement — the project lead and business manager establish a scope

statement where they agree on the scope of the analysis, what is going to

be the object of the analysis and document it to be used in the upcoming

sessions

• Visual — creating a visual representation of the process to be reviewed, a

diagrammodel will do, and this model will be used during the FRAP session

to help the team understand the flow of the process that’s being analysed

• Establish the FRAP team — the business manager and project lead are re­

sponsible of of selecting the FRAP team members, the ideal number of par­

ticipants is between 7 and 15, depending on the scope of the analysis and the

nature of the system, it’s not obligatory to have the following members in

the team but it’s recommended to have representatives from the following

areas in the FRAP process.

– Functional owner
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– System user

– System administrator

– Systems analysis

– Systems programming

– Applications programming

– Database administration

– Information security

– Physical security

– Telecommunications

– Network administration

– Service provider

– Auditing (if appropriate)

– Legal (if appropriate)

– Human resources (if appropriate)

– Labor relations (if appropriate)

There are no specific rules on who should and should not participate in the

meetings, but to have accurate results and data, it will be necessary for the

functional business owner and system users to be part of the FRAP, since it

is their business process that is being reviewed and it would be practical for

them to be part of the process.

The system group is considered an important part of the FRAP team. The
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system administrator exists in the user department, and usually has some

training in the new application or system that is subject to the analysis and

system administrator also in direct contact with the user in case of a prob­

lem.

The system analysis group can make sure that all parties during the FRAP

session are on the same page, since they are familiar with both languages,

business and information systems. The systems programming group are the

ones in charge of supporting the platforms and in charge of keeping the op­

erating environment working and properly configured.

Application programming: are the individuals that are in charge of creating

new applications or customizing existing applications or third party soft­

ware to meet the owner’s needs. Database administrators are the technical

individuals that are familiar with the database structure and maintain its

security mechanisms.

Information security: usually the FRAP is facilitated by someone from the

information security department, but that does notmean that the teamshould

not have a representative from the information security department, since

the FRAP facilitator maintains a neutral position.

Physical security: a member from the facility engineering can have added

value to the FRAPmeeting by having a point of view from the physical oper­

ations perspective. Network administration: if the scope includes networks

or telecommunication devices or systems, which is usually the case, having

a representative from the network administration is necessary.

The rest of the group is classified as appropriate. The audit groupwill proba­

bly use the results of the analysiswhen conducting an audit for the ressource,

the legal teamwould be recommended in case the resources in question have

a huge impact on the organization, the same goes for the human resources, if

the resources have impact on the employes, a representative fromHRwould

be recommended to be part of FRAP. This list is not fixed and FRAP doesn’t

require all the members that have been mentioned above to conduct, the

idea is that in order for a FRAP analysis to be fruitful, it must have repre­

sentatives from a wide spectrum of employee groups.
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• Agreement on definitions — since risk analysis topic can be new to some of

the members of the FRAP, the terminology can be confusing the partici­

pants, therefore to avoid misconception, some of the key terms that will be

used during the process should be defined and agreed upon such as:

• Risk

• Control

• Impact

• Venerability

• Confidentiality

• Integrity

• Availability

In the pre­FRAP meeting it’s recommended also to decide which method will be

used to prioritize threats. There are two ways to do so. First would be to have the

FRAP team review all the existing threats as if no security controls are in place,

this would result in the ideal logical control set. The secondwaywould be to assess

threats in consideration of the existing threats, which can be done through three

phases:

1. Threat analysis : to review the existing environment, identify threats, prior­

itizes the threats and recommend safeguards.

2. Safeguard implementation : determine which safeguards are suitable to the

business in regards of the costs

3. Security assessment : review the safeguards (controls) and determine their

effectiveness.
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3.2.2 The FRAP facilitator

The frap facilitator is a very important element duringFRAP, in order for theFRAP

sessions to be fruitful and interesting, the frap facilitator has to prepare himself

and obtain a few skills such as:

• Listen — having the ability to be responsive to verbal and non­verbal be­

haviors of the attendees. Being able to paraphrase responses to the subject

under review and to be able to clarify the responses.

• Lead — getting the FRAP session started and encouraging discussion while

keeping the team focused on the topic at hand.

• Reflect — repeating ideas in fresh words or for emphasis.

• Summarize— being able to pull themes and ideas together.

• Confront—being able to feed back opinions, reacting honestly to input from

the team and being able to take harsh comments and turn hem into positive

statements

• Support — creating a climate of trust and acceptance.

• Crisis intervention — helping to expand a person’s vision of options or al­

ternatives and to reinforce action points that can help resolve any conflict or

crisis.

• Center — helping the team to accept others’ views and build confidence for

all to respond and participate

• Solve problems — gathering relevant information about the issues at hand

and help the team establish an effective control objective.

• Change behavior — look for those that appear not to be part of the process

and bring them into active participation.

During the FRAP session a few regulations should be agreed upon by the partic­

21



CHAPTER 3. Research method

ipants and preferably kept in the location where the FRAP meetings are taking

place during the whole process such as:

• Everyone participates

• Stay within identified roles

• Stick to the agenda/current focus

• All ideas have equal values

• Listen to other points of view

• No ”plops”...all issues are recorded

• Deferred issues will be recorded

• Post the idea before discussing it

• Help scribe ensure all issues are recorded —One conversation at a time

• One angry person at a time

• Apply the 3­minute rule

• Be: Prompt,Fair,Nice and Creative

3.2.3 The FRAP session

The FRAP session normally lasts for four hours, but depending on the size of the

organization and the context of the analysis. A typical FRAP session consists of

three sections:

first section:

the first section is considered as an introduction to what is going to follow, during
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this phase the FRAP team will be introduced and will be giving a name, title, de­

partment and phone number, which will be documented by the Facilitator/Scribe

and most important, assigning roles and discuss it. The roles that are being sug­

gested are:

• The Owner

• The Project Lead

• The Facilitator

• The Scribe

• The TeamMembers.

Also in this initial phase, the FRAP team will be introduced to the process of the

method and the scope statement.it’s important for the participants to understand

the process, so onemember of the technical team should give a 5min presentation

of the process using the visualmodel that wasmentioned in the pre­FRAP section.

Finally a copy of the definitions should be given after reviewing. second section:

The second section is about brainstorming, where the team will focus on each of

the review elements (integrity, confidentiality, and availability), and try to high­

light risks, threats, and issues for each element, figure 3.1 is an example of some

of the threats on confidentiality

Figure 3.1: Example of the list of threats on confidentiality [28]
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The process for this step consists of the facilitator displaying definitions and some

examples of risks, and the teams are given a few minutes (3 minutes) to note the

risks that they think it’s concerning. The facilitator then will go around and col­

lect the risks, each person can provide one risk, so that everyone has a chance to

contribute, this process goes for the rest of the elements until all the risks are doc­

umented. After a short break, the team will continue by reviewing and editing the

risks (taking off duplicates) collected. Next, the team will prioritize each of the

risks in terms of how vulnerable the organization is to the risk and the business

impact in case of occurrence. The scale used is part of the definitions that have

been agreed on during the pre­FRAP phase.

Some of the terms used are:

• High vulnerability: very substantial weakness exists in the systems or the

operational routine, and where the business impact potential is severe or

significant, the control must be improved.

• Medium vulnerability: some weaknesses exist and where the business im­

pact potential is severe or significant, the controls can and should be im­

proved.

• Low vulnerability: the system is already well constructed and operated cor­

rectly. No additional controls are needed to reduce vulnerability.

• Severe impact (High): likely to put us out of business or severely damage

our business prospects and development.

• Significant impact (Medium): will cause us significant damage and cost, but

we shall survive.

• Minor impact (Low): the type of operational impact we expect to have to

manage as part of ordinary business life.

The team is given the matrix on figure 3.2 to assign each risk to a letter
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Figure 3.2: Risk matrix [29]

Each risk should be assigned one of the following letters based on the nature of

the risk and its impact on the organization:

• A — corrective action must be implemented

• B — corrective action should be implemented

• C — requires monitoring

• D — No action required

There are multiple ways to assign the priorities to the risks, one of which is the

facilitator goes over each risk one by one and the team discusses each risk and

then reaches consensus. figure 3.3 is an example of the results of this task
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Figure 3.3: Example of risks given value and appropriate controls [30]
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• Risk = actual risk voiced by FRAP team member

• Type = Integrity, Confidentiality, or Availability risk

• Priority = Priority level A, B, C, or D

• Controls = controls identified to help mitigate the risk

The controls used in the last example were provided by the business manager to

the teammembers to use during the FRAP session, it’s part of the FRAP support­

ing documents and it consists of a list of 26 controls developed by various FRAP

facilitators, the document is used as a starting point, but it’s subject to change if

needed by the team. The output of the FRAP session is three deliverables:

• The risks identified

• The prioritization of each risk

• The suggested controls for high and major risks

The last step of the FRAP session is to identify controls for the concerning risks.

To do so, one way is the facilitator going through each high priority risk and the

team can suggest what control number they think can help reduce the risk. The

controls that have been assigned to each risk by the team in the FRAP sessionwere

a suggestion, it does not mean that all of these controls will be implemented, the

business manager, project lead and the facilitator will work together in the post­

FRAPmeeting on which of the controls are applicable. the control list is shown in

figure 3.4

The FRAP session is considered complete, when the three deliverables are fin­

ished:

• Risks identified

• Risks prioritized

• Controls identified
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Figure 3.4: List of security controls [31]
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3.2.4 Post­FRAP meeting

The Post­FRAP meeting is supposed to have as a result, five deliverables:

• The Cross Reference Sheet

• Identification of existing controls

• Consulting with Owner on open risks

• Identification of controls for open risks

• Final Report

The most time consuming part of the post­FRAP meeting is considered to be the

cross reference sheet, since the facilitator/scribe has to present each control and

identify all the risks that can be affected by this control. Using the previous exam­

ple of the FRAP session deliverable, on row 2 where the team identified 3 controls

(9,13,26) for risk number 2, the cross reference sheet for control number 9 would

be like the figure 3.5

Figure 3.5: Example of a cross reference sheet [32]
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The cross reference sheet depicts the number of risks that can be mitigated by

each control, which allows the business manager to decide which control is worth

applying. Usually the facilitator is given a couple of days to finish the cross refer­

ence sheets. When the task is done, the action plan and the cross reference sheets

are sent to the business manager. Using the action plan and the cross reference

sheets, the facilitator and the project lead discuss and determine which controls

already exist. When this task is done, the facilitator and the project lead meet

with the business manager to go through the deliverables and recommend which

controls are suitable for the remaining risks as shown in figure 3.6.

Figure 3.6: Selected controls [33]

The facilitator, project lead and the business manager get together also to deter­

mine which controls will be most effective and determine who will implement

them and by what date. In case the controls will be implemented by a third party,

a further discussion should take place to determine the completion date. After all

the risks are either assigned a control or being accepted by the risk owner, The

final document that should be delivered is the final report as shown in figure 3.7

[36].
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Figure 3.7: Final report[34]
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3.3 ISRAM

ISRAM is an information security risk analysis method that was designed by Bilge

Karabacak and IbrahimSogukpinar andwas introduced to the public in 2004. The

method was designed to combine both risk assessment methods, quantitative and

qualitative. The core of the risk model used in the ISRAMM method is based on

the following formula, which is the fundamental risk formula: Risk=Probability

of occurrence of security breach * Consequence of occurrence of security breach.

These are the two factors that the method focuses on during the whole analysis.

The risk model of ISRAMwhich is based on the previous formula is demonstrated

in figure 3.8, which presents the quantitative part in the method [17].

Figure 3.8: Formula used to calculate risk in ISRAM [16]

• i: the number of questions for the survey of probability of occurrence, de­

termined at Step 2.

• j: the number of questions for the survey of consequences of occurrence,

determined at Step 2.

• m: the number of participants who participated in the survey of probability

of occurrence, becomes definite at Step­5.

• n: the number of participantswhoparticipated in the survey of consequences

of occurrence, becomes definite at Step 5.

• wi, wj: weight of the question ‘‘i’’ (‘‘j’’), determined at Step 2.

• pi, pj: numerical value of the selected answer choice for question ‘‘i’’ (‘‘j’’),

determined at Step 3.
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• T1: risk table for the survey of probability of occurrence, constructed at Step

4

• T2: risk table for the survey of consequences of occurrence, constructed at

Step 4.

• Risk: single numeric value for representing the risk. Obtained at Step 6.
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The ISRAM method is considered to be a survey based process that uses public

opinion , where a designated team from the organization prepares and conducts

surveys that contains questions concerning the information security problem for

the rest of the personnel and system users that are subject to the security analysis,

the participants can be managers engineers or common users of the system. The

goal behind the survey is to understand and comprehend the effect of the security

problem on the system or the organization. There are two surveys that are being

conducted separately and independently during the process, one for each factor

from the formula presented above (“Probability of occurrence of security breach”

and “Consequence of occurrence of security breach”). The preparation and the

conduction of the surveys are defined in the following steps. The ISRAMmethod

is based on seven steps, for preparing and conducting the surveys, creating the

risk tables, calculating risk and assessing the results.

3.3.1 The first step

Represents the awareness of the problem or the acknowledgement of the need for

risk assessment. when the organization , or the management decides on conduct­

ing a risk assessment for a certain security problem, that means that the first step

was achieved.

3.3.2 The second step

Consists of two main parts, first listing all the factors that affect the probability

and the consequences of occurrence of a security breach, second part is assigning

weight values to the factors, one factor can have more effect on the probability

than consequence, that is why weight values are designated separately, it is more

for the question than the factor, this step is considered very important to obtain

accurate and objective results, to succeed in this step, employees who are familiar

with the information system and have a security perspective and enough security

awareness on the security problem, what would cause it and its consequences and

also familiar with the information system that is affected by the security problem

should participate.
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3.3.3 The third step

Focuses on converting the factors into survey questions and appending each ques­

tionwith its appropriate answer choices. Each questionmay have a different num­

ber of answers, the number of choices for each question should be decided by the

risk analyst depending on the question and the security problem in question. After

determining the answer choices, each answer is given a numerical number. The

answer choices and their numerical values must be selected carefully because the

answers and their values selected by the survey participants are the main compo­

nent of the risk calculations.

3.3.4 The fourth step

It is dedicated to creating risk tables for both factors, probability and consequences,

the utility of the risk tables is to convert the bulk results of the surveys into quan­

titative and scaled values. The content of the tables change based on the survey

conducted, the risk table is considered the link between the survey results and the

quantitative value of the risk parameter under consideration.

3.3.5 The fifth step

Comes after establishing the survey questions and their answer options alongwith

the weight values and of course the risk tables. The questions can be distributed

to the participants via hard copies or electronically via email, the questions can be

placed as two separate surveys, one for each risk factor. The survey questions are

a valuable asset to the risk analysis process, but the main target of ISRAM is to

convert these answers into numeric values.

3.3.6 The sixth step

Consists of applying the formula mentioned earlier to get a single quantitative

result from the answers of the conducted surveys
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3.3.7 The seventh step

It is the assessment step not only for the numerical results of the survey, but also

for the answers given by the participants. The result of the ISRAM method is a

report, where the survey results are displayed and assessed with the security risk

mitigation suggested [18].

36



CHAPTER 3. Research method

3.4 OCTAVE

OCTAVE is a framework for identifying and managing information security risks.

OCTAVE was developed in 2001 at Carnegie Mellon University (CMU), for the

United States Department of Defense. The framework has gone through several

evolutionary phases since that time, but the basic principles and goals have re­

mained the same. Two versions exist: OCTAVE­S, a simplified methodology for

smaller organizations that have flat hierarchical structures, and OCTAVE Alle­

gro, amore comprehensive version for large organizations or thosewithmultilevel

structures

The octave method uses a three phase approach to break down the main elements

of the organization that will be used in the risk analysis process and also to identify

its information security needs. Each phase contains a number of processes, to be

specific four in phase one, two in phase two and two in phase three.

The Octavemethod consists of a series of workshops that require interaction from

its participants. Theseworkshops are divided into two types, the first type ofwork­

shops involve various members of the organisation from different backgrounds

and departments and the second is between the analysis teammembers that they

conduct on their own.

Both workshops have a leader and a scribe, where the leader is responsible for

guiding all workshops andmaking sure that all activities are being conducted cor­

rectly and completely, the leader is also responsible for making sure that all mem­

bers understand their roles and that all the members are participating actively.

The scribe is a person responsible for documenting the process of the workshops

electronically or on paper. The octave method is based on the self­directing con­

cept, meaning that the analysis team is part of the organization and all of the par­

ticipants are members of the organization. No external expertise is used during

the process. The analysis team members belong to both the business units and

the IT department, since information security covers both business and IT related

issues. The team members coming from the business unit background can relate

to what information is needed to complete their tasks and how to access it, while

the IT department members understand the infrastructure of the IT system and

how to keep the information flow running. The octave method is asset oriented,

meaning that the analysis focuses on the organization’s assets and it’s evaluation
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is asset driven .

The first step in the octavemethod is preparation. One of themain success factors

of the risk evaluation is to have the senior management support, when the man­

agement sponsors the event, it reflects positively on the performance of the par­

ticipants and their interaction during the workshops. The second factor is choos­

ing the analysis team, having a team with sufficient skills and experience is very

important, since these members will be in charge of managing the process and

analysing the information. In order for the whole process to be successful and

fruitful, the scope must be established and agreed on in the beginning to avoid

any confusion or unnecessary waste of resources. Selecting participants for the

workshop is also part of the preparation phase, it’s not supposed to be based on

availability but more on the skills and the knowledge of the individuals, and what

is appropriate for the workshop. After the completion of the preparation for the

OCTAVE method, the organization is ready to start the evaluation with phase 1.

Phase 1 consists of 4 processes while both phase 2 and phase 3 consist of 2 pro­

cesses [6].

3.4.1 Process 1 to 3 (phase 1)

Processes 1 to 3 focus on gathering necessary information on the organization to

understand what is actually going on in it, what are the critical assets and how are

they being protected by the organization. To do so, process 1 to 3 introduces a

series of workshops held by the analysis team. This way you collect information

through employees from different levels of the organization as well as from those

with business and information technology expertise.

The workshops usually take around 3 to 4 hours depending on the facilitators and

how they manage it. Each knowledge elicitation workshop is dedicated to a spe­

cific group of participants from an organizational level and the format of these

workshops are the same through the three processes, the only difference is the

audience. For example, for the first process the participants are senior managers,

the second process is dedicated to operational area managers and the third pro­

cess is for general staff and information technology staff. For the third process,

it’s preferable to conduct two separate workshops, one for the general staff mem­

bers and one for the information technology staff members. The two separate
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workshops give the opportunity for the information technology staff to focus on

more technical issues. Depending on the size of the organization and the scope of

the evaluation, you can end up with multiple workshops in each level. figure 3.9

demonstrates the tasks required in the workshops in each process.

Figure 3.9: Activities in process 1­3 [2]

The last step or task of each of the three processes can be considered as the most

important. As stated in the table above each of the participants is required to

complete a number of surveys depending on the scope and the organization in

which they indicate the practices that are currently followed by the organization’s

personnel and which are not. The surveys are based on a catalog of practices and

each survey is specific to an organizational level .

3.4.2 Process 4 (Phase 1)

This process consists of two main tasks, the first task is to consolidate the infor­

mation gathered from the previous processes 1 to 3, this action allows the analysis
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team to fix any inconsistencies and gaps from the workshop participants. The fig­

ure 3.10 elaborates the procedure.

Figure 3.10: Activities in process 4 [3]

The second task is examining the information based on the individual perspec­

tives and deciding which assets are critical to the organization and how they are

threatened. This process is considered vital to the rest of the evaluation. The criti­

cal assets are used in phase 2 to focus the infrastructure evaluation in phase 2 and

the threat profiles are the basis for the risk analysis in phase 3. After filtering and

grouping the information gathered in process 1 to 3 comes the second part of the

process and it consists of 3 main tasks:

• Identifying critical assets

• Refine security requirements for critical assets

• Identify risks for critical assets

Usually 5 critical assets are enough to create a mitigation plan, but depending on

the size of the organization and the scope of the evaluation, it could be more or

less.
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Defining security requirements for the critical assets can be a bit difficult since

the data collected from the previous processes might have some contradictions

depending on the participants point of view, for example senior managers might

consider confidentiality as the most important security requirement, while staff

members can choose availability as themost important. The task here is to choose

the appropriate requirement from the organization perspective.

The last step of the fourth process is to identify the potential threats toward the

organization’s critical assets in order to create a threat profile for each one of them.

To do so the Octave method provides the generic threat profile that the analysis

team can use to perform this task.

Before creating the threat profile, the analysis team must start with mapping the

areas of concern to the generic threat profile, first the team must select which

category of threats the area of concern is targeting (e.g., human actors using net­

work access), then youmap the threat properties to the corresponding asset­based

threat tree. The extent of threats to be considered amid the evaluation can be rep­

resented in three structures; there’s one tree structure for each category of threat.

The set of the tree structures is called the generic threat profile. figures 3.11 fig­

ures 3.12 figures 3.13 figures 3.14 represent the generic threat profile as provided

by the Octave method.
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Figure 3.11: Human actors using network access [3]
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Figure 3.12: Human actors using physical access [3]
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Figure 3.13: System problems [3]

The result of the first stepwould be a threat tree that is based on the area of concern

which is the information obtained during the knowledge elicitation workshops.

The next step would be performing a gap analysis, the reason behind this is to

determine whether there are any other threats that endanger the critical assets of

the organization that haven’t beenmentioned in the previous workshops. The last

step of this part is checking threat profiles for consistency and completeness. Af­

ter creating the threat tree for each critical asset, the analysis teammust Compare

the outcomes with the security requirements to check for consistency and com­

pleteness. When comparing the threat trees and the security requirements, must

understand the relation between the outcomes and the security requirement such

as confidentiality with disclosure, integrity withmodification and availability with

loss, destruction and interruption [7].

For example, if you have a security requirement for confidentiality but no threats

with disclosure as an outcome, you need to interpret themeaning of this situation.
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Figure 3.14: Other problems [3]

Consider the following possibilities:

• Confidentiality is not really a security requirement. You might have missed

threats that result in disclosure of the critical asset.

• There is no possibility or only a negligible possibility, of threats resulting in

disclosure of the critical asset.

• The security requirement might be driven by law or regulation rather than

by an existing threat.
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3.4.3 Process 5 (phase 2)

Process 5 represents phase two, and the goal behind this process is first to identify

key classes of components, and second, to identify infrastructure components to

examine. In this activity we look at critical assets and threats from phase one in

relation to your computing infrastructure. The focus in this process is the threat

tree for human actors using network access, since that tree characterizes the range

of scenarios that threaten the critical asset due to deliberate exploitation of tech­

nology vulnerabilities by individuals. Hence, this action is constrained to distin­

guishing information technology components that may be used as part of network

attacks against critical assets. The figure 3.15 illustrates the relationship between

a threat tree and infrastructure components.
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Figure 3.15: The Relation between a threat tree and infrastructure components.
[4]

This approach is also valid for examining threat scenarios for human actors using

physical access. By examining the physical threat scenarios, you could identify im­

portant components from your physical infrastructure that could be used during

attacks.

Process 5 workshop

In thisworkshop, it’s advised that the teamor the participants are the core analysis

team members as well as any supplemental personnel that this team decides to
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take in, and since this workshop will include some activities that would require

technological expertise, it’s advised to include information technology personnel.

It’s important to review all the activities that process 5 holds and make sure that

the teamhas the necessary knowledge and skills to complete the tasks successfully.

Some of the skills that are suggested are :

• Understanding of the organization’s business environment and how busi­

ness staff legitimately use information technology in the organization

• Understanding of the organization’s information technology environment

and knowledge of its network topology

• Good communication skills

• Good analytical skills

• Understanding of common exploits of technology vulnerabilities and the

types of tools used to check for technology vulnerabilities.

The ultimate objective of phase 2 in Octave method is to to identify technolog­

ical weaknesses in the computing infrastructure, this includes network services,

architecture, operating systems, and applications, these vulnerabilities could be

regrouped in the following categories [8]:

• Design vulnerabilities— a vulnerability inherent in the design or specifica­

tion of hardware or software whereby even a perfect implementation will

result in a vulnerability

• Implementation vulnerabilities—a vulnerability resulting fromanerrormade

in implementing software or hardware of a satisfactory design

• Configuration vulnerabilities— a vulnerability resulting from an error in the

configuration and administration of a system or component.

the figure 3.16 summarizes the workshop activities in process 5
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Figure 3.16: Process 5 workshop activities [5]

3.4.4 Process 6 (phase 2)

Process 6 represents the second task in phase 2, after identifying the key compo­

nents in process 5, process 6 requires the results of an extensive technical task to

carry out the workshop. After identifying the key components in process 5, the

first task that is required before the workshop is a vulnerability evaluation pro­

cess on the identified components. This task is conducted using automated tools.

Based on the approach used in process 5, the same participants are advised to

conduct the vulnerability evaluation, and since this task is considered more tech­

nical compared to the previous ones and the tools require specialized informa­

tion technology and security knowledge , it’s important that the participants have

the appropriate skills to run the tests. The participants or the test runners are

also responsible for reviewing and analysing the results and preparing an initial

summary of technology vulnerabilities. The vulnerability evaluation task includ­

ing preparing the initial summary is a heavy process and can take several days to

complete, below are some of the skills that the participants must have to deliver

the summary and to have a successful workshop.

• Understanding of the organization’s information technology environment

and knowledge of its topology

• Understanding of common exploits of technology vulnerabilities

• Knowledge of how to use and interpret the results of vulnerability evaluation
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tools

• Good communication skills

• Good analytical skills

The participants suggested during the workshop in process 6 are the core analy­

sis team members, selected members of the technology staff and the people who

performed the vulnerability evaluation. The workshop usually takes around three

hours, and the leader is required to make sure the technology evaluation task is

complete and the people who run the tests are available to present the initial sum­

mary. After completing the technology evaluation and delivering the initial sum­

mary, it’s time to start the workshop. process 6 consists of one workshop, that

include three steps:

Step1:Review and Refine the Initial summary

In this step the analysis team reviewed the initial summary generated in the pre

workshop task, and the participants who delivered the summary lead the review.

The vulnerability evaluation was applied to each critical asset, and in this step the

following information must be understood:

• The types of vulnerabilities found and when they need to be addressed

• The potential effects on the critical assets

• How the technology vulnerabilities might be addressed (applying a patch,

hardening a component, etc.)

The evaluation summary is subject to change during the discussion if found appro­

priate. After the review and refinement of the summary is done, the new version

must be documented and saved along with the detailed reports generated by the

tools for future references when fixing vulnerabilities.

Step 2: Identify Actions and Recommendations
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As a result of reviewing and refining the summary, actions or recommendations

for addressing the technology vulnerabilitiesmight be identified, one of the things

that should be considered in this step is looking for vulnerability patterns, identi­

fying patterns of technology vulnerabilities can reveal problems with the current

security practices in the organization. All actions and recommendations should be

documented, it will be used in process 8 while creating protection strategy, risk

mitigation plans, and an action list.

Step 3: Perform a Gap Analysis

In this step, what you do is review the threat profiles created in process 4, but with

a different perspective after conducting the vulnerability evaluation and review­

ing the vulnerability summary. Performing a gap analysis on the threat profile for

each critical asset you created during process 4 will allow you to reexamine the

unmarked branches of the threat tree for human actors using network access. Do

the technology vulnerabilities associated with the critical asset’s key infrastruc­

ture components indicate that there is a more than negligible possibility of addi­

tional threats to the asset? Is a question to consider while reviewing the unmarked

branches of a threat tree. Marking any new threats in the appropriate branches

with comments and marks is necessary.

3.4.5 Process 7 (phase 3)

The previous workshops focused on collecting data about threat, assets and vul­

nerabilities, while the workshop in process seven allows you to use this data in

the analysis that takes in consideration the organization mission and objectives.

The participants in the workshop are the usual analysis team plus any additional

personnel if needed. These participants are advised to have the following skills in

order for the workshop to succeed:

• Understanding of the organization’s business environment

• Understanding of the organization’s information technology environment

• Good communication skills
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• Good analytical skills

The workshop in process 7 consists of 3 main activities:

• Identifying the impact of threats to critical assets

• Creating risk evaluation criteria

• Evaluate the impact of threats to critical assets

1.Identify The Impact Of Threats To Critical Assets

Before jumping into the workshop, it’s advised to review the information collected

on the critical assets, since the workshop is based on the information collected in

process 4, it’s important to highlight the following for each critical asset:

• Security requirements

• Threat profiles

• Areas of concern

This information will indicate the importance of each asset and how it is threat­

ened. The next step after reviewing the information, is creating aNarrative Impact

Descriptions for each of the critical assets. Must keep in mind the difference be­

tween impact and outcome, where the outcome is the effect of the threat directly

on the critical asset while the impact is the effect on the organization as a whole,

for example the impact on the organization’s operations or the personnel. Some

of the areas to consider the impact on are:

• Reputation/customer confidence

• Safety/health issues

• Fines/legal penalties

• Financial

52



CHAPTER 3. Research method

• Productivity

These impacts are somewhat general, and they are subject to modification, de­

pending on the organization and their activity.

To conduct the Narrative Impact Description, first you select a critical asset and

review it’s threat profile along with selecting which of the threat outcomes (dis­

closure, modification, loss/destruction, interruption) are part of the scenarios in

the profile, then the method suggests the following questions that will help with

the description:

• What is the potential impact on the organization’s reputation?

• What is the potential impact on customer confidence?

• What is the potential impact on customers’ health or safety?

• What is the potential impact on staff members’ health or safety?

• What fines or legal penalties could be imposed on the organization?

• What is the potential financial impact on the organization?

• What is the potential impact on the organization’s or customers’ productiv­

ity?

• What other types of impact could occur?

2.Creating risk evaluation criteria

The objective of this step is to create risk evaluation criteria that would help the

organization to prioritize their known risks. To do so, it’s important to review

relevant information about the organization such as:

• Strategic and/or operational plans that outline themajor business objectives

of your organization

• Legal requirements, regulations, and standards of due care with which your
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organization must comply

• Insurance information related to information security and information pro­

tection

• Results from other risk management processes used by your organization

The evaluation criteria it Is highly contextual meaning that every organization has

to come up with its own criteria based on the nature of the organization, the size

and also their activity. After reviewing the appropriate information and under­

standing any existing organizational risk limits based on strategic and operational

plans, liability and insurance related issues, it’s time to define the evaluation cri­

teria. Themethod suggests a set of questions to use in the discussion for each area

of impact:

• What defines a “high” impact on the organization?

• What defines a “medium” impact on the organization?

• What defines a “low” impact on the organization?

You need to define specific measures to rank risks (high,medium,low) in the or­

ganization for each case. For example low impact on productivity could be a few

hours or couple of days, while high impact could be few weeks.

3.Evaluate The Impact Of Threats To Critical Assets

This activity is built on the previous steps, it uses the evaluation criteria defined

earlier to evaluate the impact descriptions stated in the first activity in process 7.

Also in this step, it’s important to review the previous data, specifically the evalu­

ation criteria, threat profiles and impact descriptions for each critical asset.

For each critical asset, first review the impact descriptions for each threat out­

come, next assign an impactmeasure to each impact description. The resultsmust

be documented. Risk profiles can be created by adding impact values to the threat

profiles, as a result you get a set of risk scenarios for each critical asset. By finishing

this activity process 7 is now done, and you can move to the next and last process.
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So far the risk analysis technique used was a scenario planning based, due to the

lack of subjective data. However it’s possible to include probability to your threat

profiles through the following activities [9].

• Describe the probability of threats to critical assets.

• Create probability evaluation criteria.

• Evaluate the probability of threats to critical assets.

3.4.6 Process 8 (phase 3)

Finishing process 7 means that you have successfully identified the organization’s

risks on it’s critical assets and evaluated the potential impact on your organiza­

tion of those risks. The first workshop in this process represents the transition

from identifying risks to addressing them. Unlike the previous processes, process

8 consists of two workshops, workshop A (process 8A) and workshop B(process

8B).

3.4.7 Process 8A (phase 3)

Workshop A has an objective of analyzing all the previous risk­related data col­

lected throughout the evaluation and trying to improve the organization’s secu­

rity status. The participants in this workshop are the core analysis team and any

additional personnel if found needed. The method suggests the following skills to

have among the participants of the workshop:

• Understanding of the organization’s business environment

• Understanding of the organization’s information technology environment

• Understanding of the planning practices of the organization

• Ability to develop plans
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• Good communication skills

Like some of the previous workshops, this one also requires some preparation

before starting, the following data must be consolidated and compiled:

• The survey results from processes 1 to 3.

• The contextual information (security practices and organizational vulnera­

bilities) from processes 1 to 3.

The amount of information generated in the previous processes varies from one

organization to another, depending on the size and other criteria, if the organi­

zation is big, the previous processes can take weeks to finish, so it’s important to

review the information. The information review task can be done either individ­

ually or in a group before the workshop. In addition to the data consolidated and

compiled in the pre workshop phase, the following information must be reviewed

for each critical asset:

• Threats to the critical assets

• Areas of concern for the critical assets

• Potential impact on the organization for each threat and associated impact

values

• Technology vulnerabilities for selected components

• Recommended actions resulting from the infrastructure vulnerability eval­

uation

After reviewing the appropriate information needed, the workshop consists of

three activities:

• Create protection strategy

• Create mitigation plans
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• Create action list

Create protection strategy

“Protection strategy is the policy an organization develops to enable, initiate, im­

plement, and maintain its internal security. It tends to incorporate long­term,

organization­wide initiatives”. The strategy presents a set of steps that the orga­

nization should follow to maintain/improve the security state. The method sug­

gests that the strategy should be structured around the catalog of practices. The

protection strategy should touch basis with each of the following practice areas:

• Security awareness and training

• Security strategy

• Security management

• Security policies and regulations

• Collaborative security management

• Contingency planning/disaster recovery

• Physical security

• Information technology security

• Staff security

In this activity, you try to define appropriate actions for each of the previous ar­

eas, and also the direction of the security efforts in the organization. Due to the

limited resources, it’s not possible to apply the protection strategy as it is nor im­

mediately. After completing the evaluation, the activities in the strategy must be

prioritized and then focus on implementing the critical ones. During this activity,

you will use security practice information from process 1 to 3. The survey results

from all the organization levels should be considered. It’s likely to find inconsis­

tencies in the survey results, but it’s your task to get the picture andmake sense of
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the information. The surveysmay indicate the current security practices in the or­

ganization, some respondents might indicate that some practices are not used by

the organization, and some would say that are used, so keep in mind that the sur­

vey results are not 100 percent reliable. So it’s important to look for consistencies

in the results. It’s also important to interpret the information from the inconsis­

tencies found in the security policies, where for examplemanagementwill confirm

the existence of some policies that the survey participants might have answered

otherwise. The protection strategy concerns two areas, Strategic Practice Areas

And Operational Practice Areas.

To develop a Protection Strategy for Strategic Practice Areas, you must consider

the following:

• The current practices in this area that your organization should continue to

use

• The current practices in this area that your organization needs to improve

• New practices that your organization should adopt.

The method provides a set of questions to use concerning the Strategic Practice

Areas:

Security awareness and training

• What can you do to maintain or improve the level of information security

training that all staff members receive (consider awareness training as well

as technology­related training)?

• Does your organization have adequate in­house expertise for all supported

technologies? What can you do to improve your staff’s technology expertise?

• What can you do to ensure that all staff members understand their security

roles and responsibilities?

Security strategy

• Are security issues incorporated into your organization’s business strategy?
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What can you do to improve the way in which security issues are integrated

into your organization’s business strategy?

• Are business issues incorporated into your organization’s security strategy?

What can you do to improve the way in which business issues are integrated

into your organization’s security strategy?

• What can you do to improve the way in which security strategies, goals, and

objectives are documented and communicated to the organization?
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Security management

• Doesmanagement allocate sufficient funds and resources to information se­

curity activities? What level of funding for information security activities is

appropriate for your organization?

• What can youdo to ensure that security roles and responsibilities are defined

for all staff in your organization?

• Do your organization’s hiring and retention practices take information se­

curity issues into account (also applies to contractors and vendors)? What

could you do to improve your organization’s hiring and retention practices?

• What can you do to improve the way in which your organizationmanages its

information security risk?

• What can you do to improve the way in which security­related information

is communicated to your organization’s management?

Security policies and regulations

• What can you do to ensure that your organization has a comprehensive set

of documented, current security policies?

• What can you do to improve the way in which your organization creates,

updates, and communicates security policies?

• Does your organization have procedures to ensure compliancewith laws and

regulations affecting security? What can you do to improve how well your

organization complies with laws and regulations affecting security?

• What can you do to ensure that your organization uniformly enforces its se­

curity policies?

Collaborative security management
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• Does your organization have policies and procedures for protecting infor­

mation when working with external organizations (e.g., third parties, col­

laborators, subcontractors, or partners)? What can your organization do to

improve the way in which it protects information when working with exter­

nal organizations?

• What can your organization do to improve the way in which it verifies that

external organizations are taking proper steps to protect critical information

and systems?

• What can your organization do to improve the way in which it verifies that

outsourced security services, mechanisms, and technologies meet its needs

and requirements?

Contingency planning/disaster recovery

• Does your organization have a defined business continuity plan? Has the

business continuity plan been tested? What can you do to ensure that your

organization has a defined and tested business continuity plan?

• Does your organization have a defined disaster recovery plan? Has the dis­

aster recovery plan been tested? What can you do to ensure that your orga­

nization has a defined and tested disaster recovery plan?

• What can you do to ensure that staff members are aware of and understand

your organization’s business continuity and disaster recovery plans?

The Protection Strategy for Operational Practice Areas has an objective of iden­

tifying strategies to enable operational practices in your organization.To develop

this strategy the method suggests the following questions:

• What training and education initiatives could help your organization main­

tain or improve its practices in each area?

• What funding level is appropriate to support your organization’s needs in

each area?
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• Are your policies and procedures sufficient for your organization’s needs in

each area? How could they be improved?

• Who has responsibility for each area? Should anyone else be involved?

• What other departments in your organization should be involved in each

area?

• What external experts could help you with each area? Howwill you commu­

nicate your requirements? How will you verify that your requirements are

met?

For example, information technology staff members receiving training in secure

system administration, could be a strategy to enable your organization’s informa­

tion technology security practices. The second protection strategy will address

the Operational Practice Areas, to develop the strategy, the method suggests the

following questions:

• What training and education initiatives could help your organization main­

tain or improve its practices in each area?

• What funding level is appropriate to support your organization’s needs in

each area?

• Are your policies and procedures sufficient for your organization’s needs in

each area? How could they be improved?

• Who has responsibility for each area? Should anyone else be involved?

• What other departments in your organization should be involved in each

area?

• What external experts could help you with each area? Howwill you commu­

nicate your requirements? How will you verify that your requirements are

met?

Create Risk Mitigation Plans
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The mitigation plan focuses on critical assets rather than the whole organization,

its objective is to mitigate direct risks towards the organization’s critical assets. It

usually contains actions, or countermeasures to address the threats. The octave

method suggests that the mitigation plan should be structured based on the four

threat categories for each critical asset. The method suggest to apply these four

steps to create the Risk mitigation plans:

Step 1: Select Mitigation Approach

In this step you decide the mitigation approach for each Risk. it means that, for

each risk you decide whether to accept it or mitigate it by defining what actions

are designed to counter the threat and reduce the risk.

Step 2: Select Mitigation Actions

After deciding which risks are to accept and which are to mitigate, for each un­

accepted risk you select the actions designed against the threats on the critical

assets. The method suggests the following questions to consider for each critical

asset while choosing the mitigation actions for each threat category:

• What actions could you take to recognize or detect this type of threat as it is

developing?

• What actions could you take to resist or prevent this type of threat from de­

veloping?

• What actions could you take to recover from this type of threat if it develops?

• What other actions could you take to address this type of threat?

• How will you test or verify that this mitigation plan works and is effective?

The sum of the actions concluded from this task are to be evaluated and priori­

tized based on the cost­benefit of each action along with the organization’s budget

and constraints. Then you focus on implementing the highest­priority mitigation

actions.
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Step 3: Review Mitigation Plans for Themes and Gaps

This step addresses any themes or inconsistencies that the mitigation plan might

have, it’s important to go through all the actions selected and make sure that the

elements in themitigation plan are consistent with each other. It is also important

to select the actions that reduce risks formore than one critical asset and give these

actions priority.

Step 4: Incorporate Strategic Themes into Protection Strategy

Finally, after selecting any recurring themes from the previous step, you decide

which themes are suitable to integrate in the protection strategy. An example of a

theme would be advanced training to the users to configure andmaintain systems

and networks securely [10].

3.4.8 Process 8B (phase 3)

After successfully finishing the first part of process 8, the next step is workshop

8b, this workshop focuses more on the next step after octave. The participants

in this workshop are the main analysis team plus the senior managers. The idea

of this workshop is to put the results of the previous processes such as, protec­

tion strategy, risk mitigation plans, and the action list into the senior managers

perspective. The method suggests the following skills needed for the workshop to

succeed:

• Facilitation skills

• Ability to present to and work with senior managers

• Good communication skills

• Good analytical skills

Before meeting the senior managers, a briefing should be prepared for presen­

tation, this briefing should contain two parts: The first part is the information

collected in the previous processes The second part is the results of the evaluation
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along with protection strategy, riskmitigation plans, and action list. The activities

in this workshop are the following:

• Present risk information

• Review and refine protection strategy, mitigation plans and action list

• Create next steps

Present risk information

The information gathered from the previous processes, concerning Risk are pre­

sented to the senior managers:

• Current practices and organizational vulnerabilities

• Asset information

• Risk profiles for critical assets

Reviewandrefineprotection strategy,mitigationplansandaction list

In this step, the protection strategy, the mitigation plans and the the action list

are presented to the senior managers and at the end of the presentation, the man­

agers can participate in the refining of the items presented, it’s important for the

managers to be present to take advantage of their perspective and make sure that

all the aspects of the organization are being addressed appropriately.

Create next steps

This step presents the end of the evaluation phase. All the data needed from

the risk assessment is available now. The task now is to decide with the senior

managers on what to do next, and determine how to apply the assessment’s re­

sults. The method suggests the following questions to discuss with the senior

managers:

• What will your organization do to build on the results of this evaluation?
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• What will you do to ensure that your organization improves its information

security?

• What can you do to support this security improvement initiative?, What can

other managers in your organization do?

• What are your plans for ongoing security evaluation activities?

This workshop should end with the decision of how to implement the protection

strategy, riskmitigation plans, and action list by determining the following [11]:

• what steps will be taken after the evaluation,

• who will be responsible for the next steps,

• when these steps will be completed.

3.5 Existing comparing frameworks

Themain reason behind the number of risk assessment methodologies developed

throughout the years, is the importance of risk assessment as a process. Another

reason for that would be the absence of a unified method that would fit the differ­

ent organizations no matter the size, the nature or the expertise. However choos­

ing between these methods is not an easy task, also the absence of an agreed upon

comparing framework for these methods makes the decision even harder. Nev­

ertheless, there have been some studies and research papers that try to compare

some of the methods and their features. The study looked through the following

propositions:
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3.6 Information Security Risk Assessment:A Method

Comparison

The first proposition is information security risk assessment: a method compari­

son, by Gaute Wangen. The idea behind this work is to compare the effectiveness

and the accuracy of his framework CURF, which is a framework created as an

all­inclusive approach to compare different information security risk assessment

methods. The framework itself is interesting, but the study mentions the work of

comparing its results to a real qualitative approach that was proposed by him and

his colleagues at the Norweigian university of science and technology (NTNU),

The CURF framework is based on eleven ISRA methods, but the qualitative re­

search that was proposed by the department was based on three methods, Octave

A, ISO/IEC 27005:2011 and theNorwegianNational Security Authority’s (NSM’s)

Guidelines in Risk and Vul­ nerability Assessments (NSM­ ROS).

Gaute Wangen claims that the other frameworks that compare the ISRAmethods

use an evaluation that proceeds from the criteria at the top to methods at the bot­

tom, which makes it difficult to determine the cause­effect relationships between

method and results. While his proposed method which is CURF does the oppo­

site by using the bottom­up approach which he claims it solves this problem by

providing a way to review each ISRAmethod regardless of the predetermined cri­

teria. The method also structures its tasks within ISO27005’s risk management

process.

The case study was in a form of a project, conducted by a group of students as part

of an undergraduate ISRM course, the students were divided into 3 groups where

each group had 6 to 10 students, all groups were giving 6 weeks of basic ISRA

training and were provided with project supervision from associate professor, a

doctoral researcher and a student assistant, the students also had access to an

ISRA expert who is the NTNU’s chief information security advisor. Each group

applied one of the ISRA methods and used as supporting material, the method’s

primarily documents that outlined process steps, the documents appendices and

they had access to supplemental literature plus the open sources.

The output of this project was the sum of the findings from each group as a formal

report that was presented to various system and process stakeholders. The report
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contained identified risks, an analysis of those risks and proposed treatments.

The project did not focus only on the results of each ISRAmethod, but also on the

user experience. A survey was designed to reflect the experience of the students

applying the method in terms of their satisfaction with the method, usefulness

and the extent of the need to use the supporting literature to apply it. Without

getting into the details of how the qualitative data was handled, the figure 3.17

summarizes the results.

Figure 3.17: Findings of the survey [43]

The main idea behind this experience is to compare the four methods based on

a specific tasks selected from the ISRA reports, each of the methods were given

a completion score ranges where 0 to 2 refers to not addressed, 3 to 5 partially

addressed, and 6 to 8 with fully addressed. The figure 3.18 elaborates the values

assigned to each method for each task.
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Figure 3.18: Completion score for every task [44]
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3.7 Comparison of risk analysis methods Mehari,

Magerit, NIST800­30 and Microsoft’s Security

Management Guide

The second proposition is a research paper by Amril Syalim, Yoshiaki Hori and

Kouichi Sakurai, the authors chose to compare four risk assessmentmodels which

are Mehari, Magret, NIST800­30 and Microsoft’s Security Management Guide.

The comparison was based on two criteria, the first criterion is the steps that each

method introduces to conduct risk assessment, and the second criterion is the con­

tent,documentation and the supportingmaterial that eachmethod provides. After

going through eachmethod and the steps introduced in them, the authors suggest

that although each method has its different steps whether in terms of content or

number, all four methods follow the three general risk assessment steps:

• Threat identification

• Vulnerability identification

• Risk determination

However the following three methods, Mehari, Magerit and Microsoft Security

Management Guide do not include the control recommendations, it’s introduced

in the next step after risk analysis in the risk management process. This was the

author’s conclusion when it comes to the steps introduced by each method. In

terms of documentation and supporting materials, the authors say that all the

methods provide a detailed guide for risk assessment, but only Mehari, Magerit

and Microsoft Security Management Guide provide supplementary documents

that help with the process of risk assessment [42].

3.8 A conceptual framework of info structure for ISRA

The next proposition is a framework suggested by Palaniappan Shamala, Rabiah

Ahmad and Mariana Yusoff. The idea behind this article is to create a frame­
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work to compare six information security risk assessment methods, which are:

CRAMM, CORAS, OCTAVE, ISRAM, ISRA on BM and NIST 800­30. What this

article provides is an info­structure framework that depicts the sum of data that

each ISRA method requires in order to be conducted, in other words, this frame­

work will allow the organization to have an idea of what information the ISRA

method requires, and since most of the ISRA methods tasks are being conducted

in teams or require participants, the organization will have an idea based on the

skills of the personnel or the scope specified on whichmethod will be best suitable

for it, without the need to do the study.

In this research paper the study conductedwas based on six phases, where the first

phase was deciding the six methodologies that will be the subject of this research,

second phase was dividing the ISRA methods into four main features namely,

management requirement, establishment of organizational context, identification

of assets, threats and vulnerabilities, and riskmanagement improvements [39].

The info­structure framework was created through two comparative studies. The

first study concluded that all the subject methodologies have common features,

however based on the first study, the author concluded that each of the methods

have been created to serve a specific goal, thus the following features :

• risk model/phase,

• steps and structure,

• tiers involvement,

• involvement of people in management,objectives

• ways of information gathering techniques

• level of application

• objectives

• ways of information gathering techniques
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• level of application

Are considered to be different and unique for each method. The second study was

dedicated to define sub­features for each main feature mentioned earlier. This

study concluded that all practitionersmust have the skill, qualification, experience

and training to collect the needed information for the assessment and to perform

the evaluation tasks further in the process. In addition to that, management input

is important to validate the initial step of ISRA. The sub­features selected for each

feature are the following:

Management requirement:

• Practitioners need to be qualified, experienced and trained

• Needs of business, operation and IT/IS risk assessment document

• Management input

Organizational context

• Objectives/goals

• Scope and boundary of the security review SWOT analysis

• Information about critical assets

• Current security practices/requirement

Identification of assets

• Information asset

• Data assets

• Physical assets

• Software assets
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• Hardware assets

• Personnel assets

Risk management improvements

• Training

• Meeting

• Workshops

• Reassessment schedule Awareness

For threats and vulnerabilities, the author claims that the ISRA practitioners have

considered the relationship between critical assets, the threats to those assets and

the vulnerabilities that can expose these assets to threats. In general all organi­

zations will have a similar list of critical assets but the threats to these assets will

vary based on the scope of the information security of the organization. The figure

3.19 depicts the concept of the info­structure for ISRA.
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Figure 3.19: ISRA info­structure [37]

The author describes themain goal of this study and the info­structure framework

as a general view of flow, types of information to be gathered and requirements

to be met before any risk assessment is conducted. The authors suggest that this

framework can be used to complete all the required planning followed by selection

of suitable methodologies [39].

The figure 3.20 depicts the comparison of the six methodologies conducted in

phase 5:
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Figure 3.20: Method comparison [38]
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3.9 Comparative Study of Information Security Risk

Assessment Models

The next proposition is a comparative study that has been done by Filipe Macedo

and Miguel Mira da Silva. The study consists of comparing a number of informa­

tion security methodologies. . The process of this study was the following:

• Widely explore the risk management theme and identify existing informa­

tion security risk assessment models.

• Select the models that will be subject of detailed comparison based on con­

cise criteria.

• Thorough study of each information security risk assessmentmodel, aiming

to produce a comparative analysis.

• Model comparison based in the theoretical study made until this point.

• Case study in a real organization (implementing the studied models).

• Comparison of the theoretical study and case study results.

The author understood the size of the data concerning the ISRA methodologies

and the appropriate documentation for each one of them, so they decided to fo­

cus on the methods that fit a certain criteria. The initial list that the authors

considered for the study was the following: (OCTAVE, Mehari, MAGERIT, IT­

Grundschutz, EBIOS, IRAM,SARA, SPRINT, ISO27005,NISTSP800­30, CRAMM,

MIGRA,MAR, ISAMM, GAO/AIMD­00­33, IT System Security Assessment, MG­

2 and MG­3, Dutch A and K Analysis, MARION, Austrian IT Security Handbook,

Microsoft’s Security Risk Management Guide and Risk IT). The first criteria used

to downsize the original set of methodologies :

• The model has to be a method and not a guideline or a framework

• The method has to acknowledge and identify information security risks.
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• The documentation and supporting materials has to be available and free.

• The method has to be relevant nowadays and not obsolete or discontinued.

This selection shortlisted themethods to sixmodels, whichwereOCTAVE, EBIOS,

MAGRET, IRAM, IT­Grundschutz and Mehari. The second set of criteria that the

author applied on the new selection were the following:

• Complexity, Effort and preparation (this criterion tries to reflect the level of

preparation, information, effort and skills needed to implement the model,

and the level of detail and scope of the risk analysis results)

• Approach of themodel (the risk assessment approach eachmodel advocates

(e.g. self­ assessment, interviews, workshops)

• Tool (if the model provides supporting tools and how can we obtain them)

• Origin (in this study three possible sources for a model were considered:

Academic, Governmental or Commercial)

• Geographical spread (countries in which the model is known to have been

implemented)

Applying these criteria to the subject set of models lead to three final methods:

OCTAVE, IRAM, IT­Grundschutz. And the last criteria that were applied are:

Concept definition: The author claims that the three models don’t diverge, thus

this criterion does not make a difference in comparing between them.

Approach to information security risk assessment: The author claims that OC­

TAVE is considered to be a simpler approachdue to the absence of technical details

and taking a business perspective, which makes it suitable for smaller teams, also

it’s adaptablemeasures that can be customized based on the organizational needs.

On the other hand, IRAM is considered more complex, it focuses on information

systems which makes it more technical but still business­centered. IRAM uses a

workshop approach with interviews and questionnaires.the author also considers

it adaptable. The author claims that IT­ Grundschutz takes a traditional approach

and provides some supporting material, such as a list of relevant threats and re­
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quired countermeasures, however the method is considered more complex as it

helps organizations to establish an information Security Management System.

Results and output: for this criterion the author explains that OCTAVE being the

simplest model, It does not provide much information. It only provides the es­

sential on critical assets and relevant risks to these assets, while IRAM and IT­

Grundschutz produce the same output butmore detailed and in different ways. In

addition to that, IRAM produces detailed reports with threats, vulnerabilities and

security requirements. whereas IT­Grundschutz calculates the IT security level of

the organisation and suggests technical recommendations.

Complexity: For the last criterion the author claims that OCTAVE is the model

that requires the least preparation, while IRAM is more detailed and requires

more preparation and higher level of expertise, and lastly IRAM being very de­

tailed, requires more preparation and expertise than both and also takes more

time to conduct [27].
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4.1 The Criteria

The decision of conducting risk management within an organization is a big com­

mitment, it takes a lot of time and resources. Part of this decision is determining

which method to use for the risk assessment phase. Each organization is differ­

ent, and has particular criteria, and so are risk assessment methodologies. Each

methodology was created to serve a specific goal and fulfill specific needs. On to­

day’s market, there are a lot of methodologies, some are from professional organi­

zations and some are from independent researchers. So in order for an organiza­

tion to choose whichmethodology to go with, a study takes place, and this study is

proper to the nature of the organization. This study suggests some criteria that an

organization might find interesting to look into in these methodologies, and help

deciding or narrowing the scope for selecting the appropriate methodology.

4.1.1 Terminology

Information security risk assessment is a broad topic, it touches basewithmultiple

aspects of the subject structure, and usually tries to engage a number of the orga­

nization’s personnel, they usually come from different backgrounds and hold dif­

ferent sets of skills. The different risk assessment tasks usually collect information

from the participants, whether through questions or brainstorming sessions. The

feedback required from the participants is related directly to their understanding

of the situation.

The terms used during the process are not exclusive to information security or IT,

they’re being used in many different fields, however the meaning of these terms

can be different in the IT world. Due to this predicament, terminology in risk

assessment is a point of discussion, and the participant’s conception of these terms

usually affect the results of the tasks.
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4.1.2 Is the methodology based on any standards

The term standards in IT is a set of rules and regulations that are advised to fol­

low in order to insure a certain outcome or to regulate a certain practice. There

are a lot of technical standard organizations, and ISO being one of the most fa­

mous ones. depending on the size and the nature of the organization, there are

usually a number of standards involved, it could be international standards, na­

tional standards, information standards, etc.., having a method that is based on a

certain standard can be a way of understanding the structure of this method and

how compatible it could be with the organization.

4.1.3 Techniques used in the process

Most of the methodologies tend to collect some sort of information at some point

in the process, and each one of these methods uses one of the data collection tech­

niques such as, interviews, surveys, focus groups, etc. Some organizations might

prefer one technique over the other, so this can be a criteria for the study.
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4.1.4 How big is the preparation phase

generally most of the Risk assessment methods consist of two phases, the prepa­

ration phase and the analysis phase. Where the preparation phase consists of

putting together all the necessary material while the analysis phase consists of

evaluating and assessing the findings. The size of the preparation phase can pro­

vide an idea about the proportions of the methodology.

4.1.5 How involved are the organization’s personnel

One of the Key selection criteria in the risk assessment methodologies is whether

the tasks require internal or external expertise, this criterion can be conclusive for

some organizations. Risk assessment or risk management in general is a project

that management allocates a budget for, and whether to hire external expertise or

not can be a decisive criterion.

4.1.6 How accessible the method is to the participants

Risk assessment methodologies vary in terms of complexity and skills require­

ments. Understanding the required skills to conduct its tasks is an important as­

pect to consider before going forward with a certain methodology.

4.1.7 What sort of documents the method provides

Every methodology provides some sort of material that would help the user un­

derstand the structure of the method and describe the overall process. These ma­

terials are usually in the form of documents, and sometimes tools.
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4.1.8 The formula used for risk

Risk is usually represented as a formula, however not all methodologies identify

risk as a value, depending on the type of the method (qualitative or quantitative)

some methodologies represent it as an interval of qualitative values such as high,

medium and low. The formula that’s being used can be an indication of the com­

plexity of the method and the type of calculation that an organization should ex­

pect from it.

4.1.9 Nature of the methodology

Risk assessmentmethodologies are categorized based on their nature, themethod

is considered quantitative, if it uses numeric values and qualitative if it uses terms

to describe the value (high­medium­low). The quantitative type tends to be more

in depth and more accurate, but on the other hand this requires specific values

and heavy calculation compared to the qualitative type. Each of these criteria will

applied to the selected methodologies suggested by the study and the finding are

as follows.
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4.1.10 CORAS

Terminology

when it comes to coras, the terminology is part of the coras project but not the

actual methodology, the coras framework is divided into three parts: Library, ter­

minology and methodology, so Coras as a project gives great importance to the

terminology and place it at the same level as the methodology along side with the

library in the Coras framework, in one hand the terminology used in the CORAS

project is based mainly on accepted standards of security and risk management,

which means that a large portion of scholars and researchers are using the same

terminology which means that there’s a community that can back up and help

maintaining the method. In other hand the terminology has been tested over sev­

eral years through both scientific publications and by interviewing several peo­

ple of various backgrounds on their understanding of the CORAS concepts. The

CORAS Model­based Method for Security Risk Analysis page 5

Is the methodology based on any standards

In riskmanagement, theCORASmethod takes into consideration theAustralian/New

Zealand Standard for Risk Management, AS/NZS 4360:2004 (curently replaced

by ISO/IEC 27005), the ISO/IEC 17799 (currently replaced by ISO/IEC 27002)

Code of Practice for InformationSecurityManagement (currently knownas ISO/IEC

27002), the ISO/IEC 13335 Guidelines for the management of IT­Security which

was withdrawn. However these standards are considered outdated considering

the time this method was created. In terms of system documentation, the CORAS

method presents them in the form of the Reference Model for Open Distributed

Processing.

Techniques used in the process

During the preparation phase, the tasks are conducted during meetings among

the analysis team and some additional technical participants when needed, during

these meetings, the information collected is presented using UML, in the form of

asset diagrams, threat diagrams, risk diagrams.

How big is the preparation phase
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As it was mentioned, the CORAS method is conducted through 8 steps, and if we

consider the preparation phase as all the tasks that lead to the analysis phase, we

can say that phase 1 to phase 5 in CORAS are the preparation phaseswhich present

more than half of the process.

How involved are the organization’s personnel

When it comes to CORAS, the method suggests that a team of analysts should be

assigned to conduct the five steps, and it’s advised that the team should be diverse

and knowledgeable about security. So the team conducting themethod is internal,

meaning that there’s no need for external expertise to conduct the method.

How accessible the method is to the participants

the CORAS method was designed to be conducted by internal participants, which

means, there’s no need to hire external expertise, so the method is considered

somewhat accessible, also themethod ismodel based, somost of the outputs from

the workshops are represented as UML diagrams such as asset diagrams, threat

diagrams, risk diagrams and treatment diagrams. Which is a very comprehensive

way of presenting the findings of the workshops and an easy way to keep the par­

ticipants connected to the tasks and easy to pick up in case of misunderstanding

or confusion.

What sort of documents the method provides

the official website for the method is somewhat informative, with a link to the

publication related to the method , there are also a few material available on the

internet such as, the book “Model­Driven Risk Analysis the coras approach” 2011

edition and The CORAS Model­based Method for Security Risk Analysis which is

more of an official supporting document for the CORASmethod, however both of

these documents have not been updated in a while now.

The formula used for risk

The coras method is considered a qualitative method, meaning that the values

given to risks are in the form of intervals (low­medium­high) rather than concrete

numbers. So there’s no formula used in the CORAS method.
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Nature of the methodology

The CORAS method is considered qualitative of nature, does not rely on any nu­

merical data, and risk is not evaluated based on a formula or numeral values.
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4.1.11 OCTAVE

Terminology

The creators of the CORAS project method understood the importance of termi­

nology and the challenges it brings to the table, so they gave it a great importance

andpresented it in the same level as the library and themethodology in theCORAS

framework. So the absence of the terminology aspect in octave can be considered a

weakness, however Themethod introduces a brief definition of some of the terms,

but I think that is not enough. Maybe the analysis team should emphasizemore on

the key terms that will be used in the workshops to have a common understanding

of them and avoid any misconception that can lead to incoherent results.

Is the methodology based on any standards

It’s not mentioned if the method is based on any official standards.

Techniques used in the process

There aren’t any specific techniques that the method suggests in terms of collect­

ing information, however, it suggests brainstorming in most of the workshops.

How big is the preparation phase

Considering that the preparation phase in the method is all the tasks that must be

conducted before starting the analysis, the octave method allocates the first two

phases for the preparation, and the third phase is dedicated to risk analysis.

How involved are the organization’s personnel

The octave method is based on the self­directing concept, meaning that the anal­

ysis team is part of the organization and all of the participants are members of the

organization. No external expertise is used during the process.

How accessible the method is to the participants

Themethod itself is not very complicated, since it’s a qualitative method and does
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not use any formulas to calculate risk, which makes it accessible to most of the

organization personnel, however some of the tasks in the workshop require some

technical skills, and some security knowledge. Meaning that in order to conduct

the method the analysis team should be somewhat knowledgeable about security

and also some basic IT skills. For a basic system user, some of the tasks can be

challenging, and this is something that the analysis team leader should be aware

of, when choosing the participants.

What sort of documents the method provides

the book managing information security systems an octave approach gives a de­

tailed description of the method and the language used is very understandable.

The Method also provides some supporting documents that are useful during the

assessment such as a list of security controls that can be used during the work­

shops, the MedSite use case with a final report, generic threat profiles, etc.

The formula used for Risk

As It’s mentioned before, the method is considered qualitative, meaning that the

typical process does not depend on a formula or a risk value to do the analysis,

however, the octave method provides an option of incorporating probability into

themitigation plane, but also in an interval value, without any quantitative data.

Nature of the methodology

Themethod is considered qualitative since it does o’t handle any quantitative data,

however the method has the option of incorporating probability into the mitiga­

tion plan with interval values.

4.1.12 ISRAM

Terminology

the method does not really mention the topic of terminology, or suggests any dis­

cussion about the understanding of the key terms used in the method.
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Is the methodology based on any standards

the method does not specify any standards that it might be based on. however the

used formula to calculate the single risk value is based on the the fundamental risk

formula (NIST, 2001;McEvoy and Whitcombe, 2002;USGAO, 1999)

Techniques used in the process

as mentioned before, the ISRAmethod is considered a hybrid method, combining

both qualitative and quantitative concepts. The qualitative part that relies on col­

lecting data from the participants is conducted using surveys, where the questions

are created during step 3.

How big is the preparation phase

it’s is safe to say that the preparation phase is the process from step one until step

seven, starting from the fact of acknowledging the need for risk assessment, all

the way until applying the formula and obtaining the single risk value.

How involved are the organization’s personnel

the method is considered more complicated that the other methods, since it uses

mathematical formula and calculates risk values, however it’s designed to be con­

ducted by internal participants and it allows staff members and management to

get involved in the process

How accessible the method is to the participants

the method is designed to assess complex IT systems and the quantitative part

that consists of applying the formula is not an easy task, it takes some technical

skills and some training to match the figures and collect the arguments from the

surveys, so the method is somewhat complex and requires some training in both

the IT part for non technical personnel and also somemathematical knowledge to

apply the formula and to extract the data from the surveys.

What sort of documents the method provides
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Compared to the other methods such as FRAP in terms of providing supporting

documents like security controls list or OCTAVE in providing prototypes of threat

profiles, ISRA method does not provide any material that would help the practi­

tioners during the tasks.

The formula used for Risk

The method is considered a hybrid method which is part quantitative and part

qualitative, a formula is used to obtain the single risk value based on the values

collected from the surveys.

Nature of the methodology

It’s a hybrid, which means the method is considered both qualitative and quan­

titative, by combining collecting data in forms of surveys and applying a formula

on the findings to obtain a numerical value as a single risk value.

4.1.13 FRAP

Terminology

The method does not emphasize on the matter of terminology in a direct manner,

however it focuses on 5 key terms that will be used in the process. The method

gives a brief definition of each of them. I don’t think that these brief definitions

are enough, the risk assessment process is a wide topic that touches bases with

a lot of IT aspects. Terminology is something that the method should give more

importance to, since most of the tasks require some sort of feedback from multi­

ple personnel of the organization that also come from different departments and

backgrounds.

Is the methodology based on any standards

The method does not mention any standards that were used as a basis during its

development.

Techniques used in the process

89



CHAPTER 4. Results

The workshops in the method use a brainstorming approach to collect point of

views of the participants, under the assistance of the FRAP facilitator.

How big is the preparation phase

Most of the FRAPmethod can be considered a preparation phase, since it’s struc­

ture is based on reviewing the existing controls and cross reference them with

the identified risks mentioned during the brainstorming sessions. What would be

considered an analysis is the creation of the final report, where the project lead

and the business manager get together to determine which controls will be most

effective and who will implement them and by what date.

How involved are the organization’s personnel

The FRAP method relies completely on the internal expertise, all the participants

including theFRAP facilitator is amember of the organization, however, themethod

suggests that the participants should have a specific set of skills, in order to achieve

the expected results.

How accessible the method is to the participants

Although, the FRAP method suggests that no external expertise is needed to be

in the team, some of the tasks require technical skills and security knowledge,

not everyone would be suitable to participate, the FRAP team should be selected

carefully and includes technical expertise.

What sort of documents the method provides

The FRAPmethod is considered a researchmethod, it was not created by an orga­

nization, so the documentation is not as rich and diverse as other methods, how­

ever the FRAP method provides some use case example to help understand the

steps and have an idea about what sort of output you can expect from it. Some

of the supporting material would be the control list that the method provides to

use during the FRAP session,and also an example of the final report, how it is

supposed to look like and what information it’s advised to have.

The formula used for Risk
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The FRAP method is considered qualitative, it does not use any numerical val­

ues. The risks are being assigned letters as a form of classification. Therefore the

method does not use any formula to calculate risk.

Nature of the methodology

As it wasmentioned before, the FRAPmethod does not handle any calculation nor

numerical values, it’s considered a qualitative method.
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5 Discussion

5.1 Comparison

There are a lot of risk assessment methods that are circling the market and be­

ing used by different organizations. Some of these methods are created by pro­

fessional organizations,and some are the work of independent researchers. The

reason behind this number of methodologies and approaches is maybe that the

method creators noticed something missing from the other methods, or maybe

some of these methods have overlooked a certain aspect, or did not deliver accu­

rate results.

The methods that have been subject to this study are considered different in na­

ture, characteristics, structure and tasks. However they all share the same need to

identify risks and the appropriate arguments for the organization to use to evalu­

ate them and be able to choose which risks to accept and which to mitigate. The

criteria that were suggested to be applied on thesemethods are related to different

aspects of the risk assessment process. These criteria give a scope on the compo­

sition of the method and what you can expect from it, and also what the method

expects from the organization applying it.

The first criterion is the Terminology, which we can see that the four methods

have different perspectives on. The CORAS project, for example, gives great im­

portance to it, by aligning it in the same level as the methodology, which means

that CORAS acknowledges the issue that the misconception of the terms used in

risk management in general, can be a challenge and can affect the results of the

process. Evoking the topic will raise awareness among participants to pay atten­

tion to their inputs, and not provide broad or inconsistent information during the

workshops. Conducting risk assessment among participants that are fully aware

of the meaning of each term in the security context ensures the reliability of the

data collected and promotes accuracy in the final results.

The second criterion is whether themethod is based on any recognized standards.

Taking in consideration the agreed upon standards and best practices, gives the
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method a certain credibility and consistency for its structure, on the other hand

a lot of organizations base their systems and structure on recognized standards,

which canbe a commonground to decide on the appropriatemethod for the project.

The third criterion is the technique that is being used to collect data during the

preparation phase, this criteria is not very critical since most of the methods pro­

vide some customizing space, depending on the organization, however it can show

how the participants are supposed to interact with each other during the work­

shops or meetings.

The fourth criterion is the proportion of the preparation phase, usually the tasks

suggested by the method are responsible for the size of the data that needs to be

collected, the more data you have and the more diverse it is, the more accurate

and consistent the results will be. However the density of the preparation phase is

also related to the amount of work that the method expects, if the organization is

not ready to allocate such ressources, a method with miniature preparation phase

would be more suitable for it.

The fifth criterion is the involvement of the team, some of the methods rely on the

organization’s expertise to conduct the tasks, and some suggest external partici­

pants to lead the assessment. If the organization is ready to invest in the project

and willing to hire external expertise, that would boost the accuracy and efficiency

of the results, not all organizations have the necessary skills amongst their person­

nel to follow the risk assessment process, however the option of hiring external

expertise raises the cost of the project. If the organization’s budget is limited, or

can not cover the extra costs, then a method that provides the option of using the

internal expertise is the right choice.

The Sixth criterion is the supporting documents that the method provides. Some

of the methods provide the blueprints to follow to achieve the final purpose, how­

ever, especially if the organization is going with internal expertise, some of the

tasks are not the typical daily mission of these participants, especially the techni­

cal part, having additional instruments such as the security control list provided

by the FRAP method or the generic threat profiles provided by OCTAVE can be

very useful and overcome some challenges that the participants might face.

The seventh criterion is the formula used for risk calculation. When you hear cal­
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culation, the first thought that comes to mind is numbers, this criteria concerns

quantitativemethods in particular, choosing amethod that uses a specific formula

to calculate risk means that the results will be more accurate and the evaluation

will be supported by numerical figures which gives it a certain legitimacy, however

handling the numbers and the calculations make the process more complex and

time consuming. If the accuracy of the risk value is important to the organization,

going with a quantitativemethod that calculates risks and presents it with numer­

ical value is a good fit. And if the organization is less interested in the accuracy of

the calculation rather than complexity of the process, then a qualitative method

that represents risks as in non­numerical values is a better fit.

The final criterion is the nature of the method, whether it’s qualitative or quan­

titative, generally quantitative methods tend to be more accurate but also more

complex, while qualitative methods are supposed to be less accurate but also less

complex. There is no wrong choice when it comes to this criterion, it depends on

the organization purpose of this project, the resources allocated to it and the ex­

pected results from it. If the risk evaluation is expected to be sensitive and requires

computable figures, then the quantitative nature would be more suitable for the

cause, otherwise if the evaluation can settle for empirical data, then qualitative

methods should be enough.
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5.2 Further work

There is no question that information security risk management is a broad field

and still has room for research and study. There is a lot of effort being put into im­

proving the discipline and keeping it up to date with technology. Each new inno­

vation or solution that is being offered to the public introduces new security gaps

and challenges. This study aimed to contribute to this field and provide added

value to the already existing work. However, there are still room for improvement

and evolution, some of the ideas that would contribute to this study would be

Real case scenarios

Apply the methods on real case scenarios, that would result in findings that are

based on real data and real use cases, and maybe use the same scenario for the

differentmethods to compare them based on the results. In other words, compare

the methods in terms of final rapports rather than just their documentation.

Actual feedback from practitioners

It would be very interesting to discuss the nature of eachmethod with actual prac­

titioners that have used it before, and get their feedback on the experience and the

results, through a survey.

Automated tool

What would be a great addition to the field is an automated tool that takes as an

input the characteristics of an organization, such as the size, the scope, the assets

etc., and get as an output, the suitable method for it or a few suggestions that

would narrow the search, and help the organization to skip the study phase.
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Information security risk management is considered to be the backbone of infor­

mation security within an organization, it gives a structured and well established

process to approach the security posture of an organization, it revolves around

risk, but it touch basis with every aspect of the establishment, it involves risks, as­

sets, threats, vulnerabilities, human factor, it can even discuss forces of nature.

Risk assessment on the other hand is part of riskmanagement but it’s the step that

requires themost effort and consumes themost resources. It’s structured on steps

where each step uses the findings of the previous one. The risk assessment process

can be overwhelming and hard to carry out at once. For this reason, a lot of spe­

cialized organizations and researchers put togethermethodologies to organize the

practise and make it more comprehensive. However, the absence of a certified or

agreed upon method made it hard to choose or prioritize one over the other, also

the absence of an official tool or a framework to benchmark the different methods

puts a certain responsibility on the users of these methods. Knowing that the pro­

cess consumes a decent amount of resources, choosing the right method is critical

for a risk management project, and the act of experimenting with multiple meth­

ods can be a costlymove. The purpose of this studywas to break down a number of

methods and identify a set of criteria that an organization should consider before

choosing a method, and this can also be considered a prototype to a comparison

framework that could replace the study that the organization conducts on the pos­

sible methodologies.

The four methods have a lot in common since they all serve the same purpose,

which is to identify the risks that the organization faces with its current secu­

rity status, these risks are presented in a way that would be possible to evaluate

whether in a form of numerical values such in the case of ISRAMM or empirical

values in the form of high, medium or low such in the case of OCTAVE.

The difference between thesemethods lies in what kind of data to use, how it’s be­

ing collected and how it’s being evaluated. The diversity of the methods does not

mean that some are wrong and some are right but more in what case one method

would be a better fit than the other. The circumstances involved in the selection
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are related to the organization subject to the assessment, it’s size, the scope of

the assessment, the technical skills of the personnel, the budget allocated for the

project, the resources available to the project, etc. The criteria that were men­

tioned in this study are an example of the features that define a method andmake

it unique. Some of these features serve accuracy, some thoroughness and some

practicality. It is up to the organization to figure out which one to adopt for the

project. The absence of a unified methodology gives a lot of room for more re­

search and innovation, and because the nature of security risks is not static, creat­

ing new approaches and improving the existing methodologies is critical to keep

up with novelties in IT in general and security in particular.
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