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Abstract

Research in the digital age is now meeting new opportunities in which tech-
nology allows further use of research data. In platform literature, the rise
of consumer platforms is among the popular themes to discuss. But non-
consumer oriented platforms such as research platforms rarely get mentioned
in the literature. In addition to facilitating platform growth in terms of user
relations and service development, research platforms have to be a safe space
to store research data. The focus on security in research platforms might hal-
ter innovation by having greater control of what is shared with the users of
the platform.

Bloomberg (2013) presents the concept of Agile Architecture, which has not
been discussed in the current system architecture literature. As there are no
de facto standards of what an agile (system) architecture is, we shed light on
Bloomberg (2013) to present how an agile architecture can be in a research
platform.

This thesis presents a case study that explores the characteristics of a re-
search platform named TSD. The platform is used by the University of Oslo
and partnered institutes around Norway. What makes TSD unique among
platforms is that the platform continually develops and offers services, even
though they meet challenges because of security in the sensitive research data
they store and use in services. Storing sensitive data can be somewhat more
complicated than storing non-sensitive data due to the need to follow laws
and regulations. Qualitative data was gathered via interviews and documen-
tation in the period between 2019 to 2020.

Through a framework that we created, using concepts from Bloomberg (2013),
empirical evidence about the TSD platform was categorized and analyzed.
The results were divided into Processes, Services, and Loose Coupling in the
architecture. They indicated that the modular and layered architecture of
TSD allowed its services and processes to become more flexible, enhancing
the notion of business agility, which Bloomberg (2013) presents. A major ar-
chitectural component that enables TSD to be agile and secure at the same
time is the implementation of SAPEIN. SAPEIN is a secure API architecture
used to replace their integration-heavy IAM named Cerebrum. The results
also indicated that a platform foundation served to promote service develop-
ment using resources provided by the platform owner, further strengthening
the agility of the system. A modular and layered architecture led to less inter-
dependence between components in the system, making the system respond



ii

efficiently to changes. This type of architecture also focused on service flexi-
bility, which could be seen mostly in reusing existing services. In this thesis,
we contribute to the existing literature by investigating the fundamentals of
agile architecture in a research setting and establishing insight in what re-
search platforms and agile architectures are.

Keywords: Research Platform, Digital Platform, Agile Architecture, System
Architecture, Loose Coupling, Modularity
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Chapter 1

Introduction

Research in the modern digital age utilizes computers and software increas-
ingly more often with each year. This digitization of the research field creates
an increasing demand for environments that facilitate storage and research
data usage. The Centre for Information Technology at the University of Oslo
recognised this need and demand from the researchers that required a com-
mon place to store their data. As a result, Services for Sensitive Data was
created and allowed research groups to use it as a storage and processing
facility for their data. TSD underwent a rapid growth in popularity which
continues to this day. As of such, the organisation has been presented with
a range of emergent challenges. The system expanded and shifted towards a
platform architecture to scale with the growing user base and their need for
constant service development.

This thesis will address both practical and theoretical issues. The practi-
cal issues concerns activities related to problems regarding storing, sharing,
and research on data. Research data is often spread around, making it hard
to keep safe and even harder to share, resulting in research projects taking
longer to finish. Furthermore, in our modern time, research projects are ex-
pected to be established swiftly. For these practical issues, platform funda-
ments in research platforms can help store research data securely and estab-
lish research projects fast.

The theoretical issues concerning this thesis relate to how one might estab-
lish secure and efficient storage structures. These structures, which come in
the form of platforms in this thesis, require an agile approach. When talk-
ing about what is agile, one often thinks about agile approaches to software
development, but this thesis seeks to explore agility withing the systems ar-
chitecture.

Platforms such as research platforms are scarcely represented in the litera-
ture. The focus has been on the emergence of consumer-oriented platforms
such as the ones Tiwana (2014) presents. A practical example of a research
platform is the TSD system. While platforms such as those in Tiwana (2014)
focus on values created by consumers and providers within a platform ecosys-
tem, platforms such as TSD focus on values created by and for the researchers.
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Furthermore, Bloomberg (2013) presents in their book the notion of Agile Ar-
chitecture. This topic is rarely discussed in the literature on system archi-
tecture. One reason is that there are no formal definitions of the term agile
architecture. Within a research platform, security might come off as a hin-
drance for the agility in the architecture. The tension between security and
flexibility often occurs in systems and platform architecture literature.TSD
continuously develop new services and establish new research projects on
demand. This was not always the case, as they stumbled upon challenges
throughout the years. Recently, the TSD team designed SAPEIN, which is
a secure architecture that also enables flexibility in the system. Hence, the
thesis’s scope will focus on agility within platform architecture, especially re-
search platforms. Theory from Bloomberg (2013) will be used to get a better
understanding of agility and a framework used to collect the right evidence.

The research method used in this thesis is qualitative research. Through a
case study, we gather information about the complex phenomenon of the
TSD platform. Using the empirical evidence gathered from the case study,
we answer the research question regarding agile architecture in research plat-
forms.

1.1 Personal Motivation

Through the courses I have taken during my master’s degree, the courses
regarding Information Systems and Platform Ecosystems made me curious
about their topics. This thesis is written for the research group Digitalization
and Entrepreneurship. Bloomberg (2013) presents in their book the concept
of agile architecture, a different definition of architecture focused on princi-
ples of agility. However, this is only discussed widely among enterprises and
how they should make their businesses respond to changes efficiently. TSD
fits into numerous concepts mentioned and became an interesting subject for
a study on agile platform architecture within research.

1.2 Research Question

The research question we aim to answer based on the scope of this thesis is
as following:

How can we establish an agile architecture in a research plat-
form?

1.3 Contributions

This thesis contributes to the field of information systems and system archi-
tecture by presenting and discussing the notions of research platforms and
agile architecture. We also seek to contribute to the gap in the literature of



1.3. Contributions 3

agile architecture in research platforms, We will use a combination of empir-
ical evidence from a case study and relevant literature to so.
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1.4 Thesis Structure

The remaining chapters of the thesis are as follows:

• Chapter 2: Related Literature introduces relevant literature regarding
digital platforms, system architecture and information security.

• Chapter 3: Theoretical Framework creates a framework in which the
empirical evidences will be examined based on the literature from Bloomberg
(2013).

• Chapter 4: Methodology discusses the choice of research method used
to conduct the study in this thesis. The chapter also presents ethical
considerations when conducting research.

• Chapter 5: Case gives a short overview over the context of the case
study and presents the organisation.

• Chapter 6: Findings presents the results of the research from the case
study. These are presented in an order that corresponds to the scope.

• Chapter 7: Discussion discusses the empirical evidence in relation to
relevant literature, to answer the research questions. Finally, we men-
tion limitations to the study.

• Chapter 8: Conclusion concludes the discussion and answers the re-
search question. Proposes future work at the end of the chapter.
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Chapter 2

Related literature

This chapter will go further into the platform- and system architecture the-
ory to create a foundation for the research we will do in this project. The
section about Platforms will contain definitions of the concept and discusses
the concept of research platforms. The section about system architecture will
introduce this broad topic and include three methodologies used within the
field and related to the thesis’ research subject.

We have chosen to present platform theory as the thesis revolves around a
research platform. The platform section also seeks to explain API, digital
debt and options because of their importance in managing digital platforms.
As the term "research platform" does not have much presence in platform
literature, we present literature that mentions this. As agile architecture is
one of the main topics of this thesis, we provide a better understanding of
agile architecture, methods, and the various techniques used within the field.
As the case study revolves around a system that focuses on sensitive research
data, we also present information security and privacy at the end.

2.1 Platform

A platform in basic terms classifies as a structure that other objects are placed
upon (Dictionary, 2020b). This section will present and discuss platforms in
the form of digital platforms. Social media platforms like Facebook and Twit-
ter, or mobile platforms such as Apples’ iOS platform has taken the world by
storm by disrupting traditional industries (Tiwana, 2014; Reuver, Sørensen,
and Basole, 2017).

IS literature divides platform research into different perspectives. Rolland,
Mathiassen, and Rai (2018) divides the platform literature into Engineering-,
Economic- and a third perspective that is the Organizational. The three per-
spectives on digital platforms are described as: engineering having a focus
on the platform as a modular architecture with a stable programmed core
with peripheral components revolving around it in; economic focusing plat-
forms as disrupting markets that break with traditional markets by facilitat-
ing interactions between consumers and producers; organizational focusing
on a layered modular architecture with a stable core and external changeable
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components, that facilitates innovation within an organization.

"A software platform is a software-based product or service that serves as a
foundation on which outside parties can build complementary products or
services. A software platform is, therefore, an extensible software-based sys-
tem that provides the core functionality shared by “apps” that interoperate
with it, and the interfaces through which they interoperate” (Tiwana, 2014,
p. 5).

Using this definition, one can explain platforms as systems that share their
data through boundary resources, allowing third parties to use them to de-
velop features, applications, or services. In Tiwana, 2014, the platform defi-
nition also focuses on the multi-sidedness of the system, pointing out that a
system can only be a platform if two or more actors communicate with each
other, for example, third-party app developers and end-users. Baldwin and
Woodard (2008) shifts the focus on a platform away from its market heavy
view of multi-sidedness and focuses more on an architectural view, pointing
out that a system should be modular in order to be called a platform.

"Platform architectures are modularizations of complex systems in which cer-
tain components (the platform itself) remain stable, while others (the comple-
ments) are encouraged to vary in cross-section or over time. Among the most
stable elements in a platform’s architecture are the modular interfaces that
mediate between the platform and its complements" (Baldwin and Woodard,
2008, p.3).

2.1.1 Boundary resources

Both definitions by Baldwin and Woodard (2008) and Tiwana (2014) high-
lights complements of the platform and the interfaces. The complements of
a platform can, for instance, be an application or a service. Application in
this context relates to software applications and software services, which are
seen as sub-systems connected to the platform (Tiwana, 2014).There needs to
be interfaces to have these applications and platform core communicate and
exchange information with each other. Interfaces work as a set of specifica-
tions that describes how platform and applications will operate with each
other. A form of interface often used in platform literature is API (Appli-
cation Programming Interface)(Tiwana, 2014; Reuver, Sørensen, and Basole,
2017; Rolland, Mathiassen, and Rai, 2018).

Application Programming Interface (API) is an interface programmed and
designed by the owners of the source (code) platform that the application is
going to be developed upon by the third-party developer. This set of spec-
ifications allows the developer to develop the application without knowing
the complete source code (Rossen, 2019).
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In relation to platforms, API allows one to many relations between the plat-
form and the apps. As it enables application developers to use the capabil-
ities of the platform without having to know how the platform works (Ti-
wana, 2014). The relation can be seen on the illustration presented in figure
2.1.

FIGURE 2.1: A Platform Ecosystem as presented in Tiwana 2014

In addition to defining digital platforms as technical artifacts similar to the
descriptions above, the literature also defines it as a sociotechnical assem-
blage enveloping technical aspects of hardware and software and organiza-
tional processes and standards (Reuver, Sørensen, and Basole, 2017). The so-
ciotechnical aspect of a platform emphasizes the concepts of multi-sidedness
(as mentioned from Baldwin and Woodard (2008)) and Network effects. Net-
work effects, or network externalities, can be seen as the degree to which the
different actors affect the platform ecosystem by bringing value to the other
users. Platform literature distinguishes between two forms of network ef-
fects and their positive or negative effects: Same-side and cross-side network
effects. This shows that both architecture and network effects have a play
in which ecosystems win over end-users and developers to their platform
ecosystems.
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2.1.2 Digital debt and options

In Rolland, Mathiassen, and Rai (2018), the terms digital debt and digital
options are presented as a way to understand the complexity of an organiza-
tion’s digital platform. Digital debt refers to the inertia and path dependen-
cies that an organization implements to their infrastructure and processes,
while digital options refer to opportunities to invest in features that will in-
crease an organization’s value proposition (Rolland, Mathiassen, and Rai,
2018). The term digital debt originates from the more software program-
ming related notion of Technical debt, which is when developers make deci-
sions that would benefit them in the present, but resulting in costly long term
complications (Martini, Sikander, and Madlani, 2017). The concept of digi-
tal debt might gather negative attention because of its relation to technical
debt. However, Rolland, Mathiassen, and Rai (2018) argues that digital debt
can be planted in the form of digital options, meaning that the interactions
between digital options and digital debt can contribute to the generative of
a platform. Thus, digital debt is neither negative nor positive, but rather a
notion that needs to be managed in terms of options.

2.1.3 Research Platforms

Platform literature is relatively new and has been focusing more on com-
mercial platforms, and platforms such as Research Platforms have not been
investigated as much. The literature is lacking, but there have been studies
regarding these platforms. These research platform studies tend to focus on
research platforms that focuses on specific fields such as biology (Schindelin
et al., 2012), energy and climate (Feng et al., 2017) or health information (Braa
and Sahay, 2017). While some studies are focusing on specific research areas,
we can see a common need for a platform that provides infrastructure which
allows researchers to work and collaborate on research data (Matsubayashi
and Kurata, 2017; Shin et al., 2019).

The European Commission, an institution of the EU, has launched the project
OpenAIRE2020 (Shin et al., 2019), which works as an initiative to promote re-
search collaboration across institutions within Europe. The European Com-
mission seeks to make OpenAIRE a "hub for 3rd party providers to build
innovative services that explore new forms of scholarly communication and
promote alternative, competitive Open Access publishing models" (European-
Commission, 2020a. This relates to the notion of digital platforms as a code-
base with functionality shared by applications interoperating with it.

Through investigating these platforms, we find two characteristics that are
present in research platforms:

• The infrastructure of a research platform needs to support research pro-
cesses by utilizing research data (Shin et al., 2019; European-Commission,
2020a; Schindelin et al., 2012). Research data analysis-, manipulation-,
provision-, monitoring tools and services supports this.
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• Research data might contain sensitive and confidential information. Mak-
ing security a essential part in distributing data in the platforms.

2.2 System Architecture

System architecture is a high-level model of a system, where it shows the
connections and interactions between internal and external components. It is
not the same as software architecture, which can be defined as an architecture
describing the digital components and their interactions. A system is more
than just components of the software, and therefore software architecture is
just a part of systems architecture (Weber and Dustdar, 2012, p.3-4). There
are no de facto standards or universal definition of what system architecture
is and looks like, which means that the architecture is formed by the spe-
cific purpose it is supposed to fulfill. The following sub-sections will present
architectural styles and frameworks that are prevalent in this thesis.

2.2.1 Platform Architecture

2.1 discussed digital platforms as a concept in IS literature. In this section,
we will further discuss the architectural aspects of Platform Architecture. As
mentioned in 2.1, a digital platform is conceptualized as a modular layered
architecture (Baldwin and Woodard, 2008; Tiwana, 2014), with layers such as
the core, its external components, and the ecosystem revolving around the
platform. This can be illustrated as several separate rings representing the
layers, with the platform’s software core being in the center. Illustrating a
platform like this might help to make it easy to understand, but a platform
architecture is more complex than what meets the eye in such an illustration.

Modularisation is an important term in Platform literature, as platforms are
modularisations of complex systems (Baldwin and Woodard, 2008). To get a
better picture of what makes a system modular, one has to look at tight and
loose coupling. Tight and loose coupling describes the dependency of ele-
ments in a system, as well as actors. When a system is tightly coupled, the
elements are strongly dependent on each other with a high degree of depen-
dency. In comparison, a loosely coupled system consists of elements that are
independent of each other but still responsive. This makes it easier to make
changes in different elements without affecting others, mostly because they
do not need to know each other. (Hein, Böhm, and Krcmar, 2018) A physical
example can be electronic devices from manufacturers that allow customers
to switch out components and connect to peripherals. The device is built
and developed so that these changes can be made without having a negative
impact on the device. Later on, one would also have other actors producing
components for this device, and in some cases, it is the operating system that
becomes the core functionality that the future ecosystem revolves around.
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Baldwin and Woodard (2008) uses biology to explain how a modular archi-
tecture is crucial for the evolution of a platform by discussing the separation
of core functionalities on a cellular level where a combination of stable core
processes and complementary variable processes facilitate for evolutionary
adaptation. The interdependence of components on a cellular level can be
compared to how a platform architecture divides a system into a core and
complementary external components, usually through boundary resources
provided by the platform owner (Ghazawneh and Henfridsson, 2013). An
architecture like this promotes the reuse of core components and reduces the
need for rebuilding from scratch when developing a new product.

Cloud Platforms

Over recent years, Cloud Computing has emerged as an industrial trend for
enterprises wanting to decrease the cost of resources and still keep the busi-
ness economy and processes efficient (Zhang, Cheng, and Boutaba, 2010).
Cloud computing, or cloud platforms as it is often referred to, is a lot like reg-
ular platforms in a way that they provide computing services to end-users,
enterprises, and organizations. Computer services can consist of storage, an-
alytical tools, services, network, and databases. Moving over to cloud from
traditional solutions may lead to benefits such as cost reduction, global scal-
ing, increased performance and speed, productivity, reliability and security
(Microsoft, 2019). They can be public, private, or both, which is often referred
to as a hybrid.

• Public clouds are clouds in which service providers offer their services
on a cloud to the public (Zhang, Cheng, and Boutaba, 2010). Examples
of public clouds are Amazon Web Services and Google Cloud.

• Private clouds are developed and maintained exclusively for one orga-
nization. As there are private and sensitive data inside the systems, a
private cloud offers greater control of security, reliability, and perfor-
mance ( Zhang, Cheng, and Boutaba, 2010).

• Hybrid clouds are a combination of public and private clouds that ad-
dress both of the cloud’s limitations by providing tighter control and
security while they provide on-demand service expansion. This is re-
alized by running part of the infrastructure on a private cloud and the
rest on a public cloud (Zhang, Cheng, and Boutaba, 2010). The chal-
lenge here is to determine the best split in public and private clouds.

There are different types of cloud computing and cloud services provided.
Literature divides them into three core categories: IaaS, PaaS and SaaS (Zhang,
Cheng, and Boutaba, 2010).

• Infrastructure as a Service (IaaS) is the provisioning of infrastructure
resources (Zhang, Cheng, and Boutaba, 2010) such as computing, net-
work and storage resources needed for base infrastructure (IBM, 2019).
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Such a low level provision of resources can be found more cost efficient
for businesses by reducing costs of managing their own local infras-
tructure.

• Platform as a Service (PaaS) provides the necessary platform resources
to develop applications and services such as os, middleware and frame-
works. In addition to these resources, PaaS resources also include re-
sources from an IaaS. (Mell and Grance, 2011; Zhang, Cheng, and Boutaba,
2010; Microsoft, 2019)

• Software as a Service (SaaS) is the model where the consumer uses
the provider’s application on a cloud infrastructure (Mell and Grance,
2011). In SaaS, the rest of the service layers are abstracted away (IBM,
2019), meaning that the cloud provider’s applications are in focus.

Figure 2.2 illustrates a high level presentation of how these categories can be
connected to each other in a end-user serving manner.

FIGURE 2.2: High level presentation of cloud layer presented
by Zhang, Cheng, and Boutaba (2010)
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2.2.2 Enterprise Architecture

"Enterprise architecture (EA) is the definition and representation of a high-
level view of an enterprise‘s business processes and IT systems, their interre-
lationships, and the extent to which these processes and systems are shared
by different parts of the enterprise."(Tamm et al., 2011).

Enterprise as a term refers to the whole organization, and will often span
multiple organizations (The Open Group, 2009, 3.38). Business processes are
sets of tasks or activities which the enterprise follows, to create value for their
customers. Mapping the business processes and IT systems within enterprise
architecture will in other words show us the organizations business logic and
reflect on the integration and standardization of their operating model (Weill
and Ross, 2004). EA lays out a long term view of processes, systems and tech-
nologies of a company. Focusing on long term needs rather than immediate
needs (Weill and Ross, 2004).

An operating model, such as the one in figure 2.3, is used to classify the
level integration and standardization of the business processes used to de-
liver value to the customers. Business integration is used to describe the level
of communication between business units and data that is shared. Business
Process standardization is used to describe how much alike the different pro-
cesses are between different business units.

FIGURE 2.3: Operating model weillross
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As popular as EA is within enterprise IT, it also meets scepticism as to how it
can be called a technical architecture. Bloomberg (2013) mentions that unlike
solution architecture and other technical centered architecture frameworks,
EA is not something designed before the development of the enterprise so-
lution. He also highlights the argument by saying that "Architecture comes
before you build something". EA is a way or tool to improve existing system,
but at the same time it is a blueprint of underlying applications and business
processes.

2.2.3 Agile Architecture

The Cambridge Dictionary (2020a) describes agility as the ability to move
quickly and easily. Agile is an umbrella term, meaning that it is a phrase
covering a wide range of concepts.

In software engineering, the term agile software development is frequently
used to describe modern best practices when developing software (Bloomberg,
2013) Frameworks such as Scrum and Kanban are among the more popular
ones and presents iterative and wasteless work processes within software
projects. These are competing with old ways of working with software such
as the waterfall model, which requires predefined steps within a project on
the cost of not being able to make large changes during the project.

Looking at architectural structures within software and systems, one can
draw lines between large monolithic systems and modular systems as old
versus modern. Bloomberg (2013) mentions business agility as the ability to
respond quickly and efficiently to changes within the business environment.
This applies to the IT industry which is prone to constant changes due to new
technology and best practices. Taking this into consideration, one should fo-
cus on building systems that applies the mindset of business agility, so that
the system will be able to support and withstand changes over time, rather
than facing challenges related to important changes. By architecting the en-
terprise in order to achieve business agility, we will get an Agile Architecture
(Bloomberg, 2013).

This section will explore the properties that are important to include in an
agile architecture, and the most prevalent agile architectures in use. We begin
by introducing the terms that are essential when discussing how systems
interact: Interoperability and integration.

Integration and Interoperability

Interoperability describes a systems ability to communicate with other sys-
tems, without having to go through a lot of steps when requesting and re-
sponding. In Health Information Management it is described as "the ability
of health information systems to work together within and across organiza-
tional boundaries in order to advance the health status of, and the effective
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delivery of healthcare for, individuals and communities" (HIMSS, 2020). The
Open Group (TOGAF) gives a short definition of interoperability as "the abil-
ity to share information and services" (The Open Group, 2009). In the The
Open Group, 2009 standard, Interoperability is divided into three main cate-
gories:

1. Business interoperability: Defines how Business processes are to be
shared.

2. Information Interoperability: Defines how Information is to be shared.

3. Technical Interoperability: Defines how services are to be shared or con-
nected to each other.

Without having agreed on standards shared between systems, you cannot
obtain interoperability (Braa and Sahay, 2012).

Integration should not be thought of the same as Interoperability, as people
might have the assumptions that integration is about creating a big system
and interoperability being its ability to connect with other systems (Braa and
Sahay, 2012). Braa and Sahay (2012) define integration as the process of con-
necting multiple sub systems in a manner that makes them appear as a whole
system.

Service Oriented Architecture

Service Oriented Architecture, mostly phrased SOA in the IT-field, is an ar-
chitectural design methodology that is oriented towards services (Bloomberg,
2013). In Bloomberg (2013) a service in the context of SOA is described as
"the business abstraction- that is, a representation of functionality and data
presented in a business context. Unlike a platform architecture or enterprise
architecture, SOA also works as a goal for systems. Meaning that the more
SOA related methodologies one uses, the more service oriented their systems
become.
When discussing agile architectures, Bloomberg (2013) introduces SOA as an
agile architecture. A core concept of the SOA is loose coupling, which in
SOA means that if a Service is changed, one does not have to change the
whole system. Components in the systems do not know anything about each
other and replacing or changing services does not impact the system in any
way. This is important for the architecture because of the system’s ability to
make changes to different components without affecting other components
(Duggan, 2012; Bloomberg, 2013).

The applications and services in a SOA architecture are often connected to the
enterprise infrastructure through a middle-ware. This type of middle-ware
is often referred to as an Enterprise Service Bus (ESB). The ESB works as a
layer of abstraction that enables communication between different services
and applications in an enterprise without the differences of implementations
becoming obstacles (Oracle, 2020). In figure 2.4, Oracle (2020) illustrates a
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generic ESB connected to services and service clients. Middle-ware, such as
the one used in the case of the ESB, are system components that work as glue
between clients and resources in a distributed enterprise system. Interfaces
such as the API are critical for the exchanging of data (Duggan, 2012).

FIGURE 2.4: Enterprise service bus illustrated in the Oracle
docs)

REST-based Architectures

Representational State Transfer (REST) refers to an architectural style that
revolves around web services. The concept of REST was introduced in Roy
Fielding’s PhD dissertation in 2000. Bloomberg (2013) discusses the use of
REST with SOA to lessen the dependence of Services within the systems in
order to move towards an agile architecture.

What makes REST a concept to discuss within agile architecture is the way
Fielding and Taylor (2000) describes it as: "REST is a coordinated set of archi-
tectural constraints that attempts to minimize latency and network commu-
nication while at the same time maximizing the independence and scalabil-
ity of component implementations.". The definitions of these constraints are
shortened and directly quoted from Fielding and Taylor (2000):

• Null style: Null style describes a system in which there are no distin-
guished boundaries between components.

• Client-Server: Separation of concerns is the principle behind the client-
server constraints. By separating the user interface concerns from the
data storage concerns, we improve the portability of the user interface
across multiple platforms and improve scalability by simplifying the
server components.

• Stateless - There are a lot of different constraints that make up REST, but
the most prominent one is statelessness. Stateless meaning that during
the client-server interaction, the client request needs to contain all nec-
essary information and can not use advantage of stored context on the
server side. Session state is therefore not stored on both sides, but only
the client site.

• Cache - Cache constraints require that the data within a response to a re-
quest be implicitly or explicitly labeled as cacheable or non-cacheable.The
advantage of adding cache constraints is that they have the potential
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to partially or completely eliminate some interactions, improving ef-
ficiency, scalability, and user-perceived performance by reducing the
average latency of a series of interactions.

• The central feature that distinguishes the REST architectural style from
other network-based styles is its emphasis on a uniform interface be-
tween components. Implementations are decoupled from the services
they provide, which encourages independent evolvability.

• Layered system - The layered system style allows an architecture to
be composed of hierarchical layers by constraining component behav-
ior such that each component cannot "see" beyond the immediate layer
with which they are interacting.

• Code-on-demand: REST allows client functionality to be extended by
downloading and executing code in the form of applets or scripts.
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2.3 Information Security

Information security is the practice of protecting information assets within
a system. This practice covers every aspect from low level code to the so-
cial aspect of social engineering. Cisco (2019) refers to information security
as the processes and tools designed and deployed to protect sensitive busi-
ness information from modification, disruption, destruction and inspection.
Another definition of Information security is from the International Organ-
isation for Standardization (ISO) 27000 standard which defines information
security as "the preservation of confidentiality, integrity and availability of
information; in addition, other properties such as authenticity, accountabil-
ity, non-repudiation and reliability can also be involved. " (ISO, 2018). The
information we want to protect consist of mostly personal or sensitive data,
which is going to be explained later in this section. The literature often has
a focus on the triangle of CIA - Confidentiality, Integrity and Availability,
which is presented in the standard definition above. Properties such as au-
thenticity, accountability, non-repudiation and reliability has become more
important additions to the CIA concepts.

The CIA triangle

CIA is a term that describes the three fundamental principles of information
security: Confidentiality, Integrity and Availability.

Confidentiality is the property that information is not made available or dis-
closed to unauthorized individuals, entities, or processes (ISO, 2018). In
other words, sensitive and private data should only be accessed by some-
one authorized to do so. An example would be that only patients and their
doctors should be able to view the patient’s medical record data.

Integrity is the property of accuracy and completeness (ISO, 2018). Data that
breaks with this property usually is modified data. Unauthorized modifica-
tion of data happens when attackers compromises the systems integrity, but
can also happen when users of the system makes changes in the configura-
tions Harris, 2018.

Availability is the property of being accessible and usable on demand by an
authorized entity (ISO, 2018). Users should be able to access information at
all times and the organization should be able to recover from down-times
easily and fast. How serious the impact of unavailable systems and infor-
mation is, depends on the type of system and its use. Due to the effect from
technical network supplies (such as routers, dns servers, proxy servers and
firewalls), software (such as operating systems and applications) and phys-
ical factors, the organization needs to have full understanding of the opera-
tional environment that surrounds them (Harris, 2018).
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In this paper, the principle of authenticity which was mentioned in the ISO
(2018) as an addition to the CIA triangle will be introduced.
Authenticity is the property that an entity is what it claims to be (ISO, 2018).
To make sure that an entity’s claimed characteristics are right, one has to
use controls of authentication (ISO, 2018). While these nouns may sound
similar, authenticity is about the quality of an entity’s characteristics, and
authentication is a mechanism to make sure that this is a valid entity.

2.3.1 Identity and Access Management

Harris (2018) highlights that one of the most important cornerstones in infor-
mation systems is the control of how resources gets accessed. Access control
mechanisms of physical, technical and administrative nature has to be imple-
mented. Jøsang (2017) defines access control as means to ensure that access
to assets is authorized and restricted based on business and security require-
ments. Harris (2018) presents access control as security features to control
how entities communicate and interact with each other so that they can pro-
tect them from unauthorized actions. An organization can introduce such
features as for instance locks that can only be accessed by right personnel
(physical) or simple log in features in a system (software).

2.3.2 Privacy

Privacy is a topic discussed between several different disciplines and con-
text. Given the section of information security, the definition of privacy
will be on that of personal information. Personal information or personal
data, is information that can be used to identify a living indiviual (European-
Commission, 2020b; Schwartz and Solove, 2014). Which also means that the
smallest segment of data can be classified as personal data, if it contains in-
formation that can be used to trace a living person. Examples of personal
data are: - First name and/or surname. - phone number - identifiable mail
adress. - ip adress and data stored by hospitals that usually are unique.
Among personal data, there is data that is considered sensitive. European-
Commission (2020b) categorizes following personal data as sensitive:

• Personal data revealing racial or ethnic origin, political opinions, reli-
gious or philosophical beliefs

• Trade-union membership

• Genetic data, biometric data processed solely to identify a human being

• Health-related data

• Data concerning a person’s sex life or sexual orientation
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2.4 Summary

This chapter presented the literature related to the study of the thesis. To
first understand a research platform, it is essential to know the concepts re-
garding the topic. System architecture was introduced and explained to get
a broad definition of the term. Literature regarding system architecture was
divided into three parts: Platform Architecture, Enterprise Architecture, and
Agile Architecture. Even though we have a section discussing the concept
of platforms, there was a need to present the platforms’ architectural traits.
Enterprise architecture works as an architectural methodology that focuses
on how businesses want their enterprise to be long-term. Agile architecture,
while being a relatively new term, is the main focus of this thesis. Thus we
have to include concepts related to this notion. Information security and pri-
vacy are introduced at the end of this chapter because of their importance in
research platforms concerning sensitive data. In the following chapter, we
will create a framework using Bloomberg (2013) to investigate agile architec-
ture within research platforms.
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Concepts Description
Platforms Digital platforms are Software foundations in which

two or more parties interact with each other and need
each other. Most commonly seen in mobile platforms
like Android or iOS where platform owners provide
value to app developers and end-users.

System Architecture An overview of the components and their interactions
in an organization that makes up their software sys-
tem. Components can be digital, physical and human.

Platform architecture A platforms architecture is layered and modular. Of-
ten consists of a platform core that is controlled by the
platform owner, third party such as end-users or plat-
form developers and the boundary resources which is
shared by the platform owner that the developers can
use to develop complements to the platform.

Enterprise architecture A high level view of the business processes and IT sys-
tems within an enterprise. It shows their interconnec-
tions and how the processes and systems are shared
by the enterprise (Tamm et al., 2011).

Agile Architecture Agile architecture is presented by Bloomberg (2013) as
an architectural approach that takes the ability to re-
sponds to changes into focus. Service Oriented Archi-
tecture is often used when describing flexible services
within a loosely coupled and changeable architecture.

Information Security Information Security is the practice of protecting in-
formation assets, mainly by preservation of confiden-
tiality, integrity and availability of information (ISO,
2018).

Privacy The property of keeping personal data unavailable for
other entities. The EU has ruled out a new law regard-
ing digital privacy, that has to be followed for systems
that use personal data within Europe. Sensitive data
should not be traceable, as it is a breach of privacy
laws.

TABLE 2.1: Summary of Related Research
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Chapter 3

Theoretical Framework

We will develop a theoretical framework based on the chapter "Agile Archi-
tecture in Practice" from Bloomberg (2013), to answer the research question.
The chapter from Bloomberg (2013) provides characteristics for an architec-
ture that enables change and flexibility. One can use these characteristics as
criteria needed for an agile architecture. We will use this framework as a
basis for interpreting and understanding our empirical findings.

Thus, this chapter will look into the transition from an integration-centric
approach to technology to a composition-centric approach from a technical
point of view. The integration-centric view can be looked at as a heteroge-
neous collection of resources. In contrast, the composition-centric view looks
at IT resources as flexible services that can be composed to support and man-
age flexible services. With these approaches in mind, we will try to create
a framework to align agility and platform architecture within a research do-
main that will be used to answer the research question.

3.1 A framework to align agility and platform ar-
chitecture within a research domain

Bloomberg (2013) emphasizes that the importance of agile architecture is to
move away from traditional IT systems in a way that improves business pro-
cesses. They have also previously mentioned that Enterprise Architecture
is not a form of architecture, but rather an overview of business processes
supported by the systems and enterprise. Traditional definitions refer to
business processes as "a sequence of activities that leads to a business re-
sult" while Bloomberg (2013) defines the term broadly as "anything a busi-
ness does". In an agile architecture, these processes will be dynamic, which
from a technical point is harder to automate the more dynamic they are.

As mentioned in the previous chapter, a platform architecture consists of a
software core, complementary applications or services, and the interfaces
shared by both of them that allow interoperability. They are imagined to
be modular and loosely coupled, decreasing interdependencies within the
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system and allowing change and reuse of components without negatively af-
fecting other system components. In a research domain, these services have
to be related to the use of research data. The services will have to be able to
communicate with the platform core to get the requested data, and this will
be through an interface, which allows those two to communicate. Bloomberg
(2013) argues that this would aggregate a lot of technology and create a het-
erogeneous IT environment that increases the complexity over time. There-
fore it should be critically important to consider the interdependencies of the
services. Businesses should be able to compose services that would imple-
ment business processes without worrying about the services’ possible neg-
ative behavior.

Based on the chapter Bloomberg (2013) presents about agile architecture in
practice, we will draw three concepts that will be used in analyzing findings
to discuss how one should establish an agile architecture in a research plat-
form. These three distinct concepts are Process, Service, and Loose Coupling.

3.1.1 Process

As mentioned earlier in this chapter, business processes are anything a busi-
ness does. Often looked like a stream of tasks that are mapped through
flowcharts and models. IT business processes standardize all these activities
and bring them together to correspond with information technology. Unfor-
tunately, in traditional IT development has been prone to unchangeable busi-
ness processes in their logic. As a result of this, limitations such as the need
to re-designing applications because process logic is fixed and hidden behind
in application implementations (Yao, Zhang, and Wang, 2008). Bloomberg
(2013) discusses the need for BPM (Business process management) to em-
phasize flexibility in business process changes in order to obtain an agile ar-
chitecture.

For these business processes to be executed in an IT system, there is a need to
develop Services that support these processes. The composition of these ser-
vices has to be such that if the processes change over time, they have to follow
these changes and adapt dynamically. Rather than focusing on business pro-
cesses, we should focus on research processes, as it creates more value to the
researchers and thus more value to the platform this thesis presents, which
means that the notion of processes in this thesis has to be centered around
the activities of the researchers.
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3.1.2 Service

Furthermore, Bloomberg (2013) presents Service Oriented Architecture (SOA)
as an enabler of flexible services that supports business processes because
governance and business process management (BPM) will be pulled together
to support compositions of the required services if the methodology is used
correctly. Organizations today seek to separate the process layer from the
underlying applications because they can own and control their processes
directly. This way, they can provide their desired flexibility and control. Ten-
sions between control and flexibility arise, as processes might be too formal-
ized (high control and no room for change) or not formalized (no control and
high flexibility).

Technically, SOA must enable companies to build Service that represents data
available to the business and the functionality of underlying systems. The
businesses must be able to configure the requirements even if they change
over time. (flexibility and control) (Bloomberg, 2013).

Bloomberg (2013) claims that some environments think of SOA as just a
middle-ware based architecture with an ESB. As mentioned earlier, an en-
terprise service bus (ESB) is a component used within infrastructures of or-
ganizations that practice SOA. It is used to connect services to the underlying
functionality of the systems. The issue with this kind of thinking, according
to Bloomberg (2013), is that businesses focus on solving integration problems
with an ESB rather than combining it with the SOA methodology. Legacy ap-
plication integration and data integration are essential parts of SOA, but the
role of the integration should be looked at and discussed. SOA should focus
on these integrations as a supportive role, while in an ESB-based integra-
tion, they play an essential role (Bloomberg, 2013). In short, these integra-
tions should be a result of Service composition. This also results in Service
reusability. One should be able to do SOA without integration.

The composition centric focus is one of the design principles of SOA method-
ology, in which, according to Bloomberg (2013), service composition should
be supported by business services.
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3.1.3 Loose Coupling

Flexible solutions might require fewer interdependencies between compo-
nents and services in a system, which is why loose coupling should be one
of the main goals when trying to obtain an agile architecture. As Bloomberg
(2013)(p.96) points out;

"Nevertheless, if you’re able to get the architecture right, then
you’ll be able to shift the focus of integration from the tightly
coupled, technology-centric world of connecting systems to the
loosely coupled, business-centric world of composing Services,
and you’ll be well on your way to an Agile Architecture."

Loosely coupled systems tend to be viewed as systems with independent
components that do not act responsively. In contrast, tightly couples are
viewed as systems with responsive components that are not independent.
Following, loose coupling is often portrayed as an endpoint on a scale from
loose to tight coupling (Orton, Douglas, and Weick, 1990). Interdependence
is often used when talking about coupling in systems and describe mutually
reliant parts. Loose and tight coupling can then be looked at as the degree of
interdependence in a system. The notion of loose coupling first came to be in
the spotlight after Parnas (1972) discussed dividing a system into modules.
As modularity is an effect of loose coupling, Parnas (1972) would come to
give one of the first technical views on the loose coupling.

Bygstad (2017) proposes the notion of loose coupling with a focus on integra-
tion and proposes three design principles that should be taken into account
when looking into the degree of loose coupling in a system. Bygstad (2017)
discusses that systems should be loosely coupled (1) technically, (2) in terms
of standards, and (3) in terms of organizations. Technically, a system should
be loosely coupled by allowing the lightweight technologies to support work
processes before they are integrated. Standards should be means, not aims,
and therefore there should be less focus on trying to standardize all processes
within a system. Organizational, two solutions are proposed: Heavyweight
vendors providing their platform as an innovative place for third-party de-
velopers. Or thin calls from heavyweight to lightweight technologies within
an organization.

Following this chapter, we will have three themes to focus on when collect-
ing and analyzing data for agility within an architecture: Processes, Loose
Coupling, and Services.

Looking at these concepts in relation to platform architecture, we have to
classify what is required to make a platform architecture agile. Using the
integration-centric versus the composition-centric view from Bloomberg (2013),
we need to look into how the components interact with each other through
the layered modular architecture of a platform. Discussing the tension be-
tween flexibility and control of the organization’s business processes and
how governance and architecture affect the agility of the platform.
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3.2 Summary

To summarize the content of this chapter, we derived a framework based on
Bloomberg (2013) discussion regarding agile architecture in practice. In this
framework, three concepts were focused on as important when investigating
the agility of a system. In our case, a digital platform system. Beginning
with processes, we need to see and map the different processes within the
organization. All these processes that are mapped need to have services that
support them. It is then necessary to discuss how they are developed and
composed. Lastly, it is crucial to see how the components or services are
interconnected within the system. A tightly coupled system might not be as
prone to continuous changes as a loosely coupled system is. The following
chapter will present the research methodology used in this thesis.

Concept Description
Processes By Processes, we focus on research processes in this

thesis, as the topic of discussion is related to the re-
search domain. Within Agile Architecture, enterprises
should focus on having BPM that supports flexibility
of processes. In a research domain this will mean that
the system also needs to emphasise the importance of
activities of researchers.

Services Moving away from integration centered SOA to a
more composition driven SOA we can enable flexible
services that supports business processes even if they
are prone to changes. Another concept to look at here
is the re usability of services, which can also support
changing processes.

Loose Coupling Within an agile architecture, one might require less in-
ter dependencies between components to offer flexible
solutions.
Parnas (1972) introduces loose coupling as separating
a system into modules. Modularity is an effect of loose
coupling, which is why we need to look into the mod-
ularity of the system we analyse to get a grasp of the
degree of loose coupling.
Bygstad (2017) discusses that loose coupling in sys-
tems should be done technically, in terms of standards
and in terms of organisations.

TABLE 3.1: Summary of Scope
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Chapter 4

Methodology

This chapter presents the methodology and research design used in this the-
sis. First we present the chosen research method and design, and why they
were chosen, followed by an in-depth look at the research design. We will
discuss ethical consideration in research, at the end.

4.1 Research Method

As this research paper explores the complex picture of a research platform,
the research method chosen is qualitative research (Creswell, 2007). Various
sources of data gathered by the researchers themselves, such as interviews,
observations and documents, are a part of qualitative research (Creswell,
2007, p.38). This thesis also relates to some of Creswell (2007) presented char-
acteristics, such as a holistic account, theoretical lens, interpretive inquiry,
and researcher as a key data collector.

Although qualitative data is what we aim to obtain in this research project,
we might obtain useful quantitative data. Quantitative research, unlike qual-
itative, is used in empirical studies by collecting, analyzing, and displaying
data in a numerical way rather than narrative (Given, 2008).

4.2 Research Design

We seek to gather qualitative data through a case study, which is a research
design strategy that Yin (2014) suggests when studying an issue within a con-
text.
«Whatever the field of interest, the distinctive need for case study research
arises out of the desire to understand complex social phenomena. In brief, a
case study allows investigators to focus on a “case” and retain a holistic and
real-world perspective—such as in studying [. . . ] organizational and man-
agerial processes [. . . ] and the maturation of industries.» (Yin, 2014, p.56).
In this thesis, the case study will be used to understand TSD as a unique re-
search platform within the context of agile architecture.
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Yin (2014) defines three types of case studies for research: Explanatory-,
Descriptive- and exploratory case studies. This case study seeks to be an
explanatory case study, and meets the three conditions Yin (2014)) presents:

• Seek to explain why a "how" and "why" a phenomenon occurs.

• Seek to explain a contemporary phenomenon

• The researcher must have no control over the phenomenon.

We seek to understand the term agility in system architecture and how TSD,
as a research platform, aims to be agile. As a researcher with no ties to the
TSD group, we have no control over how the system is designed.

4.3 Data Collection

4.3.1 Interview

Interviews are often used in empirical software engineering research and are
often used to collect data about phenomena that we can not observe through
quantitative research (Hove and Anda, 2005). According to Yin (2014), inter-
views are one of the most important methods in gathering information in a
case study. Thus they are commonly found in case studies. They are either
long (Prolonged case study interviews) that last 90 minutes or more, or short
(Shorter case study interviews) that last up to one hour.
Interviews can be categorized into three types, based on the fluidity of the
conversations (Yin, 2014):

Interview Type Description
Structured interview Questions in a structured interview

are predetermined and the inter-
viewer follows an interview guide
with a set of questions, from start to
end.

Semi-Structured interview The interviewer follows a set of ques-
tions, but keeps the conversation fluid
by asking questions made up during
the interview.

Unstructured interview Interview is fluid from the beginning
to the end and none of the questions
are pre-written. This may resemble
more of a conversation, rather than a
stream of queries (Yin, 2013).

TABLE 4.1: Three main types of interviews used in Case Studies
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We will be working with USIT, University Center for Information Technol-
ogy, throughout most of this project. So we will need to conduct interviews
to get new data and information about the TSD project during the research.
Interviews will be semi-structured, so the participants have the freedom to
offer their thoughts and new input to the topic of study (Galletta and Cross,
2013, p. 3). This also means that we will obtain information that varies from
each person and their role in the organization. It is important to remember
to ask non-threatening questions and, at the same time, get the answers one
seeks (Yin, 2014). We interviewed seven people during this case study. First,
the interviews were limited to people with direct connections to USIT. How-
ever, as the case study moved on, we had to interview new subjects. These
are researchers that use the platform to do their respective jobs. We inter-
viewed these researchers to get a better picture of what their role and needs
in the platform ecosystem were.

Role Number of Interviews conducted
Assistant Director 3

Section Manager (Developer) 2
Head of Web Development 1
Researcher (Bioinformatics) 1

Researcher (Economics) 1
Researcher (Neuroscience) 1

TABLE 4.2: Interview Subjects

4.3.2 Documents

Examining documents can help understand the requirements set for devel-
oping a new architecture, as some principles and rules need to be followed.
In addition, the existing documents about the infrastructure can help us get a
better insight into the different components that make the architecture. Ques-
tions for the interviews can be created by using the information found in the
documentation (Yin, 2008).

Literature Review

The use of relevant literature helps strengthen the theory around the research
topic and backing up arguments directed towards the research question and
the project.

Table 4.4 presents the three types of documents used to gather empirical evi-
dence in this thesis.
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Documentation type Description
White Paper How the project came together, and a sum-

mary of the contents and components.
Presentation Documents and Presentation slides, used

to present TSD to users and other third par-
ties. Works as a light description of the
project.

Technical documents An overview of the systems infrastructure,
its components and interconnections. Doc-
umentation of the API design TSD use, ex-
plaining how this is used by external users.

TABLE 4.3: Types of Documentation gathered in this Research

In this section, we discussed the importance of three data sources in a case
study. Interviews and Documents are among the sources Yin (2014) dis-
cusses, which we chose for our case study.

Method How Why
Interview Interviews with individu-

als that are related to the
subject of study. Semi-
structured interviews fol-
lowing an interview guide.

Gaining insights through partic-
ipants that know the system in-
depth and users of the system.

Documents Obtaining technical docu-
mentation, presentations
and whitepaper that
would explain the subject
in detail.

Gain insight in the specifics of
the subject and the concepts re-
volving around it. Documenta-
tion sent by the organisation is
solid evidence.

TABLE 4.4: Data Colletion Methods



4.4. Data Analysis 31

4.4 Data Analysis

In this section, we discuss how the collected data is going to be analyzed. The
analysis was conducted in 5 steps. First, we went through and mapped key
events in the evolution of TSD, from when it was established to the research
platform it has become today. By doing this, we could identify challenges
that have been present in the development of TSD over the years.

Secondly, we collected data and identified the various activities and issues
related to building TSD. We carefully read through all the documents sent
by the TSD team. The documents covered topics from low-level technical
detail to higher-level details related to projects and risk assessments. Given
the nature of the documentation regarding a secure platform, we first iter-
ated through what would be appropriate to introduce in the thesis. We then
mapped pages relevant to the research questions.

Data collected through interviews are first recorded and later transcribed into
a document with all written statements verbatim. Transcribing interviews
is a time-consuming task; an hour of audio can take around eight hours to
transcribe but strengthens the integrity of the content by being true to what
has been said (Hove and Anda, 2005). We used the different sources of ev-
idence with each other; for instance, earlier interviews and documentation
were used to tailor the interview guides to fit each interviewee and the infor-
mation we had to obtain. For instance, we tailored each interview-guides to
fit the interviewees by using earlier interviews and documentation.

For the transcription, we used regular recording software to record and play
the audio from the interview. While listening through every interview sev-
eral times, we wrote down each word on a computer.

Data collection and key events are results of the dynamics between them. By
this, we mean that data collection did not only happen after going through
key events. The first step was a result of our first data collection, but in the
second step, we saw that TSD would fit the agile description in the way it
worked. It was supposed to be flexible, create applications and services con-
tinuously for research projects, and scale with a large user base. From the
data collection, we noticed that the agile architecture became central in TSD.
Following this, through interactions between gathered data and attained the-
ory, we had to establish a framework that focused on the central concept in
agile architecture.

Thirdly, we gradually created a framework for the fundamentals of agile ar-
chitecture. The data collected showed us that TSD is trying to be agile and
has had challenges related to agility. Not just agile in the form of software de-
velopment, but as a whole system. We used concepts from Bloomberg (2013)
with a focus on agile architecture in practice. Concepts such as processes,
services, and modularity are central in agile architectures that are supposed
to respond quickly to changes, dynamic, easily established, service-oriented,
and secure.
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Fourthly, we analyzed the data in light of agile architecture, using the frame-
work we built in chapter 3. By following the framework, we highlighted
findings that matched with the three topics presented. While the literature
from Bloomberg (2013) does focus on systems different from our study, we
managed to find connections between the TSD platform and concepts of the
framework. Besides, we presented the notion of security in empirical evi-
dence due to the importance of sensitive data in TSD. Using the empirical ev-
idence alongside the framework, we analyzed the research platform’s agility
and the implications the strict security has.

Finally, we discussed and theorized the findings in relation to the relevant
literature. We discussed agile architecture within a research platform such as
TSD, and how such an architecture could be established.

Activity Result
1. Key events and central events in
the development of TSD

Chapter 5 and Chapter 6

2. Collecting data and identifying the
various activities and issues related to
building TSD.

Chapter 6

3. Gradually creating a framework for
the fundamentals of an agile architec-
ture.

Chapter 3

4. Analysing the empirical data using
the theoretical framework.

Chapter 6

5. Discussing and theorizing findings
in relation to the literature.

Chapter 7

TABLE 4.5: Data analysis
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4.5 Ethical Consideration

This section will discuss the ethical aspect of collecting data through quali-
tative means such as interviews and documentations used in conducting the
case study.

Writing about TSD

Writing a study about TSD had few challenges when it came to collecting
data. The organization was excited that a student wanted to write a thesis
about their system. The willingness also came from our project in collabora-
tion with the organization.

Participation in Interviews

Obtaining information through interviews require actual interview partici-
pants. These participants need to know that they are safe in terms of the
interview contents and provide them information on what the project will
contain and its aim. Before conducting the interviews, the participants were
let known what kind of questions were to be asked and the thesis’s goal.
It is also important that the questions and topics presented in the interviews
are not violating the participant’s integrity. They should be on the point and
not out of line, meaning that the interviewer should not ask questions that
will discriminate against the organization, system, or the participant. One
has to distinguish between journalistic digging and a case study interview.

Post interview

At the end of each interview, participants are asked if they want to have a
final draft of the transcription. This helps build trust between the two par-
ties and assures the participant that the research paper will not contain any
misinformation or falsified testimonies.

Written Consent and Data Protection Service

To start with, each of the participants consented to the study per email. The
email threads of each participant contain a description of the project. Later
reflection on the topic of consent brought up the issue with clarification over
email. Moreover, letters of participation with project description and re-
quired field for signature should be sent to all participants that are not part
of the project between us and the organisation.
Data protection services, shortened "NSD" in Norwegian, is a national archive
for research data. In our case, we have to notify the NSD about our research
because the University of Oslo has an agreement with NSD. The thesis has
NSD acceptance by being a part of a project named "Digital University" and
not presenting sensitive data. The NSD form can be found in the appendix.
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Confidentiality and integrity of documentation

As there has been sent some documentation from the TSD group, they still
have to be updated on which documents we will use in the thesis. Besides,
the organization must be assured that no one will tamper with the informa-
tion within the documents.

Constructing Validity

Constructing validity is one of four tests introduced by Yin (2013) "to test the
quality of research designs, and involves identifying correct operational mea-
sures for the concept being studied". The measures used by the researcher
have to be related to the object in the study. In addition to multiple sources
of information, Construct validity can be tested by a chain of evidence or
having the draft case study reviewed by key informants. The three other
tests are Internal Validity, External Validity, and Reliability.

Internal Validity

Often used in exploratory case studies, Internal validity seeks to explain the
relationships and causes of the different variables in the study. There are
five analytical tactics for strengthening internal validity: Pattern matching,
explanation building, addressing rival explanations, and using logic models
(Yin, 2014).

External Validity

External validity involves taking the conclusions of a study, comparing them
to the outside context, and seeing how generalized the findings are (Yin,
2014). The use of research questions often strengthens it.

Reliability

To make the case study reliable, for example, if another researcher were to
conduct the same study, they should arrive at the same findings and conclu-
sion. The goal is to minimize errors and biases in a study (Yin, 2014).

The following chapter will present the empirical evidence gathered using the
methods presented in this chapter.
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Chapter 5

Case

In this chapter, we will present the case of TSD and the organizations revolv-
ing around it.

5.1 Background

5.1.1 University of Oslo

The University of Oslo, founded in 1811, is the first and oldest university
in Norway. As a pillar of research and higher education in Norway, the
University of Oslo hosts around 28000 students and 7000 employees. It is
divided in 8 faculties and has 10 ten research center, both specialized and
interdisciplinary (UiO, 2020). As of 2020, UiO is the only Norwegian uni-
versity listed as a top 200 institution on the times higher rankings. This is a
world renowned ranking that "[...] is based on 13 carefully calibrated perfor-
mance indicators that measure an institution’s performance across teaching,
research, knowledge transfer and international outlook."(Times, 2020). Mak-
ing research a big part of the values that UiO presents.

5.1.2 USIT

USIT, The University Center for Information Technology is a part of the Uni-
versity of Oslo. It works as the IT-department, and has three areas of com-
mitment: research, education and applied knowledge as presented under-
neath(USIT, 2018).

• Research: USIT provides services and resources in the form of soft-
ware, computational resources, storage services, access to data collec-
tions and advanced support for university research.

• Education: USIT provides services and solutions that contribute to the
development of teaching and learning quality, students’ digital literacy,
availability of services and best practice development in the education
business. USIT is an advisory expert group for the higher education
sector in cases relating to IT in learning.
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• Applied Sciences: USIT provides services and solutions that simplify
access to information, knowledge and data collections that the Univer-
sity has at its disposal, and supports development of the researchers’
presentations of important findings. USIT develops and provides tools
for the retrieval of cultural and natural history research data. In ad-
dition USIT is an important partner in the digitalization of museum
collections.
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5.2 TSD

Research has changed over the time, whether it be moving research data from
paper to computer systems or creating analytical tools that helps researchers
use data in a more efficient matter. In this digital shift/transformation, the
research groups belonging to the University of Oslo found a need for stor-
age and processing research data. An answer to this was USIT’s TSD. As
the University of Oslo describes it, TSD is a"platform for collecting, storing,
analyzing and sharing sensitive data in compliance with the Norwegian pri-
vacy regulation"(UiO, 2017). While mainly being developed and operated
by the University of Oslo, TSD is also a part of the national infrastructure for
handling and storage of scientific data, NorStore (UiO, 2017).

Information flow

Because a majority of the data used in TSD is sensitive, there are strict proto-
cols to how this information flows in the system. For instance, only adminis-
trators of projects are allowed to export data, while the rest of the participants
may import data to the TSD. All data that is going to be sent and processed
within the platform has to be encrypted, due to the nature of the sensitive
data.

Data Storing

Collection of data within TSD is done by using USITs own developed Nettskjema.
This software is unique to TSD and is the central component used for every-
thing revolving the collection of data. Nettskjema has a design that resembles
net forms, but can also be used with the Nettskjema API.

With the increasing focus on privacy and security, one has to use bankID
or MinID provided by the government, in some of the projects. These are
unique identificators given to all citizens. In addition, TSD introduces Digi-
tal Consent Forms, that through the GDPR regulations allows consenters to
view the data they have shared.

TSD events

USIT began developing the pilot for TSD during the years 2008-2011, but
found the non-elastic solution to contain numerous flaws. As they wanted
to have a solution that would meet the needs of an evolving userbase they
started to work on a new version of TSD. The development of the current
TSD project began in early 2010, but failed halfway. However, the project
got a new start in 2012 when the current director entered as a project man-
ager. The new version of TSD was launched in 2014 as a platform solution,
and is still under continuous development. In 2018 it was decided to begin
utilizing REST-api to better the architecture in a way that made the architec-
ture of the system more flexible. By undergoing this change they were able
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to offer the platform’s services more efficiently. Self-service and digital con-
sent were two important features that came in 2019 as more user oriented
services. The most recent change was the change from their current IAM
named Cerebrum to their own solution that would better accommodate the
various research groups in the platform, which we will present in the next
chapter. The following chapter also presents our empirical findings, through
the chose methodology of this thesis.
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Chapter 6

Findings

This study aims to explore the fundamental processes and services of the TSD
architecture. We will use empirical findings to present a timeline of how, why,
and when the TSD development group had to establish a new architecture to
support researchers’ processes.

First, the University Center of Information Technology began to see a de-
mand for a service in which researchers of the University could store and
process their research data. As scientific data can be private, and some even
contain sensitive personal information, they need to be kept safe. The first
pilot of TSD was developed from 2008-2011 but halted until Gard Thomassen
joined the organization and helped develop the system from 2011-2014, which
is still under continuous development today.

Researchers at the UiO and other public research institutions have used the
system, and TSD has passed a thousand projects by now. When USIT first
began developing the TSD platform, they did not foresee such a demand for
the services. The project was estimated to scale to roughly 50 projects and 500
users, and the user base exceeded this estimate. A growing user base leads
to a requirement and need for the system to scale with users and adapt to
the use of different research environments. In modern times of digital data,
researchers want to store and work on sensitive data, on safe facilities, which
TSD has solved by allowing users to execute research tasks on their servers,
providing a platform for many research environments. With a growing user
base of research partners, the platform also needs to develop flexible and
customizable services and features.

Through the findings chapter, this thesis will spotlight how the organization
builds and develops the system and how this impacts the system’s flexibility.
The main focus is to investigate how the platform manages to be agile within
a secure research environment. Using the literature of Bloomberg (2013), we
created a framework in chapter 3 that looks into three concepts that are im-
portant to investigate to discuss the agility of a system. According to the
framework, we will divide the empirical evidence into three parts based on
processes, loose coupling, and services.
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6.1 Processes at TSD

Following the concepts of the framework derived in chapter 3, we will need
to map some of the essential core processes for most researchers using TSD.
Prominent processes were described by the TSD director. We list these up in
table 6.1 and explain them underneath:

P1 and P2: Identifying and defining research projects and Applying for
resources

Researchers identify essential research projects but need help to clarify the
data collection process and an application for research funding from Forskn-
ingsrådet. Forskningsrådet is the research council of Norway and decides
whether a research project is eligible for funding or not.

The TSD group has a supporting role in defining the different research projects
and enabling data collection from their respective fields. UiO certifies TSD
as a mandatory platform for storing sensitive data and is recommended for
researchers as a safe facility to consider when doing research.

P3 and P4: Data collection and facilitating data collection

When using a research platform, researchers find the need to use tools to
collect data for their projects. Data collection is the process of collecting and
measuring data from research subjects in an academic manner.

"- [...] Research assistants that were included in the data gath-
ering, uploads the results in Nettskjema. [...] " - Neuroscience
Researcher

Data collection is a central activity in a research project that TSD supports by
providing researchers with digital tools. As we saw in the interviews earlier,
the researchers all began their work by collecting data and preparing them.

Facilitating the data collection is a necessary complement, as not all data can
be of the same type. Neither can they be collected in the same way. Different
research projects collect different data in their way, and this must be sup-
ported by allowing them to configure data collection tools or develop their
own.

P5: Importing data

Researchers might seek to work on data that they already have obtained on
their own devices and system. This was mentioned in the interviews with
the researchers:

"[...] Here we also have the first data reduction. Then the lighter
batch of data needs to be imported via TSD.[...]" - Genome re-
searcher
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"[...] I log on, zip the files and import them. [...] " - Economic
researcher

In these cases, TSD supported the import of data in different formats for re-
searchers. This is supported by making automatized solutions that enable
TSD to exchange information with other systems.

P6: Analysing and Processing

Data from research has to be worked on, whether it is by comparing them,
calculating, inspecting, reducing, or modeling. This falls under the process
of analyzing and requires support in the form of processing.

"[...]From there we use both self developed and TSD-developed
software to do the second data reduction. By data reduction we
mean analysing and processing the data we have: For instance,
Identifying and comparing dna and tumors. Or applying knowl-
edge in the database to the gathered data. [...]" - Genome re-
searcher.

"- An example of how we use TSD is: Magnetic Resonance (MR)
data is collected in a disc and inserted into a machine. The data
is uploaded and through a script, pushed into a database. [...]
Processing the data in colossus, get results, analyse and export.
Often using applications we develop ourselves." - Neuroscience
Researcher

If we look at the genome researcher and the neuroscientist cases, they might
not have been able to work on their data with their local resources. TSD pro-
vides the resources and infrastructure for these research groups to support
analyzing and processing data. Using these resources, the research groups
can also develop applications and services on their own.

P7 and P8: Security and Data Storage

When researchers work with sensitive data, there are strict regulations that
decide how these should be kept. Data that can be traced to individuals are
considered sensitive and should be kept only inside the research group and
visible only for authorized personnel. This requires that the platform offers
sufficient security and a place to store these data. TSD was created to satisfy
researchers’ need for a regulated, secure research platform for storing and
processing sensitive data.

P9: Publication of data

The publication of data is one of the last processes within research projects.
Researchers need to be able to show the results of their work. Depending
on the data, one needs to either encrypt the results or publish them as they
are. For sensitive data, this means that everything published needs to be
non-traceable.
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"[...] Lastly, we need to export data anonymously for further use."
- Genome researcher.

Researchers from the domain of bioinformatics tend to use the research plat-
form to analyze and process large chunks of data related to DNA sequences
and have to be done in a safe environment such as TSD to avoid sensitive
information to fall into the wrong hands.
Looking towards the field of economics, we presented how a less processing
heavy domain uses the platform. Bioinformatics and Economics are two dif-
ferent fields of study, but the researchers still had some similarities in how
they used the TSD platform. These three interviews are based on how re-
searchers from different fields use TSD and give us insight into what the
users expect of the platform. We see similarities for mainly analyzing, pro-
cessing, and securing data storing. Two of them also said that developing
services themselves, either by reusing other services or creating from scratch,
for using the research data was necessary.
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Processes Description
Identifying and defining research project Researchers want to define their own

projects, and decide what is happen-
ing within their projects. An example
can be the deciding the roles of differ-
ent members.

Applying for resources Being able to request more resources
or services. I.E more storage space,
processing power or tailored services.

Data collection Researchers need to be able to collect
data.

Facilitate data collection, including testing Collecting data in a manner that suits
the research projects. Facilitating data
collection so that researchers can col-
lect the data they want in the way
they want. Also being able to test this.

Importing data Importing data from own systems
and devices in a secure manner.

Analysing and Processing Working on data (files). Researchers
might lack the resources to be able
to work on them on their own local
facilities, so they need to be able to
do it on the platform. Requires that
the organization provides effective in-
frastructure that can handle analysing
and processing of data.

Security Data must be kept secure, especially
since most of the data is sensitive.

Data storage Providing a facility to store data. For
data in research, the data stored must
be kept secure.

Publication of data/ Representation Results of the research done in
projects have to be presentable. For
instance through exporting to docu-
ments or visualisation in applications.

TABLE 6.1: List of important processes in TSD



44 Chapter 6. Findings

From the interviews, we received information about the processes that are
present when establishing a project and configuring the data gathering tool.
These describe a researcher’s processes from establishing a project to using
services to working with data:

To begin with, researchers have to apply to USIT in order to create a research
project within the platform domain (P1). Project members will be sent cre-
dentials if they are not already registered in the systems. This used to be sent
manually through post, but now the process has been automated. A project
will have one project leader/manager, which will have extra privileges such
as exporting data.

From here they will be able to start configuring Nettskjema, the service used
for collecting data within TSD (P2). After configuring the service, the re-
searchers of the project can start gathering and importing data for the project
(P3).

"You create a project in TSD, you connect your Nettskjema to the
tsd project, then start collecting data. " - Head of web develop-
ment

After an interview with the vice director, we mapped some of the processes
that make up TSD.

The data imported to TSD through Nettskjema have to be stored securely
inside the system (P4). Authorized project members or project participants
are the ones who should be able to view the data. As a result of the emergence
of GDPR, the system needs to be able to share data related to participants that
participate in gathering data for the project.

Additionally the data stored are processed and used both in research or to de-
velop new applications on top of the services (P5). Through high processing
power, researchers can process heavy data which they can not on their own
computers. They can also use services that are developed by themselves or
the TSD team on top of the platform, to present, visualize or use the data in
the project.

P1 and P2 are formal processes that are mostly affected by the organisation,
while P3 to P5 are affected by both the organisation and technology.
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6.2 Services at TSD

To fully support researchers’ processes in TSD, the system needs to design
and develop services that focus on supporting the processes. The services
also need to be flexible in a manner that allows for change if the processes
change. Therefore we look into the composition of services, the processes
they support, and the methodology used when developing them.

In the previous section, the last interview with the vice director of the USITs
TSD team was presented. Here he presented the processes that TSD facili-
tates and also the core Services that support them. Presented in the table 6.2,
we see the services that support each of the processes.

Processes Services
Identifying and defining research project Self service : User and

project administration.
Granular access.

Facilitate data collection, including testing Creation of application by
re-using Nettskjema.

Importing data Using api or tsd.uio.no to
import data to your TSD
research project.

Data collection Applications. Nettskjema.
Analysing and Processing Heavy processing: MPI

(message passing inter-
face). GPU. Linux software
that can execute on VM.
Mat Lab. R. SAS.

Security Two factor authentication
login. Security by Design.
Updating security assess-
ment. ISO.

Data storage Local storage. Databases.
Publication of data/ Representation Encryption of data. Non

tracable data. Self made
applications by researchers
or tailored applications by
USIT.

TABLE 6.2: List of important processes and services that sup-
port them.

In the beginning, when someone became a user of the system, they would
receive credentials physically in the post. This was not a reliable nor secure
way to do this, and as such, the way they handled the process had to be in
line with the modern registration standards. Today, the nationwide service
minID is used to verify and log in users in TSD. Administrating the users and
projects have been automatized to the degree that everything is self-service,
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which means that through a user interface, one can handle internal changes
themselves.

"That is the whole design of nettskjema and tsd; self service. Ev-
erything we focus on is that people should be able to use this
themselves without getting help from anyone. Which also is a
difference from other research platforms. They always need sup-
port. "

Self-service has become an increasingly important concept within TSD, es-
pecially when configuring and developing own applications and services on
top of the available resources. Nettskjema is a service that promotes this no-
tion.

Nettskjema - The backbone to services in TSD

One of the most critical and vital processes a research platform like this has
is gathering data. It has to be done in a way that is secure, efficient, and
configurable. Nettskjema is the core component that collects data from re-
searchers and organizations. Several of the Interviewees have pointed out
that Nettskjema, the form that collects data and information, is one of the
essential components TSD has.

"Right now nettskjema is a very important service. In the begin-
ning it was a small bonus and now it is one of the most important
part of the TSD ecosystem. The collecting of data outside of the
web. It turns out that no one was able to do that in a way that we
do. Many researchers come to us just to be able to collect data in
a secure way and be able to watch them in TSD." - Head of Web
Development USIT

Nettskjema allows importing of data through a standard user interface or
through the use of its API. When it comes to developing applications for
collecting data, Nettskjema works as a backend. Testing environments for
testing the different "Nettskjema" are provided within the platform.

Not every user necessarily uses Nettskjema to gather data for their research
projects in TSD. Some of the interviewees from the last section imported their
already gathered data to their research project. This can be done through
the API provided in https://api.tsd.usit.no or through a user interface on
https://data.tsd.usit.no, shown in figures 6.2 and 6.3. The user interface re-
quires a two-factor authentication login, with the user’s regular password
and a one-time password.
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FIGURE 6.1: Import and Export UI

FIGURE 6.2: Login for data import

Security in the research Platform

As research platforms such as the subject in the study focus heavily on se-
curity, it becomes essential to mention the notion of security. Security can
bring more challenges to how the platform is designed and structured. It is
important for eInfrastructures to focus on sensitive data to have control over
its data and components.

In TSD, importing data is an easier task than exporting. There are different
reasons for this: importing has the issue of containment of malware, while
exporting requires knowledge of what kind of data is exported, who sees the
data, and assurance that the export is authorized. A solution in 2012 was to
limit the functionality of "copy and paste" for data supposed to be exported,
and the use of the functionality required two-factor authentication. Figure
6.3 depicts the use of two-factor authentication when logging into TSD.



48 Chapter 6. Findings

Sensitive data

"We almost only have sensitive data in TSD"

TSD as a platform is intended to treat, store, gather and share sensitive data.
In research these also include business secrets and privacy secrets. Per today,
2-3 petabyte of sensitive data is stored, making it one of the largest collections
of personal sensitive data in Norway. At the University of Oslo there is a doc-
ument called LSIS (Ledelsessystem for informasjonssikkerhet) that contains
definitions of data categories TSD uses:

Code Classification
Green Open Data
Yellow Limited Data

Red Confidential
Black Strictly Confidential

TABLE 6.3: Table of data categories used in TSD

Red and Black data are the two data categories of greatest importance in
TSD. Red data contains data that the University of Oslo is obliged to protect
by law, agreements, and regulations. Black data contains data such as red
type but requires even more protection as the consequences of tampering are
higher. Challenges they frequently meet when developing within the system
are related to these heavily regulated data types.

As much as security is the one of the most important concepts that TSD pro-
motes to the users, it can also become a challenge. A challenge in the form of
hindrance and complexity when developing new services that needs to be a
core theme of discussion.
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Data storage is a process closely related to the security of information within
TSD. Researchers data has to be kept in a safe environment, and TSD sup-
ports this by providing local storage at their facilities, protected by their se-
curity mechanisms and architecture. Much of the data stored are in related
to the import, collection and processing services of TSD.

"Never store data outside of TSD. The TSD handles security. "

For the analysing and processing of data, TSD offers heavy machinery in
their infrastructure with services that researchers can use. Examples here are
the services like their Dragen built to utilize their colossus machines. Dra-
gen is a node on Colossus with a programmable processor. This is used for
calculations in bioinformatics research, as we heard from one of the intervie-
wees earlier. Research groups can also develop their own solutions that uses
this processing power, such as the tools that the genome researchers have
developed for their own use.

To present the results of from the reseach projects, the system should first
handle encryption of data. This way it can not be traced to specific individ-
uals. Then it can be shared either through applications made by researchers,
or tailored applications developed by the TSD team.

FIGURE 6.3: Services TSD Supports

When developing services and components, the TSD group has emphasized
that the Service Oriented Architecture (SOA) methodology is their guiding
principle. The degree of service orientation can be seen in how the system is
designed to allow better communication between services and the system.
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6.3 A loosely coupled and modular system for TSD

"In the beginning it (TSD) was like an non-elastic cloud where we
tailored service packages. A windows machine, Linux machine
and software." - Director

FIGURE 6.4: TSD 1.0 Model

The description of TSD as a non-elastic platform following a confirmation
from the director, implied that USIT had developed the system as a mono-
lithic system. When the demand from users and interested research groups
surpassed what they had anticipated, the TSD group had to find a way to
scale the system. User needs could not be met if they had to develop each
single services that each user needed. There had to be a way for delivering
own services in a platform-like manner. In addition to scalability, the chal-
lenge of maintainability had to be met. These two challenges were the main
catalysts for the decision of shifting to a "platform-cloud like solution". One
of the developers explained some of the new requirements he met:

"There was a list [...] The first thing is that it should be two-way
authentication. There was to be strong separation between the
data. There was to be heavy processing power. There was to be
windows machines, linux machines. One should be able to store
data. Storing and processing had to be able to scale. We had a re-
quirement from the IT director to re-use existing monitoring, log-
ging, an own instance of user management – and with this anyone
in the world should be able to become a user. You as a researcher
should be able to collaborate with anyone as long as you are al-
lowed to. Of security concerns we had to make our own IDP, but
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we were to re-use UiO’s IDP in a separate instance. Other require-
ments. . . it should be cost efficient to manage/operate and con-
trol of the dataflow in/out – a user should not necessarily be able
to extract data just because they would be able to insert it (tech-
nically hard task). Later on researchers came with requirements
such as: easy to use (as it was not easy to use in the beginning),
self-service, data collection and more."

With a rapidly growing user base, TSD reached project number thousand
in January 2020. This increase of unique projects brought innovations and
complexity that would impact TSD. When TSD launched the new version
of the platform, it was supposed to be secure, scalable, maintainable, and
user friendly. Those criterias were met, even when challenges arose. The
new architecture was created by setting up API layers using REST based API
between the different components, shifting it towards a layered modular sys-
tem rather than isolated monoliths.

FIGURE 6.5: TSD layer overview

Figure 6.6 shows how their technologies are separated by dividing them into
layers. Looking at it from the bottom and upwards, the layers can be back-
end, middleware, and frontend. An example of their modular and loosely
coupled architecture is their SAPEIN architecture, which has to be secure in
addition to these two properties.
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SAPEIN - Secure API for eInfrastructures

For the access part of the system, USIT has been using Cerebrum as their
Identity and Access Management system (IAM). In this research platform,
the importance of people’s roles in projects is very high. Different roles need
to have their own set of allowed actions. When TSD offers new services and
features, the IAM has to be able to scale with it. Cerebrum is used by the rest
of the systems at the University of Oslo, and works well with integrating a
wide range of systems. However, Cerebrum could not offer the features that
were needed in TSD and contained many legacy technologies.

"UiO has a lot of disparate systems, which they need to integrate
in the Identity and Access management systems. TSD has fewer
ones."

Another thing Cerebrum lacked that was needed in TSD is the notion of
multi-tenancy. Adequately explained by the section leader, the case with
multi-tenancy in TSD is:

"Every research project is its own tenant all user objects and group
objects exist within these tenants and in TSD you can’t really bring
in those semantics later on. You need to address it from the ground
up. And that has been and awkward fit from the start. Trying to
layer this multi-tenant semantics on top of something that is actu-
ally designed for a single tenant, sort of one organization of user
accounts that belong to one organization. So, I mean the story is:
We’re growing fast, we need new features, we are capable our-
selves."

This resulted in the development of a new IAM for TSD, which also had to
be implemented at the same time Cerebrum was being phased out.
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"As long as you don’t create applications that store data, and you
have it in TSD, then it is solved by the architecture and you can
have agility around it. "

In facing the challenges of providing flexible, secure, and extensible data
transport and data management services, the TSD team at the University of
Oslo designed and developed SAPEIN. SAPEIN is a reference architecture
for implementing secure multi-tenant REST APIs for eInfrastructures, which
can also be seen as a solution for replacing Cerebrum. SAPEIN will provide:

• API semantics for offering multi-tenant services.

• A secure and modular architecture.

• Flexible model for implementing access control.

• A development framework for the implementation of application servers
and API clients.

"The architecture is designed to centralise authentication and au-
thorization in such a way that new application servers can reuse
existing resource access control mechanisms. The implementa-
tion philosophy is that application servers should be able to focus
on managing research data, while using access control services
provided by the API infrastructure. In this way, new application
servers add core data management functionality in a piecemeal
and independent fashion without having to reinvent access con-
trol mechanisms each time. At the same time, API clients can im-
plement higher level services by composing lower level API func-
tionality."

SAPEIN architectural components also show us what some of the core Heavy-
weight IT of TSD consists of:

• External- and Internal Proxy: (External) Responsible for the incoming
TCP traffic to from external networks, and routes the traffic to different
servers at HTTP level. Internal Proxy acts as a gateway to the API from
inside tenants.

• Data stores: Data Store A represents a central data store and Data store
B represents local data stores inside tenants.

• Main servers: Authnz server is for Authentication and authorization
servers, which is connected and has access to the Credentials and IAM
DB. App servers, have access to both central and local Data stores.

• External- and Internal brokers: Messages from the App server gets
queued in the internal broker, and can be configured to go through the
external broker.

• Tenants: Can also be seen as the different projects within TSD, where
researchers can access their data.
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FIGURE 6.6: Overview over components in the SAPEIN solu-
tion

Clients cannot authenticate against the API without ann API key, which they
will get after registering with the API. In SAPEIN, authentication requests are
requests for specific access tokens in OAuth2 style, making it simultaneously
authentication and authorization.

"SAPEIN, being an API architecture, also provides a foundation
for developing a rich ecosystem of clients which offer high level
research services, which can b implemented by composing API
functionalities."

Interoperability with other systems

A newer, more modern architecture using APIs also resulted in TSD being
able to better communicate with external actors and systems. Users of TSD
stem from the health sector and research environments outside of the Uni-
versity of Oslo.

"Bergen, Trondheim, HUNT and NTNU there is already a consen-
sus for communication through REST for moving data between
each other."

TSD already communicates with the extensive research environments men-
tioned above, and there are plans to make all these systems move data be-
tween each other.
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"Now we see that we deliver mobile application to the researchers,
and lately we took in a mobile app made by “Luftambulansen”.
When they made the application, they never considered if they
had a secure back-end to store their data before it sent to the hos-
pital. So then the hospital came to us and asked for us to host
this app from luftambulansen. We said yes. Because we also run
a mobile management system, so we have also distributed mo-
bile phones, tablets in the ambulances in oslo and ambulance he-
licopters. "

Using a particular instance as an example, we get to see how the services
provided by TSD can be used to develop applications for actors outside of
the research domain.

FIGURE 6.7: How applications can be built on existing services.

Figure 6.7 shows how one can develop applications using the services pro-
vided by TSD through the middleware. Among the middleware, we notice
IAM being mentioned in the figure, which again can be related to the SAPEIN
architecture. This helps strengthen the modularity and loose coupling of the
systems architecture.
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6.4 Summary

Summarizing this chapter, we presented the empirical evidence according
to the framework created by using the concepts from Bloomberg (2013). Ta-
ble 6.4 presents short summaries of the sections in this chapter. In the next
chapter we will discuss these findings in relation to the literature, in order to
answer the research question.
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Topic Summary
Processes Processes in TSD are mapped and discussed. Among

these are three processes that are frequently men-
tioned by interviewed users of TSD. Data analysis &
processing, securely storing data and developing ap-
plications.

Services Services in TSD are developed to support processes
and change. They are all developed with security
in focus, because research data have sensitive data
within them.

In addition to security, the platform focuses on self
service and re-use of services. Nettskjema is an exam-
ple of this: Users can configure their own "nettskjema"
as they want, and also develop applications using
nettskjema as a backend. SOA is used as the main
methodology when developing services in the plat-
form.

A loosely coupled and
modular system

TSD moved from a non-elastic cloud solution to a
modern, layered and modular architecture. By using
an API centered architecture they obtained loose cou-
pling between the components of the system.

The layering can be visualised by presenting the sys-
tem in layers, where a middleware in one layer dic-
tates the interactions between the technologies in the
other layers . This allows research groups to config-
ure and develop their own services by using already
existing functionality through boundary resources.

SAPEIN is one of TSDs solutions for creating an ef-
fective API architecture that promotes the notion of
loose coupling. It works as the middleware that han-
dles communication and security within the system.
This was a replacement of an IAM that was replaced,
due to the lack of modern technologies and increasing
complexity that brought more challenges.

TABLE 6.4: Summary of Findings
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Chapter 7

Discussion

This chapter discusses the literature and empirical findings in order to build
a foundation for answering the research questions. This study aims to un-
derstand what makes an architecture agile and how a platform architecture
can be agile within a research domain. In light of Bloomberg (2013)’s dis-
cussion regarding agile architecture, we identified a case that suits such an
investigation. This case will help us move towards an agile architecture for
research platforms. The topics that we will discuss in this chapter are related
to agility, architecture, loose coupling, services and processes. The research
question we present is:

• How can we establish an agile architecture for a research platform?

By analyzing the empirical evidence through our theoretical framework, we
saw that by strengthening the focus on processes and services, and creating
a modular architecture that enables flexible development, a system architec-
ture becomes more agile. The following two sections will discuss how these
can help in establishing agile architecture in a research platform.

7.1 Strengthening the focus on processes and ser-
vices.

Looking back at the research platforms mentioned in 2.2, we can see that re-
searchers need a system to accommodate the processes of analyzing-, storing-
and collecting of research data. In TSD, they uncovered that researchers also
want to import data collected from their facilities and share the results.

These processes are supported by the services provided by the system owner
and researchers of the system. TSD promotes the notion of self-service and
service reuse through its flexible services. Reusability supports service com-
position within a service-oriented system (Hock-koon and Oussalah, 2010),
which enables researchers to develop their own services by using existing
services. Their focus on reusing services to create applications can be related
to the SOA methodology (Feuerlicht and Lozina, 2007). This strengthens the
flexibility of services to support the different processes (Bloomberg, 2013)
of researchers in TSD. Loose coupling and weak interdependencies between
services in the system are among the concepts that allow this.
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Bloomberg (2013) mentions the need for processes to be flexible in agile ar-
chitecture. The desire for flexibility within a business process, or research
process in a research domain, raises the tension between flexibility and con-
trol. When working on research data categorized as sensitive data(European-
Commission, 2020b), there has to be strict control over how this kind of data
is handled. Because of laws and regulations regarding sensitive data, pro-
cesses focusing on sensitive research data require strict control. During the
establishment of a research platform, there has to be a business process man-
agement that discusses the degree of control and flexibility that goes into
each of the platform’s core processes.

The researchers’ activities may change over time or between research con-
texts, and a system that responds to change needs services that can sup-
port these changes. Bloomberg (2013) presented service-oriented architecture
(SOA) as an enabler of flexible services, and the empirical evidence points out
concepts from SOA, such as reuse of services and self-service, as factors for
flexible services. Middleware such as an ESB has been presented as a layer
to promote loosely coupled service interaction by Oracle (2020). Bloomberg
(2013) argues that ESB-based architectures often focus on integration rather
than the actual services when they are supposed to have a supporting role.
On the other hand, we can take from this the use of a layer that promotes the
loosely coupled interactions between services. To better understand the flex-
ibility of loosely coupled services, we need to discuss how the architecture of
TSD reinforces this.

7.2 Creating a modular architecture that enables
flexible development.

Initially, TSD was designed and worked as a non-elastic cloud solution, much
like isolated monoliths. With this solution, a growing user base and user
needs would create increasing complexity similar to the tightly coupled IT
Silos (Bygstad and Hanseth, 2015) and would restrict innovation and collabo-
ration in the TSD’s ecosystem. To be able to scale with the growing user base,
TSD shifted towards a new architecture. A platform-cloud-like solution, as
it would come to be termed, where the users would be able to develop their
own services by using platform resources and reusing existing services.

Figure 6.6 presents a model demonstrating how this layered and modular
platform architecture looks. The layering of the architecture is illustrated by
the way infrastructure, boundary resources, and services are separated from
each other. Using the technical definitions from Baldwin and Woodard (2008)
and Tiwana (2014), the infrastructure (consisting of Storage, HPC, VMware,
and Databases) of the system acts as a platform core, in which the core func-
tionality exists. On top of the infrastructure lies API layers that allow re-
searchers and other external users to use the platform functionality. This
acts as an interface to the platform core (Tiwana, 2014) and the boundary
resources (Ghazawneh and Henfridsson, 2013) of the platform. On the top
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layer, we see the complements of the platform in the form of services and
applications. These are either developed by the TSD team themselves or by
the users in utilizing the resources provided in the middle layer. A platform
architecture such as this promotes the notions of both modularity and inno-
vation in the form of service and app creation by the resourcing (Ghazawneh
and Henfridsson, 2013) of the functionality provided by the platform core.

Platform Layer TSD
Platform core Infrastructure and core

functionality of the TSD
system. These includes
Hardware for analytics
and processing, Databases,
Storage and VMware.

Boundary resources (Interfaces) IAM, middleware and in-
tegration architecture. The
interfaces that enable use
of functionality within the
infrastructure.

Complements Applications and services
developed by either the
TSD team or researchers
and users.

TABLE 7.1: Comparing TSD to the platform layers from Tiwana
(2014) and Baldwin and Woodard (2008)

In TSD’s platform solution, there is a specific focus on sensitive data that has
remained undiscussed in the existing platform literature. As TSD works with
data classified as Red and Black data, they are obliged to follow the regula-
tions regarding the sharing of sensitive data according to LSIS (from 6.2) and
the EU (European-Commission, 2020b). Ghazawneh and Henfridsson (2013)
discusses securing as the degree of control that the platform owner has of
the platform’s resources. It was found necessary to use Cerebrum, similarly
utilized at UiO, as a securing mechanism for resources in the platform. The
consequences of using Cerebrum as an IAM for TSD were that it was a sys-
tem filled with legacy technology and integrations to many of the univer-
sity’s systems. As a result of implementing Cerebrum, the pace of service
development within the TSD platform would slow down over time. Which
would result in a non-modular architecture with inflexible development.

However, a solution to this was implementing a new REST-based API archi-
tecture that would centralize the access and authorization so that application
servers can reuse existing access control mechanisms. The architecture, illus-
trated in figure 6.7, would replace Cerebrum and lessen the interdependence
between TSD and UiOs integrated system. It would also enable the develop-
ment of services at a higher pace than they have been able to before. The new
architecture also supported multi-tenancy in research projects, making it eas-
ier to operate on different projects separately. This solution has managed to
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meet the security requirements of distributing sensitive data in the platform
while making resources accessible through API.

As the new architecture made the system more scalable and TSD acquired
a more resource-efficient way to offer the platform functionality, we can say
that the system could respond quickly and efficiently to changes within its
environment. By this, we mean that they could design a flexible system to
respond to changes, strengthening the notion of business agility (Bloomberg,
2013). Using a platform foundation for their system, they managed to meet
their users’ needs in terms of continuous development of services and fea-
tures that would support their research processes. Furthermore, it served
to be scalable and changeable. The emphasis of a layered and modular API
architecture made the components of the system more loosely coupled and
easier to change and transform.

We see that the change to a platform foundation of the systems architecture
promotes the notion of business agility. In light of Bloomberg (2013), it would
mean that the system is transformed into an agile architecture. TSD as a plat-
form needs to develop and maintain services continuously, and to do that
they need to have an architecture that supports this pace of development.
Through continuous development and delivery, they continuously meet re-
searchers’ needs for services and features. By offering functionality through
interfaces such as APIs, they can let the researchers develop services them-
selves and reuse existing services to adapt to their research processes. This
also shows the flexibility of the services by adapting to the needs of research
projects within the TSD platform. To provide flexibility for both services and
processes in TSD, they had to develop a loosely coupled and modular archi-
tecture that would allow the use of core functionality in a secure way. By
secure, we mean the use of mechanisms that handle research data according
to the regulations of the EU and Norway.

Challenges affecting agility in research platforms

We explained how TSD was built as a research platform and had agile ar-
chitecture traits in relation to literature from Bloomberg (2013). These were
traits such as business process management that focused on user activities,
services, and flexibility to adapt to changes in the processes they support and
an architecture that can answer changes efficiently. For the latter part, we no-
ticed that the system’s architecture had to be changed a number of times be-
fore it became what we call a modular and loosely coupled architecture. We
can look at these as challenges that need to be addressed when establishing
an agile architecture.

If we look at the very first version of TSD, we can see that it was not de-
signed to scale with the increase of users and projects. A way to answer the
need for a desired future state of business processes and IT systems would
be through the use of Enterprise Architecture (EA) (Tamm et al., 2011). EA
works as a strategy to move from one state of the architecture to the desired
state. However, Bloomberg (2013) argues that in addition to EA not being a
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technical architectural representation, its goal to reach a desired state works
against the principles of agility. The reason being that having a desired end
state crashes with constant business change, the reason for business agility.
On the other hand, articles such as Perez-Castillo et al. (2019) mention EA
as a technology-driven and continuous-change process. Managing an EA to
set continuous change as the main principle might help map processes and
IT systems within one’s enterprise to be flexible in terms of change. An en-
terprise in this context being the organization developing and maintaining
TSD. A research platform context is referring to the organization providing
services to researchers.

In the last architectural changes of TSD, the platform implemented an IAM
that worked as the primary security link between users and the core function-
ality of the platform. The use of Cerebrum can be looked at as both a digital
option and digital debt. It was a digital option because it was used at the UiO
and was a working IAM that TSD could utilize. As the platform grew more
significant and more complex, Cerebrum could not offer the functionality
TSD needed and would hinder their scaling and growing platform. The case
study from Rolland, Mathiassen, and Rai (2018) discusses how digital debt
can become a hindrance in an organization’s development of a digital plat-
form, but also create new options on the other hand. As Cerebrum would be
a hindrance for further innovations within the platform’s ecosystem, the TSD
group sought to develop its own solution, SAPEIN, that fit the organization’s
architecture better. This was a digital option in terms of being an opportunity
to increase the organization’s value proposition of work processes (Rolland,
Mathiassen, and Rai, 2018). Digital debt, while being planted both willingly
and unwillingly by an organization, can hinder the growth of the platform.
Technically it can also introduce tight coupling and interdependencies (Rol-
land, Mathiassen, and Rai, 2018). In turn, this might affect the innovation and
speed of development of a platform, resulting in conflicts within the agility
of its architecture. Managing a platform’s digital options and debt in relation
to agility will have a role in how the system answers to future change.

7.3 The fundamentals of Agile Architecture in a
research setting

In light of Bloomberg (2013) and the empirical evidence, we saw that there
are characteristics of an agile architecture within a platform foundation and
challenges in research platforms that conflict with agility.

While tightly coupled monolith systems can provide high performance and
quality, the changes made to components in these systems affect the rest of
the system (Yoo, Henfridsson, and Lyytinen, 2010). Thus for a system that
promotes business agility, one will need a modular and layered system that
focuses on loose coupling between modules. The loose coupling that a mod-
ular system brings allows for more flexibility in terms of change of compo-
nents and scalability (Yoo, Henfridsson, and Lyytinen, 2010). A platform



64 Chapter 7. Discussion

architecture supports the layered (Tiwana, 2014) and modular (Baldwin and
Woodard, 2008) concepts mostly through their stable interfaces. The empir-
ical evidence shows that having an API focused architecture provides more
flexibility and less interdependence through making the components more
loosely coupled. Given this, a platform architecture could use APIs to decom-
pose their system into modules, providing an agile structure that responds to
changes. This also supports continuous development by resourcing the plat-
form functionalities through the use of API (Ghazawneh and Henfridsson,
2013).

From the case study, we learned that a research platform, such as the one in
the study, provides resources and services that allow researchers to work on
research data. Working on research data consists of analyzing and processing-
, collecting-, importing-, sharing-, and storing research data in a secure fa-
cility. Besides, the platform architecture allows innovation and collabora-
tion within its ecosystem (Tiwana, 2014). Platform literature such as Tiwana
(2014) focus on the concepts of multisidedness and network effects for the
growth of platform ecosystems. These commercial takes are not as presented
in the research domain, but the empirical evidence shows that a research
platform grows through the collaboration of both the platform owner and
researchers. A system where researchers can both use services for research
processes or develop their own, using resources provided through interfaces
promotes innovation(Ghazawneh and Henfridsson, 2013) and service orien-
tation. Table 7.1 shows a comparison between architectural platform charac-
teristics from platform literature and TSD. This comparison can be used as
an indicator of how research platforms are built.

A research platform benefits from the notion of agile architecture, as it can
help handling different research projects from various research fields. Re-
sponding to changes in the ecosystem is essential for a platform and includes
adapting to all the research groups using the research platform. Meaning that
a research platform should have flexibility regarding processes, services and
architecture in order to better serve users from different research fields. Also,
an agile architecture supports research projects that are supposed to be es-
tablished quickly, and those that will be developed over time.

Given the knowledge we have obtained, an agile architecture is a structure
that promotes efficient response to changes and continuous development of
services. Using the literature of Bloomberg (2013) and gathering empiri-
cal evidence, we found that a layered and modular architecture with loose
coupling between components enables efficient change within the system.
In addition, this type of architecture can also enforce security mechanisms
in a constantly changing environment that supports numerous of research
projects. However, research platforms that deal with sensitive data need to
meet the requirements given by laws and regulations. A cloud solution such
as Platform as a Service (PaaS) could be a minimum requirement in deliver-
ing a platform solution to researchers. Looking back at the privacy surround-
ing sensitive data in research, one needs to discuss whether a cloud solution
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is feasible. The empirical data mentioned an issue in terms of laws and reg-
ulations if data would be transferred and stored in regions such as the US.
A solution such as the TSD can be characterized as more of a hybrid cloud,
where having tighter control and security over applications while facilitat-
ing on-demand service development provides more flexibility than purely
private and public clouds(Zhang, Cheng, and Boutaba, 2010).
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7.4 Limitations

There were a few challenges along the way in this thesis. The scope and
objectives of the thesis changed during the period of writing, resulting in
several changes until we landed on a solid topic. After finding a topic to
focus on, we experienced limitations regarding knowledge.

Gap in literature

When starting this thesis, we found out that the literature is regarding ag-
ile system architecture and research platforms. Within the term "Agile," we
can see a gap in the literature, as the libraries contain mostly research on
agile software development studies, but few on the topic of agile architec-
ture. Through our contributions we tried to fill this gap by adding knowl-
edge with our research. The literature of Bloomberg (2013) is also more fo-
cused on a commercialized and consumer-oriented industry and discusses
organizations within the US. These do not meet the same legal obligations as
European organizations, which can make the literature seem less favourable
for a research platform in Europe. As a consequence of this, sources to lean
on when discussing agile architecture are scarce.

Limitations of Data collection

Regarding the research method, we were planning to obtain information in
documentation, interviews, and observations. While the two first methods
were realized, the last was not achieved.Yin (2008) argues that observations
will add new information, which, in this case, would be how the technology
itself works and gives outside observers a more visual presentation of the
subject in question. Observation is an activity one does on-site, an would
make us more involved in the project and the people, gaining more prac-
tical knowledge and trust. There were two main reasons for this: It was
planned for us to join observations of meetings, but this was only mentioned
in two interviews and not followed through. The TSD team was already
overloaded with work, so it would not sit right with us to keep asking for
observations. The second reason was that during the last part of the data
collection, COVID-19 grew rapidly and communication halted. At the same
time, the TSD team was working hard on creating services regarding COVID-
19 studies because of the global pandemic. .

Also, doing a case study on just the TSD platform, does not give us a general-
ized picture of agile architecture in research platforms. To increase validity of
the study, one should try to do a study of more than one platform. However,
TSD still is very relevant and a subject of study that we can learn a lot from.
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Chapter 8

Conclusion and further work

The case study research’s main goal was to investigate and understand how
a research platform can fit the notion of agile architecture. We drew inspira-
tion from the literature by Bloomberg (2013) when comparing the platform
architecture of the case study to the notion of agile architecture. Chapter 4
describes the research methods we used to conduct this research. The results
were presented in chapter 6 and discussed in chapter 7. In this chapter, we
conclude the research and present suggestions for future work.

The research question was, "How can we establish an agile architecture for a
research platform?". We drew parallels between the research platform TSD
and agile architecture and research platform literature to answer this.

In chapter 3, we created a theoretical framework used to analyze and present
our empirical evidence. Using this framework, we investigate how TSD fits
into the role of an agile architecture with flexible services that support re-
searchers’ processes. Firstly, we discussed the flexibility of the processes
of the researchers within TSD. There was a tighter control on processes re-
garding the security of sensitive data, such as import and sharing of data.
Secondly, processes are supported by services developed by the TSD group
themselves or by the researchers. Service reuse and self-service was a drive
for the service orientation within the platform. By allowing researchers to de-
velop their own services by reusing parts of existing services or combining
them, change within research processes was supported.

Thirdly, we saw the architecture of TSD as an enabler of process and ser-
vice flexibility. We identified TSD as a research platform in relation to digital
platform literature such as Baldwin and Woodard (2008) and Tiwana (2014).
The platform foundation presented itself as a modular and layered archi-
tecture, in which the components were less interdependent, and complexity
was reduced by using interfaces. It also made the system more flexible and
increased scalability, enabling the constant increase of research projects and
continuous development of services. Their use of an IAM named Cerebrum
became troublesome in terms of halting their growth due to legacy technol-
ogy and deep integrations. As a solution, they had to develop SAPEIN,
which is a secure and modular architecture. SAPEIN can be visualized as
working in the layer that provides resources to the researchers while also se-
curing them. It is a modular solution for the architecture, based on REST API,
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which moved them away from an integration-heavy system over to a more
autonomous and loosely coupled system.

TSD fits into the role of an agile architecture by having a structure that (1)
responds to changes within its ecosystem and (2) allows continuous devel-
opment of services that support processes of the researchers using TSD. An
API based layered and modular architecture lessens the interdependence be-
tween components in the system. A loosely coupled system like this is more
suited to constant changes than an integration-heavy and tightly coupled
system. By looking at the literature of Bloomberg (2013), this also promotes
business agility, which is a key to agile architecture.

Following the relation between TSD and agile architecture, we can begin to
explain how an agile research platform architecture should be established.
EA as a methodology is often used to map business processes and their rela-
tions to IT systems within an Enterprise. There have been discussions about
how EA can make an agile architecture because of the concept of having a
desired state. However, using EA to map the processes and systems within
a research platform with change in focus rather than a desired endpoint will
help make the system respond efficiently to change. It might also provide the
desired flexibility in processes that Bloomberg (2013) discusses.

Technically, a digital platform foundation provides agility to the architecture
with its layered and modular architecture. As security can be tightly con-
trolled due to laws and regulations surrounding the use of sensitive data, it
is important that the platform uses an acceptable IAM to secure resources.
In a platform architecture, the IAM exists in the platform core or works as a
layer that connects the core and boundary resources. An architectural model,
such as SAPEIN can be used to illustrate how the IAM of a research platform
can be both secure and modular. A modular architecture such as this en-
ables loose coupling between components and services within the platform.
Additionally, the loose coupling opens up for efficient response to changes
in system components. In relation to Bloomberg (2013), this also leads to a
composition-centric system with a focus on services, encouraging continu-
ous development and reuse of services. Furthermore, TSD was presented as
a cloud-like platform in the empirical evidence. Based on cloud computing
concepts, a PaaS solution would work in favor of research platforms where
researchers frequently develop and configure their own services.

In conclusion, when establishing an agile architecture for a research platform,
one will need a cloud-like platform solution, where the core is based on SOA
that emphasizes loose coupling—utilizing REST-based APIs to make com-
ponents within the system more autonomous. Given this, the services will
become flexible and support current processes for researchers and flexible
processes that can change over time.
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8.1 Future work

In the future, TSD should also explore the options of sharing data with other
research platforms while following the regulations deciding how sensitive
data can and are allowed to be shared. Collaboration between research plat-
forms can amplify the innovation of research services while at the same time,
increasing the tension between control and innovation. Also it would be ex-
citing to see what kind of challenges emerges from this.

USIT has also made plans to release a lightweight version of TSD, called
Forskningsplattformen, which is intended to have less focus on security and
more on innovation. This could be an interesting platform to investigate and
compare to TSD to discuss whether security regarding sensitive data halts
a platform’s agility. Also, research on digital platforms that are not in a re-
search domain can extend our knowledge of agile architecture. Due to the
lack of literature on the agile architecture of systems, research such as this
over to more generalized platforms can contribute to extending agile archi-
tecture literature. Especially in commercialized platforms, there is a greater
focus on meeting more comprehensive ranges of customers, which means
that services and the architecture that supports them need to be more flexible
than in research platforms.

TSD as a system, makes up for insightful case studies. Recently they have
been able to use the potential of their agile system to develop a Covid-19
study that has supported Oslo University Hospital in their mapping of the
virus spreading in Norway. Researchers could use this context to see how
TSD can be used to respond quickly to future pandemics or other crises.
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Lykke til med prosjektet!

Tlf. Personverntjenester: 55 58 21 17 (tast 1)

NSD Personvern 
17.04.2019 09F23

Kvittering på at meldeskjema med referansekode 823570 er innsendt og mottatt.
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