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Abstract

The worlds consumption of IPv4 addresses has exhausted the RIRs resource
pools of available IPv4 address space. By the end of 2015, every RIR, except
AFRINIC, had allocated all their blocks not reserved for IPv6 transitioning.
This has been anticipated since the late 1980s, and was one of the causes
of making its successor protocol, IPv6. New and existing networks needs
transition mechanisms to migrate away from IPv4, while at the same time
maintain IPv4 connectivity. One of these mechanisms is MAP, Mapping
of Address and Port, that makes it possible to have IPv4 connectivity to
and across an IPv6 network. We’ll look at how this mechanism affects
the user quality of service, and see if there are any noticeable difference in

performance using standard consumer CPE equipment.
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Introduction

We surround ourselves with more and more devices that relies on being connected to
each other, either directly or via the Internet. In 2005, around 19% of the world’s
population had access to Internet. By the end of 2015, almost 50% had access. Even in
LDCs' we see a massive increase of people using the Internet, going from 1% in 2005,
to almost 10% by the end of 2015 (1).

This expansion has led to the exhaustion of IPv4 addresses from the regional Inter-
net registries (RIR) resource pools of available IPv4 address space (2). On February
3rd, 2011, Internet Assigned Numbers Authority (IANA) allocated the last available
IPv4 pools to the RIRs (3)(4). By the end of 2015, every RIR except African Network
Information Centre (AFRINIC), had allocated all their blocks not reserved for IPv6
transitioning. This has been anticipated since the late 1980s, and was one of the causes
of making its successor protocol, IPv6. Containing 7.9 x 10?® times as many usable
addresses as IPv4, it has room for future expansion.

The Internet is facing a huge change. IPv6 has to be deployed with the ultimate goal
of not relying on IPv4 at all. Since these two protocols are not compatible with each
other, transition mechanisms have to be used so that IPv4 connectivity is maintained
while we migrate to IPv6.

This thesis will take a look at these mechanisms, with the focus being on MAP,
Mapping of Address and Port.

LA least developed country (LDC) is a country that, according to the United Nations, exhibits the
lowest indicators of socioeconomic development, with the lowest Human Development Index ratings of

all countries in the world.



1. INTRODUCTION

1.1 Motivation

My interest for IPv6 in general was the motivation for writing this thesis. The original
concept of the Internet was that each end-device should be able to communicate directly
with each other. Having too few addresses available with IPv4, combined with the rapid
growth of the Internet, concepts such as Network Address Translation (NAT) and Port
Address Translation (PAT) was introduced, which broke this fundamental goal of having
end-to-end connectivity. The introduction of IPv6 solves this, but brings along several

challenges that I find interesting.

1.2 Overview

This thesis will introduce the different IPv6 transition mechanisms in chapter 2. An
overview of what considerations needs to be taken in the transition to IPv6, which
challenges there are, and how to address them, will also be discussed. In chapter 3
we’ll look in detail on the chosen technologies. Thereafter, in chapter 4, we’ll look at
the implementation of our scenario, followed by test results in chapter 5. We make our

conclusion in chapter 6.



Scenario

IPv6 was introduced almost two decades ago in 1998 (5). When the RIRs entered the
last stage of IPv4 exhaustion in 2011, the worldwide deployment of IPv6 was below
0.5%. Even today, 5 years later, that number has only increased to about 5% (6).
There are many explanations as to why the deployment is slow (7)(8)(9). Previously it
was mostly due to technical challenges like vendor support, client support, etc. This is
no longer the case, and the biggest challenges (incentive, cost, competence, etc.) boils
down to the fact that IPv6 is not backwards compatible with IPv4. This means that an
IPv4-only node can’t communicate with an IPv6-only node, and the other way around.
Due to this, we cannot deploy IPv6-only in some places, without thinking about IPv4.
Even if clients get IPv6 connectivity, they still need some kind of IPv4 connectivity to
be able to communicate with non-IPv6 clients.

To get an overview of the different kind of deployment scenarios, we can take a
look at Figure 2.1. We have the single-stack IPv4 that most network operators have,
IPv6-over-IPv4, dual-stack, IPv4-over-IPv6, and single-stack IPv6. There are some
different flavors of these categories, e.g. that scenario a) might use CGN, and therefore
utilize shared address space (or private) in the provider network, hence only having
public IPv4 towards the Internet. However, the figure outlines the basic principle of
the different deployment methods, and the different transition mechanisms spans one
or more of these scenarios in some way.

In the following sections we’ll describe the different transition mechanisms and how

they work. At the end of the chapter we’ll look at some of the challenges.
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a) Single-stack, IPvj
Private IPv Public IPv Public IPv
Client 4 CPE 4 Provider 4 Internet
b) IPv6-over-IPv
Private IPv), Public IPvj Public IPv)
Client CPE Provider Internet
Tunneled IPv6 Tunneled IPv6 Native IPv6
¢) Dual-stack
Private IPv4 Public IPvj Public IPvy
Client CPE Provider Internet
Native IPv6 Native IPv6 Native IPv6
d) IPv4-over-IPv6
Private IPv4 Tunneled IPv4 Public IPvy
Client CPE Provider Internet
Native IPv6 Native IPv6 Native IPv6
e) Single-stack, IPv6
. Native IPv6 Native IPv6 . Native IPv6
Client e - CPE e ° Provider L Internet

Figure 2.1: TP deployment scenarios - A simple overview of the different IP deploy-

ment scenarios. All of the transition mechanisms falls into one or more of these scenarios.

2.1 Deployment of IPv6

Internet service providers (ISP) and network operators that have existed for a while
typically have IPv4 deployed everywhere in their network. Customers are assigned one
or more public IPv4 address, which is used to either connect devices directly to the
Internet, or as shared access where multiple devices share the same public IPv4 address.
The latter has prolonged the life of IPv4, and is achieved with the use of Network
Address and Port Translation (NAPT, commonly referred to as NAT, NAT44, PAT,

or NAT overload), where a set of private IPv4 address space shares one public IPv4
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address (10)(11)(12).

Some network operators have also implemented double NAPT — commonly referred
to as Carrier-grade NAT (CGN), large-scale NAT (LSN), or just NAT444) — utilizing
private address space together with shared address space (12)(13), even further prolong-
ing the life of IPv4. However, the use of CGN introduces different problems regarding
connectivity, geo-location, logging, among other things (14)(15)(16), even though it’s
proven to work fine for normal web browsing (17).

It’s also been suggested to reclassify some of the reserved IPv4 ranges, so that the
life of IPv4 can be prolonged (18). However, it wouldn’t help for long, and as such,
was never implemented.

The issues with NAPT, together with the fact that we are out of public IPv4 address
space, makes implementing IPv6 inevitable. Some of the early adopters of IPv6 did it
because they were out of RFC1918 address space for use internally in their data centers.
Facebook observed that IPv6 also performs better than IPv4; after they switched to
IPv6-only in their data centers a few years ago, they noticed about 15% increased
performance over IPv6 compared to IPv4 (19)(20), which interestingly enough seems
to contradicts other observations (21)(22)(23)(24).

The long term goal is therefore one single protocol, IPv6, but for the short term
we need to rely on IPv4, and therein lies the challenge; how can existing network
operators and ISPs scale their networks? And even more importantly; how can new

network operators and ISPs build new networks, having scarce IPv4 resources?

2.1.1 Dual-stack

The ideal deployment is to use dual-stack, where IPv4 and IPv6 are deployed side-by-
side, and all the routers and devices in the network gets both IPv4 and IPv6 connectiv-
ity. This is the best from both worlds; you get native IPv4 and IPv6 connectivity. Most,
if not all, devices support this, and it’s the least complex solution configuration-wise.
When IPv4 becomes obsolete at some point, you could remove it, without affecting
IPv6 connectivity.

However, since there are no more IPv4 address space available, deploying dual-stack
implies that you either have enough IPv4 addresses available that you own, or plan to
buy IPv4 address space. The latter has created a somewhat grey marked where network

operators sells off some of their IPv4 allocations that they don’t use. The Norwegian
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ISP Altibox recently took advantage of such a situation, and paid about £600.000
for 150.000 IPv4 addresses that the UK Government didn’t need (25). Back in 2011,
Microsoft paid $7.5 million USD for 666.624 IPv4 addresses formerly owned by Nortel
(26).

Deploying dual-stack is therefore not a scalable solution for most network operators,
and especially not for startup networks; applying for IPv4 resources at the European
RIR, Réseaux IP Européens Network Coordination Centre (RIPE NCC), as a new
local Internet registry (LIR), you're only given one /22 of IPv4 address space (27). In
a dual-stacked environment that would mean at most 1024 customers, which doesn’t

scale really well.

2.1.2 Transition mechanisms

The need for some kind of transition mechanisms therefore emerged, making it possible
to deploy IPv6, while at the same time maintain IPv4 connectivity. In existing net-
works, the goal of the transition mechanisms is mainly to assist the transition to IPv6,
while for new networks it’s to give IPv4 connectivity over an IPv6-only network (since,
for new networks, it makes sense to deploy it as IPv6-only, and then add “legacy” sup-
port in the form of IPv4 on top of that). Some of the transition mechanisms also help
in utilizing the IPv4 address space, since by offloading more and more traffic to IPv6,
more devices can share a single public IPv4 address.

There are several transition mechanisms, and over the years, the number has in-
creased. Many of them are iterations of old mechanisms and/or incorporates more
than one of the previous mechanisms. Figure 2.2 shows most of them, and how they
are related to each other.

Historically, tunnel brokers have been the way people got IPv6 access where dual-
stack was not available. This involved manually configured tunnels to a nearby point
of presence (PoP) that had native IPv6 connectivity. There are several tunnel brokers
that are still operational today, where Hurricane Electric and SixXS are the largest
and well-known of them (29). They have PoPs all over the world, and due to the slow
rollout of IPv6, they are still popular to this day. SixXS even experiences that ISPs
redirects their paying customers to the SixXS service if they ask for IPv6 (30).
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Configured tunnels

MAP-DHCP
MAP | .
MAP=DEPLOYMENT
w
Y divi dIVi-pd MAP-T \
NAT64 Ll \
/ <
XLAT464 / . MAP-E
4 SAM [oad e T
/ ) / P N
NAT-PT / Public 4over6 » / P 4rd-(H,U)
P AN / > 4
I /’/ N\ // e
NAT464 DS-lite /' Lightweight 4over6 N/ e
\. ~ '\\ A
Stess o2 2R
Stateless DS-lite A+P
6to4 (RFC3056) 6rd (RFC5969)
4 4
e /‘
RFC1933 Automatic tunnels /,/ 6over4 ISATAP =~

Tunnel brokers /

i Teredo
\

\
\

BGP tunnels

6PE 6VPE

Figure 2.2: Transition mechanisms - Overview of most of the transition mechanisms

available, and how they relate to each other (28).

Nejc Skoberne et al. in (16) did a thorough job at classifying the different transition

mechanisms with the focus being on IPv4 address sharing. They divided them into

classes, based on five dimensions;

1.

5.

Location of the IP address sharing function (CPE or Provider).

. State storage in the gateway (per flow, per allocation or stateless).

Traversal method through the access network (routing, tunneling, translation).
Level of IPv6 requirement (required, partly required, not required).

IPv4 address and port allocation policy (static or dynamic).

Based on this, they looked at how the mechanism tradeoffs could be identified using

the transition methods available. It boils down to five choices;

1.

Address+Port or CGN: A4+P gives end-to-end connectivity and scalability, and
is cost-reducing for the ISPs, but is not widely available on CPEs. CGN is a
well-known technology that is mature, and doesn’t require specific functionality

on the CPEs.
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2. Stateful or stateless: Stateful methods gives flexible IP addressing, efficient IPv4
sharing, and supports scattered address-space. Stateless makes CPE-to-CPE
communication possible without traversing large parts of the network (to reach
the provider gateway), gives easy load-balance and high-availability since no state-
synchronization is needed, and doesn’t need expensive equipment to keep track

of states.

3. Tunneling or double translation: Tunneling is a mature and widespread method
and keeps the IPv4 packets intact. Double translation is not prone to the routing
loops and MTU issues that tunnels are, and also requires less processing in the

path between CPE and gateway.

4. IPv6 required or IPv6 not required: IPv6 required means one less protocol to
configure in the network, which is easier to administer. With IPv6 not required,

it’s easier to deploy on existing networks (since IPv6 doesn’t need to be deployed).

5. Static port/address allocation or dynamic port/address allocation: Static alloca-
tions makes it possible for many customers to share one single public IPv4 address,
while at the same time maintain easy and efficient logging of which customer uses
what port. Dynamic allocation allows for even more customers to share one sin-
gle public IPv4 address, and is also considered more secure (since the ports are

random, and not static).

We'll take a quick look of the transition mechanisms below, where we have put them

into three generic categories.

2.1.2.1 Single translation

In single translation methods, there is only one translation done; either at the CPE, or

somewhere in the operator’s network.

e NAT64 + DINS64 in combination provides a way to facilitate IPv6 in a single-
stack environment, but at the same time maintain connectivity to IPv4 devices.
DNS64 works by synthesizing AAAA records when only A records are returned.
It embeds the address of an IPv6/IPv4 translator (a NAT64 server) together
with the original A record. There are no translations before the NAT64 server,

which means native IPv6 single-stack all the way out to the clients. The solution
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only works when the application supports the use of IPv6, and DNS is used to
resolve the remote address. In cases where IPv4 are statically used, or where the
application has no knowledge of IPv6, it does not work. It also breaks DNSSEC.
NAT64 is defined in RFC6146 (31), while DNS64 is defined in RFC6147 (32).

2.1.2.2 Double translation

The difference with double translation methods, compared to single translation meth-
ods, is the need for an extra translation device as part of the operator’s network. This

means translation finds place at the CPE, and somewhere in the operator’s network.

¢ 464XLAT is similar to NAT64 in the sense that clients only receive an IPv6
address. All devices need a software, CLAT, which is a customer-side translator,
hence it’s not really intended for residential or business networks behind CPEs —
the primary usage is for mobile networks on devices like cellphones, tablets, etc.
If IPv4 connectivity is needed, the CLAT provides a private IPv4 address with
a default gateway, which will be translated to IPv6, and then back to IPv4 in
the provider network. It solves the issue with NAT64+DNS64 where applications
without IPv6-awareness doesn’t work. Defined in RFC6877 (33).

e MAP-T is a stateless mechanism. CPEs are assigned a public IPv4 address
and a set of ports, which it uses to do NAPT44. The CPE then uses stateless
NAT46 to translate into a IPv6 packet and sends it to the border relay (BR)
which does stateless NAT64, and forwards it. Since the IPv4- and port-mappings
is algorithmically, the BR knows where to send returning packets without keeping

any states. Defined in RFC7599 (34).

2.1.2.3 Encapsulation

In encapsulation methods, the network traffic is encapsulated either over IPv4 or IPv6.
The traffic passes through at least two devices; encapsulator and decapsulator. The
overhead is larger in encapsulation methods, but keeps the original IP packet intact

(increasing support for security measures, QoS, etc.).

e 4in6 is plain IPv4-in-IPv6 using statically configured tunnels. It provides a way
to give IPv4 connectivity over IPv6 only networks. This can be combined with
NAT44 or NAT444. Defined in RFC2473 (35).



2. SCENARIO

« DS-Lite was conceived prior to MAP. It consists of IPv4-over-IPv6 tunnels be-
tween the CPE (known as Basic Bridging Broadband Element, or B4), and a
massive, stateful tunnel concentrator known as Address-Family Transition Router
(AFTR). The B4 router encapsulates IPv4 packets, which is decapsulated at the
AFTR. The CPE does not do NAT44, hence DS-lite is a NAT44 solution (i.e.
only single NAT, which is done by the AFTR). The solution is stateful, and also
requires CPE-to-CPE traffic to traverse the AFTR. Defined in RFC6333 (36).

e Lightweight 4over6 functions similar to DS-lite, but moves the NAT from the
AFTR down to the CPEs, making the AFTR state go from a per-flow basis, to
a per-subscriber basis. It does not solve the issue of CPE-to-CPE connections.

Defined in RFC7596 (37).

e MAP-E is a stateless alternative to CGN and DS-lite. CPEs are assigned a
public IPv4 address and a set of ports, which it uses to do NAPT44. The CPE
then encapsulates the packet into an IPv6 packet, and sends it to the BR which
decapsulates it and forwards it as-is (since it already has the public IPv4 address
as the source, done by the CPE). Since the IPv4- and port-mappings is algo-
rithmically, the BR knows where to send returning packets without keeping any

states. Defined in RFC7597 (38).

e 4rd, or IPv4 residual deployment, is similar to MAP. It solves some of the issues,
but is different implementation-wise compared to MAP-E and MAP-T. It’s still
in the experimental track, defined in RFC7600 (39). Free, a French ISP, has been
testing 4rd in smaller deployments on their FTTH subscribers since December

2015 (40).

There are several mechanisms to provide IPv6 connectivity over IPv4-only networks.
These are not considered in this thesis, but they are mentioned as they have been
deployed for many years to provide IPv6 connectivity around the globe, and hence,

participated in the transition to IPv6.

e 6in4 is plain IPv6-in-IPv4 using statically configured tunnels. It provides a way
to give IPv6 connectivity over IPv4 only networks. This is the method usually
used by tunnel brokers. Defined in RFC2893 (41), which obsoletes RFC2893 and
RFC1933.
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e 6over4 is similar to 6in4 in which it utilizes proto-41, but differs in the way that
there is no need to statically configure tunnels, and that it utilizes IPv4 multicast.

Defined in RFC2529 (42).

e ISATAP is similar to 6over4, but does not rely on IPv4 multicast. Defined in
RFC5214 (43).

e 6to4 assigns a block of IPv6 space to all public IPv4 addresses, and needs to
be configured on the device. It also utilizes proto-41, but there is no need to
statically configure tunnels. It’s been prone to misconfiguration, so an advisory

explaining the different caveats has been made (44). Defined in RFC3056 (45).

e Teredo builds on the same principle that 6to4 does, but does not rely on de-
vices or networks having public IPv4 addresses. It can traverse NAT. Defined in

RFC4380 (46).

e 6rd, or IPv6 rapid deployment, is derived from 6to4, and its difference is mainly
that the relays are placed internally in the operators network, and can only be
used by the users of that network (i.e. same administrative entity). It is the most
deployed IPv6-over-IPv4 solution amongst ISPs (47). The first major implemen-
tation happened in 2007, where Free, a French ISP, deployed it in their entire
network in just five weeks. At the time, they had over 4 million subscribers.

(48)(49).

2.2 Challenges

We acknowledge that there are many aspects to take into consideration when transi-
tioning to IPv6, and that the choice of what transitioning mechanism to choose will
vary between network operators based on their current network setup. With this in
mind, we want to look at the mechanism that we find most suited for new network
operators with limited IPv4 resources, and where a IPv6-only core- and distribution
network is the basis for operation. We’ll look at how to deploy this mechanism, what
limitations it has, and how the experience for the end-users are regarding usability (i.e.
what works/doesn’t work), throughput and latency. We also want to utilize commodity

hardware, especially regarding the CPE.
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In the next chapter, we’ll look more closely into the technologies we’ve chosen to

address these challenges with.
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Technologies

According to the classifications outlined in the previous chapter, we find that MAP-T

is the best suitable transition mechanism for several reasons;

1. It utilizes A4+P, rather than CGN.

2. It’s stateless, which is more fault-tolerant, and doesn’t require expensive equip-

ment to do states.

3. It’s double translation, meaning that we avoid tunneling, and also reduce the

processing of packets in the network path from the CPE to the gateway.

4. Tt relies only on IPv6, making it possible to have an IPv6-only distribution- and
core network, which, in turn, makes it easy to un-deploy it whenever IPv4 becomes

obsolete.

5. It utilizes static port allocation, meaning that end-users can actually host ser-
vices at home (e.g. SSH). Since the port allocation is centralized (via DHCPv6-
options), the operator can dynamically change the number of devices sharing one
public IPv4 address without doing changes in their network (other than on the
DHCPv6 server and the BR), making it possible to put more and more devices
behind one public IPv4 address as the need for IPv4 connectivity is reduced (thus

making it possible to expand without the need for more IPv4 address space).

Marius Georgescu et al. in (50) has also looked at the security of the different
transition mechanisms, and based on this, we find that MAP-T is as secure as the

alternatives. Static port allocation could be a security issue, but MAP-T implements

13



3. TECHNOLOGIES

port allocation offsets that makes guessing the port-ranges for specific end-users harder.
We'll look more at this in the next section.

Guo-liang Han et al. in (51) suggests a more scalable IPv4 sharing solution than
MAP, where a hybrid between A4+P and CGN is considered. This allows for more
devices sharing a single IPv4 address. We believe that it’s only needed for extremely
large providers that has large amounts of users, where the number of users that can
share one public IPv4 address matters. In our case, we still find MAP-T to be a
better suited mechanism, and is also a simpler mechanism that doesn’t rely on states
or complexity on the CPEs.

Roberta Maglione et al. in (52) also gives several examples of scenarios where
MAP-T is beneficial over MAP-E.

The only downside with MAP-T, that we could find, is an issue with path MTU
Discovery. Since MAP-T does NAT64, any [Pv4-originated ICMP-independent Path
MTU Discovery, as specified in RFC4821 (53), ceases to be entirely reliable. This is
because the DF=1/MF=1 (defined in RFC4821) results in DF=0/MF=1 after a double
NAT64 translation. As long as there is a consistent MTU within the MAP domain,
this shouldn’t really have any particular impact for end-users.

In the following sections we’ll look at how MAP works, how the CEs can be pro-
visioned, and what network equipment we’ll use, before closing of with the different

software being used.

3.1 MAP

Mapping of Address and Port, or MAP, is not a new concept. It has been described
in many mechanisms before, primarily in IPv6-over-IPv4 mechanisms. This includes,
but is not limited to, 6over4, 6to4, ISATAP and 6rd. In common, they all facilitate
automatic provisioning of an IPv6 address for a host, or a prefix for a site. They also
provide ways to determine the IPv4 endpoint of a tunnel, given the IPv6 destination
address. With MAP, the tables have turned compared to the earlier implementations,
since we now want to facilitate IPv4 connectivity in IPv6-only environments.

MAP utilizes a mapping algorithm for port indexing and IPv4 to/from IPv6 address

conversion. It’s a stateless mechanism, which gives us scalability and good redundancy.
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The CPE uses stateful port-restricted NAT44, but it’s still considered a stateless mech-
anism since there is no need for state synchronization or central state keeping. It then
uses stateless NAT64 translation or stateless encapsulation to carry the IPv4 informa-
tion over an IPv6-only network.

MAP has evolved from NAT64 and IVI, and undergone several drafts in the Soft-
wires Working Group of Internet Engineering Task Force, IETF (54). MAP has two
operating modes; translation and encapsulation. The Working Group had several dis-
cussions whether to make one or two tracks. It was decided by throwing a coin, and the
result was two tracks (55). MAP-E had 13 drafts, and MAP-T had 8, until they became
RFC7597 and RFC7599 respectively in July, 2015. Currently, MAP (both MAP-E and
MAP-T) does not support multicast over IPv4. The Softwires Working Group is work-
ing on how to solve this challenge (56). This is outside the scope of this thesis as we
find IPv4 multicast to be of little importance to end-users (with the exception of IPTV
in triple-play settings, but then the network operator can facilitate their IPTV services

over IPv6 multicast).

3.1.1 Terminology

A MAP network contains Customer Edge (CE, or CPE) and Border Relay (BR) routers,
as illustrated in Figure 3.1. It also contains a set of parameters and rules, which define
how MAP should operate. These parameters can be configured manually via the CLI
(usually done on the BRs), or automatically using protocols such as DHCP (usually
on the CE nodes). MAP supports both mesh and hub-and-spoke topologies, meaning
that CEs can send traffic destined to another CE directly, without going through the
BRs.

__ e

IPv6 Internet r

\

~<

IPvB-only Network
(MAP domain)

MAP BR

Figure 3.1: MAP illustration - Simple overview of a MAP network.
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A MAP domain consists of one or more CE devices and BRs utilizing the same
MAP ruleset. A network may be comprised of several MAP domains, even within

the same administrative entity.

One or more MAP rules defines the forwarding behavior for a MAP domain, and

the mapping between an IPv4 address or prefix, and the IPv6 address.

A MAP rule set or Mapping Rule Table (MRT) is made up of one or more MAP
rules, and effectively serves as the routing table for the BR and CE to make

forwarding decisions..

MAP Border Relay (BR) is a MAP-enabled router that is managed by the network
operator, and defines the edge of the MAP domain. The BR has at least one IPv6-
enabled interface, and an IPv4-enabled interface with a native IPv4 address. In

the context of MAP, we usually refer to it as “BR”.

MAP Customer Edge (CE) is a MAP enabled router placed with the customer.
The CE has one IPv6-only interface towards the network, and one or more LAN
interfaces facing the customer devices. In the context of MAP, we usually refer

to it as “CE” or “CPE”.

A port set defines what part of the transport-layer port space a CE utilizes. Each

CE has its own separate part of ports.
The Port Set ID (PSID) algorithmically defines the port set assigned to a CE.
A shared IPv/ address is an IPv4 address shared among multiple CEs.

The end-user IPv6 prefiz is the prefix assigned to the CE by other means than
MAP, and is unique for each CE. The prefix assignment can be done with static
configuration, DHCPv6 Prefix Delegation (57), or Stateless Address Autoconfig-
uration; SLAAC (58).

The MAP IPv6 address is used to reach the MAP function of a CE from other
CEs and BRs.

Rule IPv6 prefiz is assigned by a network operator for a mapping rule, and defines

the prefix that the CEs are a part of.
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e Rule IPv/ prefix is assigned by a network operator for a mapping rule, and defines

the prefix of IPv4 addresses that the CEs will share.

o The Embedded Address (EA) bits identifies an IPv4 prefix or address (or part of)
and a PSID.

3.1.2 MAP-E

Since MAP-T shares most of the inner workings of MAP-E, we’ll look at how MAP-E
works, and then follow up with explaining what MAP-T does different.

MAP-E utilizes existing building blocks. It uses the existing Network Address
and Port Translator, NAPT (10), on the CE, with additional support for restricting
the transport-protocol ports, ICMP identifiers and fragment identifiers to the assigned
port set. When crafting outbound packets, the NAPT is restricted to use ports within
the CEs assigned port range. In turn, the packets are encapsulated using the mode
specified in RFC2473 (35).

For full IPv4 addresses, or 1:1 mapping, the restrictions of the transport-protocol
ports do not take place. This means that you could utilize MAP as a way of doing “dual-
stack” with a IPv6-only distribution- and core network, yielding the same functionality
of dual-stack (i.e. all 65536 ports available to the users). When the time comes when
the operator has no more IPv4 address space, they can activate IPv4 address sharing
without changing the setup on their distribution- and core networks, making MAP a

really scalable and future-proof transition mechanism.

3.1.3 Mapping algorithm

One or more mapping rules define the forwarding behavior of a MAP domain. Every
MAP node must be provisioned with a Basic Mapping Rule (BMR). It’s used by the
node to configure the IPv4 address or prefix. A node can also have one or more of the
optional Forwarding Mapping Rule (FMR). Several mapping rules can be specified to
allow for multiple IPv4 subnets to exist within the same MAP domain, and to optimize
forwarding between them (without the need to go through the BR). The BMR and

FMR have the same parameters;

o Rule IPv6 prefix (including prefix length)
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o Rule IPv4 prefix (including prefix length)

o Rule EA-bit length (in bits)

MAP nodes finds their BMR by doing a longest match between end-user IPv6 prefix
and the rule IPv6 prefix in the MRT. The rule is then used to assign it’s IPv4 address
or prefix. From the end-user IPv6 prefix, the node forms its MAP IPv6 address that
is assigned to one of its interfaces. The node uses this address to terminate all MAP
traffic being sent or received.

For each FMR, a port-restricted IPv4 route is installed. A default route is also
added, which is for all destinations outside the MAP domain. The FMRs allow direct
communication between MAP CEs. This is known as mesh mode. In a hub-and-spoke

mode there are no FMRs, and all traffic is forwarded to the BRs.

3.1.3.1 Basic Mapping Rule (BMR)

The Basic Mapping Rule (BMR) is mandatory. It consists of the aforementioned pa-
rameters; IPv6 prefix, IPv4 prefix, EA-bit length. The CE can have multiple BMRs,
but there can only be one BMR per end-user IPv6 prefix. All CEs within the same (ag-
gregated) rule IPv6 prefix must use the same BMR. The structure of the IPv6 address

format is shown in Figure 3.2.

n bits o bits s bits 128 —n — 0 — s bits

rule IPv6 prefix EA bits | subnet ID interface ID

< end-user IPv6 Prefix —

Figure 3.2: MAP IPv6 Address Format - Shows the structure of the complete MAP
IPv6 address.

The EA bit field, which is unique for each rule IPv6 prefix, encodes the CE-specific
IPv4 address and port set. It contains a full or partial IPv4 address, and if doing
address sharing, a PSID is also included. If the EA bit field length is set to 0, it signals
that all relevant IPv4 addressing information is passed directly in the BMR (and thus,
it’s not derived from the EA bit field in the end-user IPv6 prefix).

If the subnet identifier is > 0, the MAP IPv6 address is created by concatenating the

end-user IPv6 prefix with the subnet identifier and the interface identifier as per Figure
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3.3. The first subnet is to be used, so all the s bits is set to zero. If the subnet identifier

is 0 bits long, only the end-user IPv6 prefix and interface identifier is concatenated.

128 —n — o — s bits
16 bits 32 bits 16 bits

0 IPv4 address PSID

Figure 3.3: MAP IPv6 Interface Identifier - Shows the interface identifier format of
a MAP node.

If we use an IPv4 prefix, the IPv4 address field has to be right-padded with zeros,
up to a total of 32 bits. As for the PSID field, we left-pad that with zeros, and if we
use an IPv4 prefix or complete IPv4 address, we set all 16 bits to zero. Technically
it’s possible to use end-user IPv6 prefix lengths longer than 64, but that would e.g.
break SLAAC, and is therefore not recommended. In such a case, the largest prefix
supported is 112 (64 + 48, since 48 is the largest size of the EA bit field), but that
leaves out embedding the IPv4 address and PSID in the IPv6 address. If those are
to be embedded, the largest prefix supported is 80 (64 4+ 16), and the most significant
parts of the interface identifier are overwritten by the prefix.

If we define that o = the length of the EA bit field as given by the MBR, p = the
length of the IPv4 suffix contained in the EA bit field, and r = the length of the IPv4
prefix as given by the BMR. The length of r can be zero, and if so, the complete IPv4
address or prefix is encoded in the EA bits (in which case o > 32). However, if only a
part of the IPv4 address or prefix is encoded in the EA bits, the rule IPv4 prefix has to
be provisioned by other means (DHCPv6 option, TR-69, manually configured, etc). In
such cases, to create the complete IPv4 address or prefix, the IPv4 address suffix (p)
from the EA bits is concatenated with the rule IPv4 prefix (7).

The EA bit field is offset equal to the length of the BMR rule IPv6 prefix, and the
length of the EA bit field (o) is given by the BMR, and 0 < o < 48. If 0 = 48, the
complete IPv4 address and port is embedded in the end-user IPv6 prefix, and if o = 0,
no part of the IPv4 address or port is embedded in the address.

To illustrate, if o + r < 32, then an IPv4 prefix is assigned, and PSID is not set,
as shown in Figure 3.4 a). If o + r = 32, then a full IPv4 address is assigned (with no
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PSID set). The IPv4 address is created by concatenating the rule IPv4 prefix and the
EA bits. This is also shown in Figure 3.4 a).

r bits o bits = p bits
a)
rule IPv4 IPv4 address suffix
r bits p bits q bits
b)
rule IPv4 IPv4 address suffix Port Set ID

Figure 3.4: MAP EA-bits - Shows the two different versions of EA bits, where a) is
when o + r < 32 and b) when o + r > 32.

If o+7r > 32, then a shared IPv4 address is to be assigned, where p = (32 —17). The
remainder of the bits defines the PSID, (¢ = 0o —p). We can see this in Figure 3.4 b). r
can be 32, where no part of the IPV4 address is embedded in the EA bits, resulting in
a mapping with no dependency between the IPv4 address and the IPv6 address. o can
also be 0, where no EA bits are embedded in the end-user IPv6 prefix, and as such, the
PSID has to be provisioned otherwise. An overview of the EA bits and port mapping

is seen in Figure 3.5.

End-user IPv6 Prefix (n+o)

N
0 n bits o bits s bits 128-n-0-s bits 128
Rule IPv6 prefix EA bits Subnet ID Interface |D
) AN
p bits k bits
r bits =32-r a bits =0-p mbits =16-a-k
Rule IPv4 prefix EA bits + Offset bits PSID j
0 32 0 6 10 16
IPv4 suffix
\ J AN J
Ve 4
IPv4 address Port

Figure 3.5: MAP parameter overview - Shows an overview of the MAP parameters.
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3.1.3.2 Forward Mapping Rule (FMR)

The Forwarding Mapping Rule (FMR) is optional, and is used for forwarding. It is
used in mesh mode to facilitate direct CE-to-CE connectivity. A BMR can also be a
FMR. Each FMR results in an entry in the MTR for the rule IPv4 prefix. A MAP node
can, given a destination IPv4 address and port, use the matching FMR to calculate
the end-user IPv6 address, and as such, send a packet directly to the CE without going
through the BRs. In a hub-and-spoke mode there are no FMRs, and all the traffic has
to go through the BRs.

3.1.3.3 Destinations outside the MAP-E domain

All IPv4 traffic between MAP nodes in the same MAP domain is encapsulated in IPv6.
The senders MAP TPv6 address is the source IPv6 address, and the receiving MAP
nodes MAP TPv6 address is the IPv6 destination address. Traffic destined for an IPv4
address outside the MAP domain is also encapsulated, but the IPv6 destination address
is set to the IPv6 address of the MAP BR (which can be an anycasted IPv6 address
for redundancy). The BR decapsulates the received packet, and forwards it. If the
IPv4 destination is within the MAP domain (but no FMRs are defined), the packet is

treated as if it came from the “outside”, hence encapsulated according to the MRT.

3.1.4 Port-mapping algorithm

The port-mapping algorithm used in MAP, Generalized Modulus Algorithm (GMA),
allows for IPv4 address sharing by assigning a specific port set to each CE that are non-
overlapping with other CEs sharing the same IPv4 address. The algorithm is defined
such that the port set is derivable from the PSID embedded in the end-user IPv6 prefix,
and reversible so that given the port number, the PSID can be calculated. It allows
for a broad range of address-sharing ratios, where subsets of the port numbering space

can be excluded (which e.g. allows us to exclude the system ports 0 — 1023).

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

A>0 PSID J

a bits k bits m bits

Figure 3.6: Port-Restricted Port Field; PSID - Shows the structure of the PSID.
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Figure 3.6 shows the structure of the PSID.

a bits are the number of offset bits. It’s set to 6 by default, as this excludes the
system ports (0 —1023). The offset has to be the same for every MAP CE sharing

the same IPv4 address, so that non-overlapping ports are guaranteed.

e A selects the range of the port number, and if a > 0, A has to be > 0. Selecting
a smaller value for a excludes a larger initial port range. The interval between

port ranges is given by 9(16=a)

e k bits is the length in bits of the PSID field. The length of k£ has to be the
same for every MAP CE sharing the same IPv4 address, so that non-overlapping

ports are guaranteed. The sharing ratio is given by 2¥, and the total number of

assigned ports to the CE is given by 2(16=k) _ g9m

o Different PSID values are guaranteed non-overlapping port sets due to the re-

strictions on a and k.
e m bits defines the number of contiguous ports, and is given by 2.
o j defines a specific port within a particular range by concatenation of A and the

PSID.

To summarize, we can now calculate the properties of a MAP domain as follows;

o The total number of consumed IPv4 addresses is defined by 2(32-7).

e The maximum number of CEs that can use the same BMR is defined by 2°.
e The number of CEs that share on a single IPv4 address is defined by 2F.

o The number of ports per range (x) for a given CE is defined by = = 2™.

o The number of ranges (y) for a given CE is defined by y = 2% — 1.

o The total number of ports (z) for a given CE is defined by z = = x y.

« The upper port (v) that is reserved is defined by 2(16=%) — 1, where all the ports
reserved V' € [0, v].

o The low-port (P, ) of port range number Y (where Y < y) is defined by Py, =
2(16=a) » ¥ The high-port (Prign) of the same range Y is defined by Ppign =
2(16=a) 5 Y 4 2 — 1.
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3.1.5 MAP-T

MAP-T shares most of the building blocks of MAP-E. Where MAP-E uses encapsula-
tion and decapsulation to carry the IPv4 packet between the CEs and BRs, MAP-T
uses a stateless NAT64 function which is extended to allow stateless mapping of the
IPv4 address and ports to IPv6 (59)(60). Ergo, the main difference between MAP-E
and MAP-T boils down to encapsulation/decapsulation vs. double translation. In an
encapsulation situation, the extra overhead is typically 40 bytes, while in a translation
situation, the extra overhead is only 20 bytes. In either case, extra care has to be

given when deploying MAP, such as to ensure that no fragmentation occurs within the
boundary of the MAP domain.

3.1.5.1 Default Mapping Rule (DMR)

MAP-T introduces a third rule, in addition to the BMR and FMR, called Default Map-
ping Rule (DMR). It is used for destinations outside the MAP domain. Destinations
outside the MAP domain is represented using an IPv4-embedded IPv6 address using
the IPv6 prefix configured at the BR. This method is defined in RFC6052 (61). The
CE will use the DMR to populate its routing table with a default IPv4 route.

When the CE sends packets to IPv4 destinations outside the MAP domain, the
source address will be the CEs MAP IPv6 address, and the destination will be the
IPv4-embedded IPv6 address. The BR announces the whole DMR prefix, and hence,
all destinations will end up at the BR, which will translate and forward the packet.

The IPv6 prefix used as DMR will by default be 64 bits long, as defined in RFC6052
(61). It can be longer, but must not exceed 96 bits. Any trailing bits after the IPv4

address is set to 0x0.

3.1.5.2 Destinations outside the MAP-T Domain

Destinations outside the MAP-T domain utilizes the DMR defined in the previous

section.

3.1.6 DHCPv6

For a node to function in a MAP domain, it needs to be provisioned with the appropriate

rules and parameters, as discussed in the previous sections. On the BR this is usually
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done manually via the CLI, but that would be time-consuming to do on the CEs.
Since it’s normal to delegate the end-user IPv6 prefix by the means of DHCPv6 Prefix
Delegation as defined in RFC3633 (57), we find it natural to use DHCPv6 to provision
the CEs with the MAP parameters. This also gives us the extra benefit that the
provisioned MAP parameters follows the lifetime of the delegated IPv6 prefix, making
it possible to easily change the MAP parameters on-the-fly (e.g. to increase the sharing
ratio of an IPv4 address).

The DHCPv6 options relating to MAP-E and MAP-T is defined in RFC7598 (62).
We see that both MAP-E and MAP-T uses the OPTION__S46_ RULE option to define
BMRs and FMRs, and the OPTION__S46_ PORTPARAMS option to specify parame-
ters for the port mapping algorithm. The CEs also needs a way to communicate outside
the MAP domain, which for MAP-E means the IPv6 address for the BR, defined in op-
tion OPTION__S46_ BR. For MAP-T this means the DMR, which is defined in option
OPTION_S46__DMR.

3.1.6.1 S46 Rule Option

The S46 Rule Option (OPTION_S46 RULE) is used to convey BMRs and FMRs, and
is used by both MAP-E and MAP-T. The format of the rule is shown in Figure 3.7,

and the fields are defined as follows;

e option-code, 16 bits, defines the DHCPv6 option code 89, OPTION__S46_RULE.

e option-length, 16 bits, defines the length of the entire option expressed in octets,
excluding the option-code and option-length fields, but including the length of all
encapsulated options.

e flags, 8 bits, defines the flags applicable to the rules contained in the option. The
structure is illustrated in Figure 3.8, where the first 7 bits are reserved for future
usage, while the last bit, the F-flag, defines whether or not the rule is to be used
for forwarding (FMR). If the bit is set to 1, the FMR is to be used, if it’s set to
0, the rule is treated only as a BMR.

o ca-len, 8 bits, defines the length of the Embedded Address (EA) bit length, and

allowed values range from 0 to 48.

o prefiz4-len, 8 bits, defines the prefix length of the rule IPv4 prefix specified in the
ipvd-prefix field. Allowed values range from 0 to 32.
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o ipu4-prefix, 32 bits, defines the IPv4 prefix.

o prefiz6-len, 8 bits, defines the prefix length of the rule IPv6 prefix specified in the
ipv6-prefix field. Allowed values range from 0 to 128.

e ipub-prefix, variable bits, defines the IPv6 domain prefix..

e S46 RULE-options, variable bits, that may contain zero or more options that
specifies additional parameters. Currently the only option is the S46 Port Pa-
rameters Option (OPTION__S46_ PORTPARAMS) defined in a later section.

0O 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

OPTION_S46_RULE (89) option-length
flags ea-len prefix4-len ipv4-prefix
ipv4-prefix (continued) prefix6-len

ipv6-prefix (variable length)

S46_ RULE-options (variable length)

Figure 3.7: DHCPv6 S46 Rule Option - DHCPv6 option 89 is used to convey BMRs
and FMRs to the MAP node.

Reserved F

Figure 3.8: DHCPv6 S46 Rule Flags field - The S46 Rule Flags field, which currently
defines whether or not the rule is to be used as a FMR or just a BMR.

3.1.6.2 S46 BR Option

The S46 BR option is used to define the IPv6 address of the BR in a MAP-E domain,
where BR redundancy can be achieved by using an anycast IPv6 address. The format

for this option is illustrated in Figure 3.9, where the fields are defined as follows;
e option-code, 16 bits, defines the DHCPv6 option code 90, OPTION__S46_ BR.

o option-length, 16 bits, defines the length of the entire option expressed in octets,
excluding the option-code and option-length fields. Since the br-ipv6-address field
has a fixed length of 16 octets (128 bits), the value of this field is always 16.
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e br-ipvb-address, 128 bits, defines the IPv6 address of the BR in a MAP-E domain.

0O 1 2 3 4 5 6 7 & 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

OPTION_S46_BR (90) option-length

br-ipv6-address

Figure 3.9: DHCPv6 S46 BR Option - DHCPv6 option 90 is used to convey the IPv6
address for the BR in a MAP-E domain.

3.1.6.3 S46 DMR Option

The S46 DMR option is used to define the values of the DMR used in MAP-T domains.
The format is defined in Figure 3.10, where the fields are defined as follows;

e option-code, 16 bits, defines the DHCPv6 option code 91, OPTION__S46_ DMR.

e option-length, 16 bits, defines the length of the entire option expressed in octets,
excluding the option-code and option-length fields. The value is 1 + the length
of the dmr-ipv6-prefix (in octets).

o dmr-prefiz6-len, 8 bits, defines the bitmask length of the IPV6 prefix specified in
the dmr-ipv6-prefix field. Allowed values range from 0 to 128.

o dmr-ipv6-prefix, variable bits, defines the IPv6 prefix for the BR in the MAP-T

domain.

0O 1 2 3 4 5 6 7 & 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

OPTION_S46_DMR (91) option-length

dmr-prefix6-len dmr-ipv6-prefix (variable length)

Figure 3.10: DHCPv6 S46 DMR Option - DHCPv6 option 91 is used to convey the
IPv6 prefix for the BR in a MAP-T domain.

3.1.6.4 S46 Port Parameters Option

The S46 Port Parameters Option is used to define the optional port parameters used

by the mapping algorithm of MAP when IPv4 address sharing takes place, and uses
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some of the same parameters previously discussed and shown in Figure 3.6. The option
is contained within an OPTION__S46_RULE option, and the format of the option is
defined in Figure 3.11, and the fields are defined as follows;

e option-code, 16 bits, defines the DHCPv6 option code 93,
OPTION__S46_ PORTPARAMS.

e option-length, 16 bits, defines the length of the entire option expressed in octets,
excluding the option-code and option-length fields. Since all the fields are fixed,
the value of this field is always 4.

e offset, 8 bits, defines the PSID offset. Allowed values range from 0 to 15. The
default value for this field in a MAP-E/MAP-T context is 6.

o PSID-len, 8 bits, defines the number of significant bits in the PSID field (defined
as k in the port mapping algorithm section). Allowed values range from 0 to 15,

and if set to 0, the PSID field is ignored.
e PSID, 16 bits, defines the PSID to be used in the MAP domain. The first &k bits

contains the PSID value, while the remaining 16 — k bits are zero-padded on the

right.
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
OPTION_S46_ PORTPARAMS (93) option-length
offset PSID-len PSID

Figure 3.11: DHCPv6 S46 Port Parameters Option - DHCPv6 option 93 is used
to convey the PSID of a MAP domain.

3.1.6.5 S46 MAP-E Container Option

The S46 MAP-E Container option specifies an DHCPv6 option that allows sending
all of the relevant options and rules for a MAP-E domain as one single DHCPv6
option (rather than several). This is useful, especially when having multiple MAP
domains. The current supported encapsulated options are OPTION__S46_RULE and
OPTION__S46_BR. There must be at least one of each encapsulated within the option.
The format is illustrated in Figure 3.12, and the fields are defined as follows;

e option-code, 16 bits, defines the DHCPv6 option code 94,
OPTION_S46_CONT_MAPE.
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e option-length, 16 bits, defines the length of the encapsulated options expressed in

octets.

e encapsulated-options, variable bits, defines the encapsulated options.

0O 1 2 3 4 5 6 7 & 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

OPTION_S46_CONT_MAPE (94) option-length

encapsulated-options (variable length)

Figure 3.12: DHCPv6 S46 M AP-E Container Option - DHCPv6 option 94 is used

to convey multiple S46 options within one option for a MAP-E domain.

3.1.6.6 S46 MAP-T Container Option

The S46 MAP-T Container Option specifies an DHCPv6 option that allows sending
all of the relevant options and rules for a MAP-T domain as one single DHCPv6 op-
tion (rather than several). This is useful, especially when having multiple MAP do-
mains. The current supported encapsulated options are OPTION__S46_RULE and
OPTION__S46_ DMR. There must be at least one of the first, and exactly one one of
the latter. The format is illustrated in Figure 3.13, and the fields are defined as follows;

e option-code, 16 bits, defines the DHCPv6 option code 95,
OPTION_S46_ CONT_MAPT.

e option-length, 16 bits, defines the length of the encapsulated options expressed in

octets.

o encapsulated-options, variable bits, defines the encapsulated options.

0O 1 2 3 4 5 6 7 & 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

OPTION_S46_CONT_MAPT (95) option-length

encapsulated-options (variable length)

Figure 3.13: DHCPv6 S46 MAP-T Container Option - DHCPv6 option 95 is used
to convey multiple S46 options within one option for a MAP-T domain.
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3.2 Network

To test our chosen IPv6 transition mechanism, we need a network. At minimum, this
needs to consist of one CPE, one distribution switch, and one Border Relay router.
We also need Internet access in the form of both native IPv4 and IPv6. Acquiring the

Internet access is beyond the scope of this thesis.

3.2.1 Distribution switch

To connect each CPE to the core network, we need one or more distribution switches.
The requirements for what features these switches need will vary between network
operators depending on how they build their networks.

To follow the principles of IPv6 regarding route summarizations, we find it prefer-
able that having the L3 interfaces as close to the CPEs as possible. As a minimum for
our MAP tests, it should support IPv6 unicast routing, DHCPv6 relaying and DHCPv6-
PD. It should also have full-duplex gigabit interfaces to facilitate measurements above
100Mbps.

We chose to use a Cisco ME3400 layer 3 gigabit switch (ME-3400EG-12CS-M) as
it was easily available for us to test with. It has a total of 16 full-duplex gigabit ports,
where 12 of them are combo RJ-45 / SFP ports, while 4 of them are SFP-only. It is
pictured in Figure 3.14.

Figure 3.14: Cisco ME-3400EG-12CS - The distribution switch used in our tests.

3.2.2 BR router

We need a BR that supports MAP-T. There seems to be few vendors that has good
MAP support in general, but even fewer with MAP-T support. We know the OS made
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by IPInfusion supposedly have support (63)(64), but we found no routers running this
OS that were suitable as a BR. Looking at open-source alternatives, we find OpenWrt,
but it only has the CE part implemented. The CERNET MAP implementation is
a three year old proof of concept based on the Softwire-drafts (65), rather than the
standard released in 2015. We looked at tiny-map-e, but it only supports MAP-E (66).
We also looked into commercial software, specifically Cisco’s IOS-XRv, with support
for both MAP-E and MAP-T. However, the free version of the software is rate-limited
to 2Mbps (67), and is therefore unsuitable for our tests.

Eventually we concluded on using Cisco’s CSR1000v (68), which is a x86 based
virtual router that can be run in KVM, which were suitable for our setup. It’s not
free, but there are 60 days’ evaluation licenses that are rate-limited to 2.5Gbps, which

is more than enough for our use case.

3.2.2.1 Vyatta

We also considered Vyatta, specifically the kernel patches written by Masakazu Asama
(69). We found the solution to be more of a proof of concept, rather than something
you’d put into production. It consists of several kernel-patches to a Vyatta release
more than two years old. In addition, Vyatta is not an open-source product anymore
(it was acquired by Brocade in 2012), and therefore future updates and kernel patches
are not possible. We wanted to do our tests with solutions that is possible to deploy in
production networks. Looking into VyOS, the fork of Vyatta before it became closed-
source, it doesn’t look like it has any MAP support, and the kernel patches for Vyatta
are not applicable on the VyOS fork.

3.2.2.2 VPP

The open-source Vector Packet Processing (VPP) platform was announced by the Linux
Foundation as a joint project, FD.io [Fido|, on 11th of February 2016 (70). VPP
has been in development since 2002, and was donated to the project by Cisco. It’s
production ready code running in current shipping products all over the globe, and runs
on multiple architectures including x86 and Arm, on both x86 servers and embedded
devices. The benefits of VPP is high performance, proven technology, modularity,
flexibility, and rich feature set. It has support for both MAP-E and MAP-T (71).
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Unfortunately, the project came to our attention too late to be considered in this
thesis, but we find the project really interesting, and would be suited as BR on com-

modity servers (which is usually cheaper than proprietary routers).

3.2.3 CPE

The CPE is what the network operator will place at the premises of the end-users they
provide Internet connectivity for. Usually there is a difference between CPEs placed at
industrial premises compared to residential premises. In our case we want a CPE for
residential use in a Fiber-to-the-Home (FTTH) context where the fiber is installed in
the resident, and the CPE is connected via fiber.

There are primarily two methods to utilize the fiber; active (Active Optical Network,
AON) or passive (Passive Optical Network, PON). The difference between these, and
pros/cons for the two solutions, are outside the scope of this thesis, however, since AON
is simpler in the way that it doesn’t require special hardware, and the fact that each
CPE has a 1:1 connection to the active equipment (i.e. the distribution switch), we’re
looking for a CPE that can be used in AON environments.

CPEs can be divided into two generic categories; those where the fiber can connect
directly into the CPE (no need for a media converter), and those where the fiber has to
be terminated in a separate media converter, and then connected to the CPE. This also
varies between network operators, and there are several pros/cons to consider. Since
there are more CPEs without a direct fiber connection, than there is with, we have
chosen to go for CPEs that only have RJ-45 interfaces.

Since most CPEs don’t support MAP natively (neither MAP-E or MAP-T), we
have to find a CPE that we can load alternative software on (or one that already runs
some kind of *nix! that we can compile on or use custom software).

We’d also like to have support for the latest 802.11ac wireless, with at least Wave
1, but Wave 2 preferable. The CPE should support IPv6-only management, VLAN (so
that we can separate the management and client networks, and also provide L2 bridge
for IPTV if preferable). With this in mind, we can compile a list of requirements for

our CPE;

! A Unix-like (sometimes referred to as UN*X or *nix) operating system is one that behaves in a

manner similar to a Unix system.
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o At least 1x Gigabit Ethernet WAN port
o At least 4x Gigabit Ethernet LAN port
e 802.11AC wireless

e IPv6-only management

e VLAN-support

e MAP-E and MAP-T support

Turns out that this was no feasible task, and at first, it seemed as if we were in a
“pick two out of three” scenario (or rather, “pick one out of three”). Support for MAP
somewhat implies IPv6-only management, but as we stated before, there are not many
CPEs out there with MAP support out-of-the-box. The 802.11ac requirement really
narrowed it down (even without looking at MAP support).

By looking at just the MAP support (without looking at other criteria), we came

up with the following alternatives (in random order);

1. SEIL, a NetBSD-based x86 series of CPEs developed by Internet Initiative Japan
[ILJ] (72)(73).

2. OpenWrt supported router (74).

3. *nix based router that could run CERNET MAP, an open source CPE imple-
mentation of MAP-E/MAP-T (65).

4. Vyatta supported router (69).

We found references to vendors with MAP support (63)(64), like Linksys!, FNSC
and Yamaha, but we couldn’t find any products with official support for it.

Looking at the alternatives above, we don’t really find alternative 3 and 4 suitable.
They both rely on an x86 enabled CPE, which there aren’t many of with wireless
support, and especially 802.11ac. We could leave out the 802.11lac requirement (or
wireless in general), and go for a router with only wired connections. But since we want
a CPE to be placed in residential homes, we find that good wireless support should
be part of it. There’s also the case of making sure the wireless network gets working

IPv6 — we know there are some network operators that only provide cabled Internet

"We know there are Linksys routers that supports OpenWrt, but we found no CPEs with native
MAP support.
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access, and leaves the decision of wireless networks to the end-user (i.e. they have to
supply their own wireless network). Usually that results in the end-user purchasing
a wireless router, hooks it up, and ends up with double NAPT and no IPv6 on the

wireless network.

Alternative 1 looks promising, but it doesn’t look like they have a CPE with
802.11ac support. It also seems that they are very Japan-specific, e.g. since they
don’t seem to have any English documentation (75). This leaves us with alternative 2,

an OpenWrt supported router.

Looking at the OpenWrt websites (76), we find that there are numerous routers
that supports OpenWrt. By narrowing it down to 802.11ac enabled with 4 or more
gigabit ports, we are left with about 30 routers. Among these, there are different
levels of support, and especially regarding the wireless network performance. After a
lot of research, reading forums up and down, we concluded that the TP-Link Archer
C7 AC1750 would suit us the best (77). It has 1x GE WAN, 4x GE LAN, 802.11ac
Wave 1, and very good support for OpenWrt (78). It’s pictured in Figure 3.15.

Figure 3.15: TP-Link Archer C7 AC1750 - The CPE used in our tests.

After acquiring the Archer C7, it came to our attention that OpenWrt has made
an effort in making a list of recommended hardware (79), so that one doesn’t have to

read forums up and down to figure out what routers have good support.
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3.2.3.1 WiTi

There is a CPE that came to our attention at a later date after acquiring the Archer C7,
namely the WiTi board from mqgmaker (80). It’s an open and powerful router platform
built to support OpenWrt. It was funded through Indiegogo, and they’ve released the
source codes, schematics and documentation, making it a completely open platform.
It meets all of our requirements by having 2x GE WAN, 4x GE LAN, 802.11ac,
and support for OpenWrt. It also has USB3.0 and SATA-ports, the latter making it
possible to attach hard drives to it, and as such, it could operate as a NAS, while at

the same time be a really good CPE.

Unfortunately, it came to our attention too late to be reviewed in this thesis.

3.2.3.2 Media converter

Since we chose a CPE without fiber connectivity, we also need a media converter. We
want one that is 1Gbps capable, bidi-support (that is, RX/TX is sent using separate
wavelengths), and most importantly we want it to have a fiber tray. The latter is
important, since the fiber entering the house needs to be spliced somewhere. You could
do this in a separate unit, but since this is the mounted in residential homes, we want as
few boxes as possible. The requirement for a fiber tray built-in really narrowed it down,
and ultimately we found the Raycore RC-OE2ATR (81), an unmanaged 100/1000Mbps

media converter with built-in fiber tray. It’s pictured in Figure 3.16.

Figure 3.16: Raycore RC-OE2ATR - The media converter used.
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3.3 Software

Having chosen what transition mechanism to use, and what network equipment to
utilize, we're going to look at different types of software to be used in the following

sections.

3.3.1 OpenWrt

The OpenWrt project started after Linksys was forced to release the source code of
the firmware for their WRT54G series routers. The firmware was modified versions
of publicly available code licensed under the GPL (82)(83). This made it possible for
developers to add features not previously found on commodity routers, and support for
other chipsets, manufacturers and devices types were added.

OpenWrt is an operating system based on the Linux kernel primarily made for
embedded systems. All the applications are optimized for size so that the entire OS is
made small enough to be put on embedded devices with limited storage. Configuration
of OpenWrt is made via CLI, or the custom web interface codenamed LuCI.

Support for MAP was first introduced in r40822 and r40823 (MAP-E), and then
finalized in 141003 (MAP-T)!. The initial proof of concept code was written by Andrew
Yourtchenko (84)(85), which included the CERNET MAP implementation, and his own
implementation of MAP-options sent via DHCPv6 that was based on draft-ietf-softwire-
map-dhcp-03 (86), which later became RFC7598 (62). We'll be using the latest stable
release, Chaos Calmer 15.05.1, released March 2016.

3.3.2 Measurement

Since we want to measure the performance of MAP-T using the chosen CPE and
network equipment, we need utilize some tools that can measure at least throughput
and latency, but preferably also jitter and other parameters. We review how these tools

are used in the next chapter.

3.3.2.1 iperf

iperf was originally a reimplementation of ttcp (Test TCP), and was developed by the
Distributed Applications Support Team (DAST) of the National Laboratory for Applied

'OpenWrt changesets: r40822, r40823 and r41003.
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Network Research (NLANR). iperf can test the network performance in different ways,
setting a variety of parameters. It allows testing of TCP, as well as UDP. The latest
stable version of iperf is 1.7.0, released in March 2003. iperf later became available as
iperf2, and the latest stable release is 2.0.8, released April 2015. iperf2 was rewritten
from scratch into iperf3 by ESnet in 2009, and was completed in 2014 (87). The latest
stable version is iperf-3.1.2, released February 2016. We’ll be using the unstable /

source version (88).

3.3.2.2 Netperf

Netperf was originally written in the 90s, and does measurements of both TCP and
UDP, amongst other things. The latest stable release is 2.7.0, released in July 2015,

and is the version we will use (89).

3.3.2.3 Flent

The FLExible Network Tester (Flent) is a network testing tool written in Python (90).
It utilizes several benchmarking tools such as iperf, Netperf and ping. Flent has a
modular support for tests, which are defined in configuration files. This allows for
identical tests to be ran in different environments, and also supports plotting of graphs
using matplotlib. The data it gathers is saved as gzipped JSON file which can be used
later on to extract numbers from the tests, making it easy to gather first, analyze later.
The latest stable release is 0.14.0, released February 2016. We’ll be using the source

version (91).

3.3.3 Virtualization

We need something that can virtualize the BR software chosen (Cisco CSR1000v), and
preferably also the clients and servers needed for our setup. There are many solutions
that could be used, like VMware Player, VMware ESXi, Hyper-V, KVM, Parallels,
QEMU, VirtualBox, Xen, and many others (92). We already had Proxmox at hand,
and we found it convenient to use in our setup.

Proxmox is an open-source server virtualization environment based on Debian, and
supports both containers, using LXC, and full virtualization using KVM (93). The BR
software supports using KVM, and for the server and client, a lightweight container is

preferable.
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3.3.4 Client + server

We also need one server (hostname map-server) and one client (hostname map-
client) that can be used for performance testing, and also to host the DHCPv6 server.
Both hosts will be made using LXC containers using Debian Jessie (94)(95). For the
DHCPv6 server, we're going to use isc-dhcp-server version 4.3.1-6+deb8u2, developed
by the Internet Systems Consortium (ISC).
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Implementation

We’ve looked at the different transition mechanisms available, and concluded that
MAP-T is preferable. We also looked at how MAP-T works, and chosen the differ-
ent network- and software parts we're going to use. This chapter looks at the setup
and configuration, before we look at the measurements in the next chapter.

Since we want to measure the MAP-T performance of our chosen CPE, we also want
to have measurements that we can compare it with. We’ll do initial measurements with
native dual-stack, where the CPE, distribution switch, and the BR gets public IPv4
and IPv6 addresses. This implies normal stateful NAT44 on the CPE for IPv4, and
normal IPv6 unicast routing for IPv6. After doing measurements on this setup, we’ll
convert it to an IPv6-only network between the CPE, distribution switch, and BR.
We’ll then deploy MAP-T and perform new measurements.

4.1 Network

The different devices will be connected as illustrated in Figure 4.1. This is the phys-
ical/logical setup, showing all the devices, how they are connected to each other, and
also how they logically connect to the Proxmox virtualization environment via separate
VLANSs. Proxmox is where the client, server and BR will be hosted, and the physical
server hosting Proxmox is connected with four individual gigabit connections to a gi-
gabit core switch. This is done to ensure that there are no bottlenecks, and that all

devices are guaranteed 1 Gbps throughput in all directions.
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Proxmox

VLANS00 VLANsoo  Core router f ) >
1x1Gbps 1x1Gbps [ IPv4 + IPv6 Internet j

map-server

VLAN501

VLANS01 Distribution switch
1x1Gbps 1x1Gbps
VLANS502 . VLANS02
CSR1000v (BR) Ix1Gbps  Switeh 1x1Gbps

VLAN503 VLANS03
1x1Gbps 1x1Gbps é 1x1Gbps

map-client

Figure 4.1: Network topology - The network topology showing how everything is
connected.

Even if Proxmox complicates the network setup to some degree, the connections be-
tween the map-client, CPE, distribution switch, BR and map-server are working as
illustrated in Figure 4.2, which shows the logical setup of our environment. Connecting
the map-server on the outside of our MAP domain ensures that the measurements
we’re doing takes both the CPE and BR into account.

The configuration of the core switch, core router and the Internet access is outside

the scope of the thesis, but the configuration for the core router is found in Listing A.5.

4.1.1 Distribution switch

The distribution switch is configured for dual-stack, as seen in Listing A.6. Mea-
surements are done, and then the distribution switch is configured for IPv6-only to
facilitate the MAP-T measurements. There are no requirements that the network has
to be IPv6-only, and as such, the dual-stack setup could’ve been kept as-is on the dis-
tribution switch and BR, as long as the CPE only receives an IPv6 address (which
can be done by disabling IPv4 on the WAN interface on the CPE). The IPv6-only
configuration, including the DHCPv6 configuration, can be seen in Listing A.9. The
distribution switch runs IOS version 12.2(60)EZS8, released in June 2015.
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map-client map-server
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Distribution switch

CSR1000v (BR)

Figure 4.2: Logical network topology - The logical network topology.

4.1.2 BR

The BR is also configured for dual-stack first, and is shown in Listing A.7. After the
dual-stack measurements were done, we reconfigured it to [Pv6-only within the MAP-T
domain (i.e. only the inside interface). The outside interface is still dual-stacked since
it’s providing the IPv4 public connectivity for the MAP-T domain. The IPv6-only
configuration, including the MAP-T parameters discussed later in this chapter, is seen
in Listing A.10. The BR runs IOS-XE version Denali 16.2.1, released in March 2016.
MAP-T supports redundant BRs without any form of state synchronization. This
is possible due to the stateless NAT64 translation taking place. It’s achieved by having
two or more BR’s using the same DMR, IPv6 prefixes, which could be anycasted using

a routing protocol. This is outside the scope of the thesis.

4.1.3 CPE + OpenWrt

The stock firmware on our selected CPE does not support MAP, and as such, we’ll
replace it with OpenWrt. The installation is straight forward, and includes downloading
a new firmware made specifically for the Archer C7'. The new firmware is then uploaded
to the router using the stock web interface. Take note that the original filename of the

OpenWrt firmware have to be shorted, and not use special characters, as the stock

'OpenWrt CC15.05.1: openwrt-15.05.1-ar71xx-generic-archer-c7-v2-squashfs-factory.bin
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firmware is a bit picky about it (i.e. it refuses to upload the new firmware if the
filename is long or use special characters). After uploading the new firmware, the
router rebooted, but never came online again. Inspecting the device page closely (78),
we see that there is a note mentioning that hardware version 2 devices starting late
2015 has a new flash chip, gd25q128, that is not supported in Chaos Calmer 15.05 or
15.05.1.

We therefore had to use the trunk version, Designated Driver, which is the devel-
oper version. There are nightly binary builds! of trunk which are suitable. Luckily
for us, the Archer C7 has a TFTP recovery mode, where the router looks for a file
named “ArcherC7v2_tp_recovery.bin” on a TFTP server listening on the IP address
192.168.1.66. The recovery mode is activated by holding the WPS /reset button during
power up until the WPS LED turns on. After a reboot, the router booted fine into
OpenWrt, as seen on Listing 4.1.

BusyBox v1.24.1 () built-in shell (ash)

DESIGNATED DRIVER (Bleeding Edge, r49161)

* 2 oz. Orange Juice Combine all juices in a
* 2 oz. Pineapple Juice tall glass filled with
* 2 oz. Grapefruit Juice ice, stir well.

* 2 oz. Cranberry Juice

root@OpenWrt :~#

Listing 4.1: OpenWrt Designated Driver running on Archer C7.

Next, we configure the CPE with dual-stack having a public IPv4 address on the
wan interface, and an IPv6 address on the wan6 interface. We then statically route the

2a02:4260:f000:3:: /64 prefix on the distribution switch, pointing to the IPv6 address of

'OpenWrt trunk build: openwrt-ar71xx-generic-archer-c7-v2-squashfs-factory.bin
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4.1 Network

the CPE. The /64 prefix is then assigned on the inside LAN interface to be used by
clients. The complete CPE configuration can be seen in Listing A.8.

After measurements of the dual-stack setup were made, we move on to configure
the CPE with MAP support. We need to install a few extra packages on the CPE to
enable MAP, namely map and map-t. This is done via the OpenWrt package manager
opkg. Trying to install these, however, yielded a dependency error claiming that the
kernel module kmod-ipv6 had to be installed, but no such package was found by the

package manager, as shown in Listing 4.2.

root@OpenWrt:~# opkg install map-t

Installing map-t (6) to root...

Downloading http://downloads.openwrt.org/snapshots/trunk/ar71xx/generic/

packages/routing/map-t_6_ar71lxx.ipk.

Collected errors:

* satisfy_dependencies_for: Cannot satisfy the following dependencies
for map-t:

* kmod-ipv6 *

* opkg_install_cmd: Cannot install package map-t.

Listing 4.2: OpenWrt Designated Driver: kmod-ipv6 issue.

It was unclear at first what caused this issue, but digging deeper, we find that map-t
is just a meta package of the nat{6 package, which is a part of the OpenWrt Routing
package feed. Looking at the Makefile!, we see that kmod-ipv6 is a dependency for the
nat46 package, and thus, also the map-t package. In the process, we stumbled upon
a ticket on the OpenWrt bug tracker (96), where a circular dependency issue is caused
by a commit changing the +kmod-ipv6 dependency to +@IPV6 (97). Eventually we
found that kmod-ipv6 kernel module is included by-default in trunk (i.e. it’s obligatory,
and cannot be removed), hence the dependency scheme for IPv6 has changed, and all
packages that relies on kmod-ipv6 now needs to reference @IPV6 (but without the +
sign, which was the mistake done in the aforementioned commit). To fix the problem,
the Makefile of nat/6 needed to be changed before compiling, and it was clear that we

had to compile our own version of OpenWrt.

'OpenWrt nat46 Makefile: openwrt-routing/packages/master/nat46,/Makefile.
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After looking at the developer pages for the OpenWrt project (98), we figured out
how to build a custom version of OpenWrt based on the source files, which was easier
than what we thought at first. After cloning the source files with git, we updated the
feeds, and then replaced the invalid dependency. After that, we prepared the needed
packages (the complete list was fetched from the already running OpenWrt on the
CPE), followed by additional package selections via make menuconfig. The latter is
also where we chose the platform and device profile, so that the correct images could
be built. Finally, it was a matter of compiling it all. The process is summarized in

Listing 4.3.

Jun

git clone http://git.openwrt.org/openwrt.git openwrt-trunk

2| cd openwrt-trunk/

w

./scripts/feeds update -a
sed s/+kmod-ipv6/Q@IPV6/ -i feeds/routing/natd6/Makefile
./scripts/feeds install athlOk-firmware-qca988x base-files busybox

N

w

dnsmasq dropbear firewall fstools hostapd-common ip6tables iptables
iptables-mod-conntrack-extra iw iwinfo jshn jsonfilter kernel kmod-
ath kmod-ath10k kmod-ath9k kmod-ath9k-common kmod-cfg80211 kmod-gpio-
button-hotplug kmod-ip6-tunnel kmod-ip6tables kmod-ipt-conntrack kmod
-ipt-conntrack-extra kmod-ipt-core kmod-ipt-nat kmod-iptunnel6 kmod-
ledtrig-usbdev kmod-lib-crc-ccitt kmod-mac80211 kmod-nf-conntrack
kmod -nf -conntrack6 kmod-nf-ipt kmod-nf-ipt6 kmod-nf-nat kmod-nls-base
kmod -ppp kmod-pppoe kmod-pppox kmod-slhc kmod-usb-core kmod-usb-ohci
kmod-usb2 libblobmsg-json libc libexpat libgcc libip4tc libip6tc
libiwinfo libiwinfo-lua libjson-c libjson-script liblua 1libnl-tiny
libpolarssl libubox libubus libubus-lua libuci libuci-lua libuclient
libustream-polarssl libxtables lua luci luci-app-firewall luci-base
luci-1ib-ip luci-lib-jsonc luci-lib-nixio luci-mod-admin-full luci-
proto-ipv6 luci-proto-ppp luci-ssl luci-theme-bootstrap map mtd
netifd odhcp6c odhcpd opkg ppp ppp-mod-pppoe procd pxbg rpcd swconfig
uboot -envtools ubox ubus ubusd uci uclient-fetch uhttpd uhttpd-mod-
ubus usign wpad-mini map-t nat46 map kmod-ath10k

6| make menuconfig

7| make -j20 V=s

Listing 4.3: OpenWrt Designated Driver: fixing the kmod-ipv6 issue.

After the build completed, we had binary firmware files ready to be installed on
the CPE. We did a reboot, and it came online without issues. Looking at the installed
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packages, we confirmed that the necessary packages were installed, as seen in Listing
4.4. We submitted an issue on the issue tracker for the OpenWrt Routing feed (97), so

that the dependency issue gets fixed.

root@0penWrt :~# opkg list_installed|egrep "mapl|nat46"
kmod-nat46 - 4.1.20+6-1

map - 4-5

map-t - 6

Listing 4.4: OpenWrt Designated Driver: map packages installed.

Having the needed packages in OpenWrt, we’ll proceed to look at the MAP param-

eters and how to provision them in the next sections.

4.2 MAP parameters

Finding suitable MAP parameters depends on the network and how the network op-
erators builds their networks. We found that deploying IPv4 as-a-service on top of
an IPv6-only network would be beneficial — especially for new network operators with
scarce IPv4 resources. By using a sharing ratio of 1:1, setting o4 = 32, such that each
CPE has a full IPv4 address without port-restrictions, they can build a network as if
it would be dual-stacked, but in fact is IPv6-only. When the time comes that they run
out of IPv4 address space, they can decrease the suffix size (p), and as such, increase
the sharing ratio. As a part of testing MAP-T, we tried parameters where o + r = 32,
causing a sharing ratio of 1:1, as shown in Figure 4.3. Converting that to a BMR, we’d
set the rule IPv6 prefix to 2a02:4260:f800:0::/52, rule IPv4 prefix to 185.54.31.128/28,
and the EA bits to 4.

Trying to configure this on the BR yielded an error, stating that the “ports-
parameter” had to be set, as seen in Listing 4.5. We reckon that this has to be a

bug, as 1:1 sharing ratio should be configurable.
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End-user IPv6 Prefix (/56)

o bits D s bits
0 n bits = 52 52 56-52=4 56 64-56=8 64 128-n-0-5 bits 128
2a02:4260:f800::/52 EA bits Subnet ID Interface ID
Rule IPv6 prefix
d p bits k bits
r bits = 28 32-28=4 a bits 4-4=0 m bits
185.54.31.128/28 EA bits + Offset bits k i
0 Rule IPv4 prefix 28 32 0 16
IPv4 suffix
\ J \ J
Ve 4
IPv4 address Port

Figure 4.3: MAP-T BMR, sharing ratio 1:1 - Setting the BMR so that the sharing

ratio is 1:1.

csr1000v (config)#nat64 map-t domain 1

csr1000v (config-nat64-mapt)# default-mapping-rule 2a02:4260:£f000:4::/64
csr1000v (config-nat64-mapt)# basic-mapping-rule

csr1000v (config-nat64 -mapt-bmr)# ipv6-prefix 2a02:4260:£800:0::/52
csr1000v (config-nat64-mapt-bmr)# ipv4-prefix 185.54.31.128/28

csr1000v (config-nat64 -mapt-bmr)#exit

%NAT64 MAP-T: Basic-mapping-rule for domain 1 must include ipv6-prefix,

ipv4-prefix, and ports-parameter before it can be used.

Listing 4.5: Cisco CSR1000v refuses to do 1:1 share ratio.

Since we want to measure the usability of the end-user, we find that implementing
a sharing ratio higher than 1:1 should give a reduced native IPv4 experience, since a
public IPv4 address would be shared between multiple end-users. Setting a reasonable
sharing ratio boils down to how few ports each CPE should be assigned. Guo-liang Han
et al. in (51) looks at how many ports each subscriber needs during peak time, and
found that more than 99.6% of the customers at each time point required fewer than
128 ports. That number is likely to decrease as more services on the Internet becomes
IPv6 enabled.

With that in mind, we tried a more liberal sharing ratio of 1:8, where o + r =
35, and setting the BMR rule IPv6 prefix to 2a02:4260:f800::/50, rule IPv4 prefix to
185.54.31.128/29, and the EA bits to 6. We also specified a PSID offset of 13 to spread
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the ports with only 1 contiguous port per port range. Each user gets 8191 ports, which
should be more than sufficient.
As a side note we won’t utilize FMRs in our tests, since we only have one CPE.

CPE-to-CPE communication is therefore not feasible.

4.2.1 OpenWrt MAP issues

We tried to get the CPE working with the above MAP parameters. We used DHCPv6-
PD and the S46 DHCPv6 options, as covered in the next section. The CPE receives
the option fine, assigns the IPv6 prefix, parses the MAP options received via DHCPv6,
but MAP-T doesn’t work. There is no IPv4 connectivity, and no default IPv4 route is
inserted. Debugging the setup of the MAP interface reveals the error wan6_4 (1272):

sh: write error: Function not implemented, as seen in Listing 4.6.

14:52:08 daemon.notice netifd: Interface ’wan6’ is now up

14:52:08 daemon.notice netifd: Interface ’wan6_4’ is setting up now

14:52:08 daemon.notice netifd: wan6 (1087): Command failed: Unknown
error

14:52:08 user.notice firewall: Reloading firewall due to ifup of wan6 (
eth0)

14:52:09 daemon.notice netifd: wan6_4 (1272): sh: write error: Function
not implemented

14:52:09 kern.info kermel: [ 26.566669] nat46: adding device (map-
wan6_4)

14:52:09 kern.warn kernel: [ 26.571113] [nat46] make_nat46_instance:
allocated nat46 instance with 1 pairs

14:52:09 kern.warn kernel: [ 26.579328] nat46: netdevice nat46 ’map-
wan6_4’ created successfully.

14:52:09 kern.info kernel: [ 26.674841] nat46: configure device (map-
wan6_4) with ’local.style MAP local.v4 185.54.31.128/29 local.v6 2a02
:4260:£800::/50 local.ea-len 6 local.psid-offset 13 remote.v4d
0.0.0.0/0 remote.v6 2a02:4260:f000:4::/64 remote.style RFC6052 remote
.ea-len 0 remote.psid-offset 0’

14:52:09 daemon.warn odhcpd[902]: A default route is present but there
is no public prefix on br-lan thus we don’t announce a default route!

14:52:09 daemon.notice netifd: wan6_4 (1272): sh: write error: Function
not implemented

14:55:24 daemon.notice netifd: wan6 (1087): Command failed: Unknown

error

Listing 4.6: OpenWrt Designated Driver MAP issue.
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Digging in the code, it seems the error is happening in /1ib/netifd/proto/map.sh,
and specifically in one of the for-loops, which iterates through all the port sets. We
altered the code to aid in debugging, and the complete for-loop is displayed in Listing
4.7.

for portset in $(eval "echo \$RULE_ ${k} PORTSEIS"); do
for proto in icmp tcp udp; do
snat_ip=$(eval "echo \$RULE ${k} IPV4ADDR")
echo '‘date +7H:%M:%S ¢: map.sh: map_setup: for—debug: start. prot:
$proto, rule: $snat_ip, portset: $portset" >> /tmp/map—debug. txt
json__add_ object "'
json__add__string type nat
json__add_string target SNAT
json__add_string family inet
json_add_string proto "$proto"
json__add__boolean connlimit_ports 1
json__add_string snat_ip $(eval "echo \$RULE_${k} IPV4ADDR")
json__add_string snat_port "$portset’
json__close__object
echo "‘date‘: map.sh: map_setup: for—debug: end."' >> /tmp/map—debug.
txt
done
done
echo "‘date +VH:%M:%S ‘: map.sh: map_setup: for—debug: end of loop." >> /
tmp/map—debug . txt

Listing 4.7: OpenWrt Designated Driver MAP issue, for-loop

Rebooting the CPE so that it re-provisions the MAP parameters, and checking the
logs again, we see from Listing 4.8 that the for-loop is interrupted mid-cycle; the last
echo is never output before the error. Our suspicion falls on the number of port ranges.
Since we have a PSID offset a = 13, and PSID length k = 6 — (32 — 29) = 3, we know
that the number of contiguous ports per port set is = 216=13=3 = 1. The number
of port sets is y = 2% — 1 = 8191. The for-loop makes the NAT rules, and has to
make the same port specific rule for each of the three protocols TCP, UDP and ICMP.
In turn, this means that the for-loop has to iterate through 24.573 permutations. We
think that creating the rules takes too long time, and that it’s interrupted before it’s

completed.
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<snip>

15:41:53: map.sh: map_setup: for-debug: start. prot: icmp, rule:
185.54.31.135, portset: 7719-7719

15:41:54: map.sh: map_setup: for-debug: end.

15:41:54: map.sh: map_setup: for-debug: start. prot: tcp, rule:
185.54.31.135, portset: 7719-7719

15:41:54: map.sh: map_setup: for-debug: end.

50 15:41:54: map.sh: map_setup: for-debug: start. prot: udp, rule:
185.54.31.135, portset: 7719-7719

15:41:55: map.sh: map_setup: for-debug: end.

15:41:55: map.sh: map_setup: for-debug: start. prot: icmp, rule:
185.54.31.135, portset: 7727-7727

15:41:55: daemon.notice netifd: wan6_4 (1272): sh: write error: Function

not implemented

Listing 4.8: OpenWrt Designated Driver MAP issue, for-loop output

Based on this, we selected new MAP parameters that would have more contiguous
ports, so that the number of permutations in the for-loop is decreased. We also want
to reserve the system ports 0-1023, since with the previous MAP parameters, only port
0-7 was reserved. New parameters were chosen giving a sharing ratio of 1:16, and we set
the BMR rule IPv6 prefix to 2a02:4260:f800:: /48, rule IPv4 prefix to 185.54.31.128/28,
and the EA bits to 8. We left the PSID offset to the default value of 6. The CPE is
assigned the prefix 2a02:4260:f800:3f00:: /56 via DHCPv6-PD, and thus we can conclude
the following;

o End-user IPv6 prefix: 2a02:4260:f800:3{00:: /56
o BMR: rule IPv6 prefix: 2a02:4260:f800::/48

o BMR: rule IPv4 prefix: 185.54.31.128/28

e« BMR: rule EA-bit length: 8

e PSID offset: 6

With that information we can calculate the number of port sets, ports per port set,
the shared IPv4 address for that specific CE, and also the MAP IPv6 address for the
CE;
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e EA bits offset n = 48

o IPv4 suffix bits p=32—-28 =14

e PSID start s=n+p=48+4 =52

e PSID lengthg=0—p=56—-48 -4 =14

e PSID value: 0xF

e [Pv4 suffix value: 0x3

o CEs shared IPv4 address: 185.54.31.128 + 3 = 185.54.31.131 (hex 0xB9361F83)

o CEs MAP IPv6 address: 2a02:4260:f800:3f00:0000:936:1{83:000f, or short version
2a02:4260:f800:3f00::b936:1{83:f

« The total number of consumed IPv4 addresses are 2(32-28) = 16.

e The maximum number of CEs that can use this BMR is 2% = 256.
o The number of CEs that share on a single IPv4 address is 2% = 16.
« The number of ports per range (z) for a given CE is x = 26 = 64.
e The number of ranges (y) for a given CE is y = 26 — 1 = 63.

o The total number of ports (z) for a given CE is z = 64 x 63 = 4032.

The upper port (v) that is reserved is 2(16-6) — 1 = 1023.

Using the new MAP parameters, the CPE provisioned fine, and we had a working
MAP setup over a [PV6-only network. The final MAP configuration for the CPE can
be seen in Listing A.11.

As a part of the debugging, we installed Chaos Calmer 15.05.1 on the CPE, using
a custom build from the 15.05 source files, that had backported the flash chip support
from trunk, making it possible for us to use that version. We did this because we
thought the custom changes in the nat46 package might be related. Chaos Calmer still
uses the kmod-ipv6 kernel module, and hence we could use the native map, map-t and

nat46 packages.
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4.3 Server + client

Both map-client and map-server is set up in the Proxmox environment as two LXC
containers. They get 4x vCPU and 4GB of RAM each, and their disks are SSD. Since
the bandwidth requirements for the DHCPv6 server is low, we decided to have the
DHCPv6 server on map-server. We don’t think that it would impose any issues, even
if map-server will be part of the measurements.

Having installed both containers, we proceeded to install the needed measurement
tools. The build process is described in Listing 4.9, and the installed versions are shown

in Listing 4.10.

mkdir ~/bin

cd ~/bin

# netperf

wget ftp://ftp.netperf.org/netperf/netperf-2.7.0.tar.gz
tar -xvf netperf-2.7.0.tar.gz

cd netperf-2.7.0

./configure --enable-demo

make -3j20

make install

# iperf3

cd ~/bin

apt-get install git make build-essential
git clone https://github.com/esnet/iperf.git iperf3
cd iperf3/

make uninstall

make clean

./configure

make -3j20

make install

rm /usr/lib/x86_64-linux-gnu/*iperf*
ldconfig

# flent

cd ~/bin

apt-get install python3.4 python3-matplotlib
git clone https://github.com/tohojo/flent.git
cd flent

python3 setup.py build

python3 setup.py install
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# http-getter

cd ~/bin

apt-get install curl libcurl3 libcurl4-openssl-dev cmake
git clone https://github.com/tohojo/http-getter.git

cd http-getter/

make clean

make

make install

Listing 4.9: Measurement tools build process.

root@map-client:~# flent -V

Flent v0.14.0-git-5ebb2ae.

Running on Python 3.4.2 (default, Oct 8 2014, 10:45:20) [GCC 4.9.1].
Using matplotlib version 1.4.2 on numpy 1.8.2.

No PyQt4. GUI won’t work.

root@map-client:~# iperf3 --version

iperf 3.1

Linux map-client 4.2.8-1-pve #1 SMP Fri Feb 26 16:37:36 CET 2016 x86_64
Optional features available: CPU affinity setting, IPv6 flow label, TCP

congestion algorithm setting, sendfile / zerocopy

root@map-client:~# netserver -V

Netperf version 2.7.0

Listing 4.10: Versions of the different measurement tools.

4.3.1 DHCPv6

Having a set of MAP parameters to use, we need to configure these on our DHCPv6

server. We need to define the IPv6 subnet that the server listens on (or else the DHCPv6
server refuses to start). Then we need to define the prefix delegation parameters, and

also define the S46 MAP-T Container Option (option 95), so that we can assign the

option within the subnet6 definition. The configuration thus far can be seen in Listing

4.11, and should be stored as /etc/dhcp/dhcpd6.conf. Then we can set the isc-dhcp-

server to work in IPv6 mode, as shown in Listing 4.12.

52




4.3 Server + client

subnet6 2a02:4260:f000:1::/64 {
}

option dhcp6.mapt-option code 95 = string;
subnet6 2a02:4260:£000:2::/64 {

range6 2a02:4260:£000:2::100 2a02:4260:£f000:2::1000;
prefix6 2a02:4260:£800:: 2a02:4260:£f800:£ff00:: /56;

Listing 4.11: ISC DHCPv6 Prefix Delegation options, /etc/dhep/dhepd6.conf

sed s/O0PTIONS=\"\"/OPTIONS=\"-6\"/ -i /etc/default/isc-dhcp-server

sed s/DHCPD_CONF=\/etc\/dhcp\/dhcpd.conf/DHCPD_CONF=\/etc\/dhcp\/dhcpd6.
conf/ -i /etc/default/isc-dhcp-server

touch /var/lib/dhcp/dhcpd6.leases

/etc/init.d/isc-dhcp-server restart

Listing 4.12: Activating isc-dhcp-server IPv6 mode.

Then we need to define the content of option 95 as per the MAP parameters defined.
We made a Perl script based on the S46 Option details in the previous chapter. We
feed it with the MAP parameters, and out comes the proper DHCPv6 option. The
script can be seen in Listing A.3. It doesn’t support MAP-E, and doesn’t do a lot
of error checks, but it works for our purpose. It could easily be extended to support
other parameters, and also do error checks. The complete DHCPv6 configuration file,
together with the content of option 95, is shown in Listing A.12.

For a simpler rule generation, one can also use the MAP Simulation Tool made by
Cisco (99). It allows for creation of multiple rules, both for MAP-E and MAP-T.
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Evaluation

We’ve looked at different IPv6 transition mechanisms, and identified some of the chal-
lenges. We want to look at throughput and end-user usability using commodity hard-
ware. During the last chapter we looked at the configuration and setup of our test
environment, and also addressed different challenges that emerged during the configu-
ration. We also set the MAP parameters that were to be used during our tests. In this

chapter we’ll look at how the measurements were done, and what they tell us.

5.1 Measuring

Our tests are split into three categories;

1. Pure throughput tests using only iperf3.
2. Combined throughput and latency tests using Flent.

3. Connectivity tests done on a client with Windows 7.

Marius Georgescu et al. in (100) did throughput- and latency measurements with
both MAP-E and MAP-T (using ASAMAP, the Vyatta kernel patches). They measured
with 1 and 10 nodes, and used UDP streams in 100Mbps-only environments. We find
their results interesting, but since we’re testing with 1Gbps, we can’t really compare
the results. Also, they did not utilize commodity hardware.

The OpenWrt community has a note on the Archer C7 page regarding throughput(78).
The OpenWrt firmware doesn’t support the hardware NAT capability of the router, and
the expected throughput is “between 200- and 300Mbps”.

95



5. EVALUATION

In all of our tests we took note of the sirg levels on the CPE to verify if the
bottleneck was the CPE or other parts of the network. In all cases the value of sirg
were measured to 98-99%, meaning that OS is very busy servicing Ethernet interfaces
interrupts. In other words; the router operates at maximum capacity, and thus, is the

actual bottleneck.

Using the terms download and upload, we look at this from the end-user’s perspec-
tive, which means that download means downstream from the Internet, and wupload

means upstream towards Internet. Also, we refer to dual-stack as DS for simplicity.

5.2 Throughput

Our throughput tests will use iperf3 using multiple TCP streams in different upload and
download combinations to simulate different usage scenarios. Each graph consists of
100 tests done over a period of 60 seconds (i.e. each second has 100 samples). Average
is the average of all samples with the same timestamp. The maximum and minimum
values are the highest and lowest measurement of the 100 samples for each timestamp.
We’ll vary on the number of TCP streams, and also the direction of them. In addition,

we’ll use both IPv4 and IPv6 TCP streams in parallel.

5.2.1 MAP measurements with Chaos Calmer 15.05.1

Our dual-stack tests were done while we utilized the Designated Driver (trunk) version
of OpenWrt. Due to the MAP issues we experienced, as explained in the previous

chapter, we did our MAP-T tests on Chaos Calmer 15.05.1.

5.2.1.1 Download: DS vs. MAP

Our first test consists of pure download throughput using 8 parallel TCP streams.
We tested IPv4 and IPv6 separately, and measured both dual-stack (using trunk) and
MAP-T (using CC15.05.1). The results are shown in Figure 5.1.
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Figure 5.1: Download throughput, DS trunk vs. MAP CC - Average, minimum
and maximum download speeds in Mbps with 8 parallel TCP streams. 100 individual
measurements of 60 seconds. DS on trunk, MAP-T on CC15.05.1.

We notice that the throughput is drastically reduced in our MAP-T environment.
On IPv4, the average download is 443Mbps on dual-stack and 131Mbps using MAP-T,
which is a 70% reduction in speed. More interesting is the fact that IPv6 download
throughput also is drastically reduced. The only IPv6 difference in terms of configura-
tion, is statically configured IPv6 prefix vs. DHCPv6-PD, which, in theory, should not
cause a 44% reduction (444Mbps vs. 247Mbps). In both scenarios IPv6 is only pure

unicast routing.

5.2.1.2 Download, IPv4+IPv6: DS vs. MAP

Our next test is also download throughput, but this time we use 4 parallel TCP streams,
and test IPv4 and IPv6 at the same time. We measured dual-stack (using trunk) and
MAP-T (using CC15.05.1). The results are shown in Figure 5.2.

Also here we notice a drastically reduced throughput in our MAP-T environment.
MAP-T IPv4 has a 61% speed reduction (78Mbps vs. 204Mbps) compared to dual-
stack, which is actually better (measured in percent) than in our previous test. The

reduction is almost the same for IPv6 (79Mbps vs. 200Mbps). Summarized, the reduc-
tion is also 61% (157Mbps vs. 404Mbps).
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Figure 5.2: Download throughput, DS trunk vs. MAP CC, parallel IPv4+IPv6
- Average, minimum and maximum download speeds in Mbps with 4 parallel TCP streams
on both IPv4 and IPv6 at the same time. 100 individual measurements of 60 seconds. DS
on trunk, MAP-T on CC15.05.1.

5.2.1.3 Upload: DS vs. MAP

Next test is upload. As with the download test, we utilize 8 parallel TCP streams, and
test IPv4 and IPv6 individually. We measured dual-stack (using trunk) and MAP-T
(using CC15.05.1). The results are shown in Figure 5.3.
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Figure 5.3: Upload throughput, DS trunk vs. MAP CC - Average, minimum and
maximum upload speeds in Mbps with 8 parallel TCP streams. 100 individual measure-
ments of 60 seconds. DS on trunk, MAP-T on CC15.05.1.

Also in upload the throughput is drastically reduced. On IPv4, the average upload
is 451Mbps on dual-stack and 125Mbps using MAP-T, which is a 72% reduction in
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speed, even worse than the download throughput. As with download, the IPv6 upload
is also drastically reduced. We start to see a pattern regarding IPv6, and must figure

out what’s causing this. More on that in a later section.

5.2.1.4 Upload, IPv4+IPv6: DS vs. MAP

As with the dual download test, we do the same with upload. We use 4 parallel TCP
streams, and test IPv4 and IPv6 at the same time. We measured dual-stack (using

trunk) and MAP-T (using CC15.05.1). The results are shown in Figure 5.4.
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Figure 5.4: Upload throughput, DS trunk vs. MAP CC, parallel IPv4+IPv6
- Average, minimum and maximum upload speeds in Mbps with 4 parallel TCP streams
using both IPv4 and IPv6 at the same time. 100 individual measurements of 60 seconds.
DS on trunk, MAP-T on CC15.05.1.

The reductions are still very much present. MAP-T IPv4 has a 64% speed reduction
(78Mbps vs. 218Mbps) compared to dual-stack, which is, as with the dual download
test, better (measured in percent) than in our previous upload test. Reduction on
IPv6 is almost the same (81Mbps vs. 214Mbps). The summarized reduction is 63%
(159Mbps vs. 432Mbps).

5.2.1.5 Download + upload, IPv4+IPv6: DS vs. MAP

In this test we use 4 parallel TPC streams using IPv4 download and IPv6 upload at
the same time. We measured dual-stack (using trunk) and MAP-T (using CC15.05.1).

The results are shown in Figure 5.5.
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Figure 5.5: Upload 4+ download throughput, DS trunk vs. MAP CC, parallel
IPv4+IPv6 - Average, minimum and maximum upload speeds in Mbps with 4 parallel
TCP streams using IPv4 download and IPv6 upload at the same time. 100 individual
measurements of 60 seconds. DS on trunk, MAP-T on CC15.05.1.

As anticipated, the same reductions are seen. Comparing all of the tests, we clearly
see that the measurements are consistent, both regarding the reduced speeds in the
MAP-T environment, but also that the throughout it almost the same regardless of
upload, download or a combination. As an example, in the test above, we see that
the total upload 4+ download throughput using DS is 468Mbps, while pure IPv4 and
IPv6 download is 443Mbps and 444Mbps respectively. For pure upload, the numbers
for IPv4 and IPv6 are 451Mbps and 439Mbps respectively.

5.2.2 MAP measurements with Designated Driver (trunk)

We wanted to do new measurements in our MAP-T environment using the same release
as we did on the dual-stack tests. Due to our issues with the MAP parameters in the
last chapter, we ended up with Chaos Calmer 15.05.1 when testing MAP-T. Except
for changing the static IPv6 into DHCPv6-PD, the only difference was the OpenWrt
version. Since there should be no reason for reduced IPv6 performance using DHCPv6-
PD, at least in theory, we found it best to do the tests again, but this time by using the
trunk version, Designated Driver, of OpenWrt. Since the MAP issues were resolved,
we were confident that MAP-T now would work even with our nat46 dependency fix.

And truly enough, MAP worked fine using the trunk version (r49161). We did the

same throughput tests, using the same parameters. Since we already established the
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dual-stack throughputs, we really want to compare the MAP-T (CC15.05.1) through-
puts with the MAP-T (trunk) throughputs, which is what the next sections will com-

pare.

5.2.2.1 Download: CC15 vs. trunk

Our first test consists of pure download throughput using 8 parallel TCP streams.
We tested IPv4 and IPv6 separately, as before, and compare the previous CC15.05.1
performance with the performance of Designated Driver (trunk). The results are shown
in Figure 5.6.

We clearly see that there is a huge difference, especially on IPv6. As suspected,
the IPv6 performance issues were caused by that specific OpenWrt version, as the
IPv6 numbers now exactly match that of the dual-stack environment (444Mbps vs.
444Mbps). We also notice that IPv4 has increased performance by 42%, going from
131Mbps to 187Mbps.
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Figure 5.6: MAP-T download throughput, CC15 vs. trunk — Average, minimum
and maximum download speeds in Mbps with 8 parallel TCP streams. IPv4 is MAP-
T. 100 individual measurements of 60 seconds. Comparing Chaos Calmer (15.05.1) with
Designated Driver (from trunk/source, r49161).

5.2.2.2 Download, IPv4+4+IPv6: CC15 vs. trunk

Next up is downloading with 4 parallel TCP streams, testing IPv4 and IPv6 at the
same time, comparing the previous CC15.05.1 performance with the performance of

Designated Driver (trunk). The results are shown in Figure 5.7.
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Figure 5.7: MAP-T download throughput, CC15 vs. trunk, parallel IPv4+IPv6
— Average, minimum and maximum download speeds in Mbps with 4 parallel TCP streams
on both IPv4 (MAP-T) and IPv6 at the same time. 100 individual measurements of 60
seconds. Comparing Chaos Calmer (15.05.1) with Designated Driver (from trunk/source,
r49161).

Again we clearly see an increased throughput with IPv4 increasing with over 70%,
going from 78Mbps to 133Mbps. Similarly, IPv6 increases by over 75%, and the total
throughput (IPv4 + IPv6) increased with 73%, going from 157Mbps to 272Mbps. We
don’t see equal IPv6 performance as with dual-stack, but that is to be expected since

the IPv4 MAP-T transfer takes its toll on the router when doing parallel tests.

5.2.2.3 Upload: CC15 vs. trunk

We then do the same comparison for the upload speeds, testing 8 parallel TCP streams
using IPv4 and IPv6 separately. As before, we compare the previous CC15.05.1 per-
formance with the performance of Designated Driver (trunk). The results are shown

in Figure 5.8.

Also on upload we notice that the throughput on IPv6 now is identical to that of
dual-stack (439Mbps vs. 439Mbps). The IPv4 performance increased by 32%, going

from 125Mbps to 165Mbps, which is less of an increase than with download.
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Figure 5.8: MAP-T upload throughput, CC15 vs. trunk — Average, minimum
and maximum upload speeds in Mbps with 8 parallel TCP streams. IPv4 is MAP-T.

100 individual measurements of 60 seconds. Comparing Chaos Calmer (15.05.1) with

Designated Driver (from trunk/source, r49161).

5.2.2.4 Upload, IPv4+IPv6: CC15 vs. trunk

Testing the upload speed using IPv4 and IPv6 at the same time, we use 4 parallel
TCP streams, comparing the previous CC15.05.1 performance with the performance of

Designated Driver (trunk). The results are shown in Figure 5.9.
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Figure 5.9: MAP-T upload throughput, CC15 vs. trunk, parallel IPv44IPv6
— Average, minimum and maximum upload speeds in Mbps with 4 parallel TCP streams
on both IPv4 (MAP-T) and IPv6 at the same time. 100 individual measurements of 60
seconds. Comparing Chaos Calmer (15.05.1) with Designated Driver (from trunk/source,
r49161).
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We notice that there is a 48% increase in IPv4 performance, going from 78 Mbps to
116Mbps. As for IPv6, there is a 79% performance increase, going from 116Mbps to
145Mbps. The aggregated increase in performance is over 64%, going from 159Mbps
to 261 Mbps.

5.2.2.5 Download + upload, IPv4+IPv6: CC15 vs. trunk

Having consistently seen much better performance using the Designated Driver version
of OpenWrt, we enter our last throughput test, where we measure IPv4 download
and IPv6 upload at the same time, using 4 parallel TCP streams for each transfer.
We measure the previous CC15.05.1 performance with the performance of Designated

Driver (trunk). The results are shown in Figure 5.10.

We see that the IPv4 performance has increased by over 44%, going from 89Mbps
to 129Mbps. The IPv6 performance increased by over 48%, going from 93Mbps to
138Mbps. The aggregated performance increased by over 46%, going from 182Mbps to

267Mbps.
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Figure 5.10: MAP-T upload 4+ download throughput, CC15 vs. trunk — Av-
erage, minimum and maximum upload + download speeds in Mbps with 4 parallel TCP
streams IPv4 (MAP-T) download and IPv6 upload at the same time. 100 individual mea-
surements of 60 seconds. Comparing Chaos Calmer (15.05.1) with Designated Driver (from
trunk/source, r49161).
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5.3 Throughput + latency

After seeing a huge increase in performance switching from Chaos Calmer 15.05.1 to
Designated Driver, we’ll also look at some latency measurements. We’ll be using Flent
to measure latency while performing throughput tests. Flent have many tests avail-
able, with different measurements. The test we're using is http_rrul, which measures
HTTP GET requests while a competing Realtime Response Under Load (RRUL) test
is running. RRUL is a test specification written by Dave Taht (101), and measures a
network under worst-case conditions, while measuring for latency and web page load
times (HTTP GET). The http_rrul test runs RTT measurement using ICMP ping and
UDP roundtrip time measurement, while loading up the link with eight TCP streams

(four downloads, four uploads).
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Figure 5.11: Dual-stack: ICMP + HTTP latency - Measuring HTTP and ICMP
latency while performing a RRUL test. Measured over a period of 70 seconds on dual-stack

while running Designated Driver (trunk).
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5.3.1 Dual-stack

Measurements in our dual-stack setup shows comparable throughput performance as
with the iperf3 tests, which is according to expectation. The ICMP latency have normal
values throughout the test, whilst the HTTP GET latency is higher than expected. The

measurements can be seen in Figure 5.11.
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Figure 5.12: MAP-T CC15.05.1: ICMP + HTTP latency - Measuring HTTP and
ICMP latency while performing a RRUL test. Measured over a period of 70 seconds on
MAP while running Chaos Calmer 15.05.1.

5.3.2 MAP-T, Chaos Calmer 15.05.1

Moving to our MAP-T setup using CC15.05.1, the measurements show similar through-
put performance as with the MAP-T CC15.05.1 iperf3 tests. Due to an aggregated
throughput of around 250Mbps, the tests obviously have to be using IPv6 for the TCP

streams. When launching the tests, we use the hostname, which resolves both the IPv4
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and IPv6 addresses, and hence, it chooses IPv6 over IPv4. Later will be doing tests with
IPv4 only, and combined IPv4 4+ IPv6 to see how that affects the measurements. Both
ICMP- and HTTP GET latency are stable, and the HT'TP GET latency is considerable
lower and more stable in this test, compared to the dual-stack test. The measurements

can be seen in Figure 5.12.

5.3.3 MAP-T, Designated Driver

Trying the same MAP-T measurements in Designated Driver, we see increased through-
put, and also lower ICMP latency. The HTTP GET latency is the worst so far of our
measurements, having latency just below a whole second. The HTTP GET only fetches
one single file with a size of 4 bytes, so one second is quite much. The measurements

can be seen in Figure 5.13.
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Figure 5.13: MAP trunk: ICMP 4+ HTTP latency - Measuring HT'TP and ICMP
latency while performing a RRUL test. Measured over a period of 70 seconds on MAP
while running Designated Driver (trunk).
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5.3.4 MAP-T, Designated Driver, IPv4

Since the measurements in our MAP-T setup utilizes IPv6 before IPv4, we’ve basically
only tested latency when doing IPv6 throughput. We therefore did an identical test,
this time forcing the connection to IPv4. That means that the TCP streams, ICMP
latency and HTTP GET latency are all going over IPv4, and hence, MAP-T. Looking
at Figure 5.14, we see a drastic reduce in throughput, while having high latency. The

HTTP GET requests timed out, or took too long, so we had to exclude those results.
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Figure 5.14: MAP trunk: TPv4, ICMP + HTTP latency - Measuring HT'TP and
ICMP latency while performing a RRUL test. Measured over a period of 70 seconds on
MAP forced to use IPv4 while running Designated Driver (trunk).

5.3.5 MAP-T, Designated Driver, RRUL46

Our last measurement utilizes the rrul/6 test, which is a RRUL test, but with mixed
IPv4 and IPv6 streams. Looking at Figure 5.15, we see higher throughputs than in the
IPv4 only MAP-T test above, and we also see considerably lower ICMP latency. We
believe this is the measurement that best depicts a real user scenario, where multiple

types of upload and download are performed, utilizing both IPv4 and IPv6.
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Figure 5.15: MAP trunk: RRUL46, ICMP + HTTP latency - Measuring ICMP
latency while performing a RRUL46 test. Measured over a period of 70 seconds on MAP

while running Designated Driver (trunk).

5.4 End-user usability

In our last type of measurement, we want to look at the usability for the end-user.
These tests are somewhat empirical, in the way that we have not tested any of them in
theory, and they have not been systematically tested. Most of them have been tested
more than one time, confirming that it’s not a one-off. Our tests are done by connecting
a Windows 7 client to the CPE when in MAP-T mode. That computer was then used
for daily tasks for four weeks, using it as we’d normally do.

As we tested different services, we noted them down in Table 5.1, and gave them
passed/failed depending on the outcome. A similar test was done by Edwin Cordeiro
et al. in (102). They had issues with torrent clients, and also FTP in passive mode.
We did not experience these issues; we seeded numerous torrents without issues, having
several MB/s in upload speeds. We also connected to FTP just fine on this Windows 7
client using WinSCP. We could browse files, list content of folders, and download files
(even larger ones, 4+ GB).

We also tested several online games, and all of them were classified as “Moderate

NAT?” by the game when joining online multiplayer games. Normal web browsing had
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no issues, even online streaming content. We also tested video streaming using Plex,

and we got a 10/10 score on test-ipv6.com.

Service Comment Result
Games Steam (IPv4) Passed
Games uPlay (IPv4) Passed
Games Origin (IPv4) Passed
Online games  Counter Strike: Global Offensive (IPv4) Passed
Online games ~ Rainbow Six: Siege (IPv4) Passed
Online games  Black Mesa (IPv4) Passed
Voice Ventrilo (IPv4) Passed
Voice TeamSpeak (IPv4) Passed
Torrent uTorrent (IPv4) Passed
FTP WinSCP (passive, IPv4) Passed
FTP WinSCP (passive, IPv6) Passed
FTP WinSCP (active, IPv4) Failed
FTP WinSCP (active, IPv6) Passed
Browsing www.google.com (dual-stack) Passed
Browsing www.ba.no (IPv4) Passed
IPv6 test www.test-ipv6.com Passed (10/10)
Video Plex video streaming (IPv4) Passed
Video www.plex.tv (IPv4) Passed
Video tv.nrk.no (IPv4) Passed
Video www.youtube.com (dual-stack) Passed

Table 5.1: End-user usability - A list of services, applications and web sites tested
behind our MAP-T setup.

We clearly see that MAP-T works in favor of the end-user, and no major connectivity
issues where seen. Our experience from using the Windows 7 client is that it feels like
any other Internet access we’ve used, and we’ll probably continue to use it as-is for the

foreseeable future.
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Conclusion

In this thesis we’'ve looked at how the Internet has rapidly grown, and that there are no
more IPv4 address space available. A transition to IPv6 is inevitable, and as such, IPv6
transition mechanisms are needed. We've looked at different transition mechanisms,
how they work, and which of them we found most applicable for new network operators
with scarce IPv4 resources. Looking at Mapping of Address and Port, we’ve addressed
how it works, what the limitations are, and how to deploy it in our setup.

We’ve looked at different types of CPEs and BRs, where finding a CPE matching
our criteria proved to be a challenge. We acknowledge the challenges of using a CPE
with OpenWrt — especially since it’s not an out-of-the-box solution — however, we’ve
proven that a commodity CPE can deliver good results, both in features, and also
throughput and performance.

The huge differences in throughput were interesting, especially the difference in
IPv6 throughput on Chaos Calmer compared to Designated Driver — we thought they
would be much more identical, but we also reckon that there are lots of changes in the
codebase between the two versions that can explain the difference in performance.

IPv4 throughput using MAP mode on the CPE could be better, especially in FTTH
situations where bandwidths above 100Mbps is more common. But, taking into con-
sideration that it’s a cheap CPE, MAP-T IPv4 throughputs of almost 200Mbps is good
enough for most scenarios. Issues with high and varying latency was expected, as this
is normal behavior in best-effort setups — high throughput usually equals high latency.

We find it strange that there’s little movement in the CPE market regarding MAP

support — almost a year after the release of the two finalized MAP standard tracks
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there doesn’t seem to be off-the-shelves CPEs that matches our requirements (and we
don’t think our requirements are unreasonable almost two decades after IPv6 came to
life).

We believe MAP is a really mature platform to utilize IPv4 address sharing over

IPv6-only networks. It scales very well, and is simple to deploy.

6.1 Future work
We find several things that could be done in future work;

o Performance testing using VPP as BR (70), looking at how far it could scale
using commodity servers. Test how stable it would be, and how easily it could

be deployed in production.

o Performance and latency testing on the WiTi CPE (80), comparing it to the
Archer C7.

e Implement QoS and shaping to mitigate latency and bufferbloat issues. The
Bufferbloat project has done much work in this area that looks really promising
(103).

e Make administrative systems for deploying MAP rules and DHCPv6 MAP pa-

rameters. Currently it’s a cumbersome and manual process.

e Look at how IPv4 multicast could be solved. Either through draft-sarikaya-
softwire-map-multicast-04 (56), draft-ietf-softwire-dslite-multicast-11 (104), or other

means.

o Website that utilizes the MAP parameters/rules to display public IPv4 and port-
sets for an end-user visiting that page. Should only be accessible from within the
network of an operator, and should only display information about that specific
user visiting the page. This way end-users can know what ports and port-sets
that are available. Useful if the user wants to host services on the shared IPv4

address.
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Appendix A

Scripts & config

#!/usr/bin/perl
use warnings;
use strict;

use POSIX;

my %stats;

while (my $line=<STDIN>){
chomp( $line);
my ($sec, $mbps) = split(’,’, $line);

$stats{$sec}{avg} += $mbps; # add total, which is used as avg
$stats{$sec}{count}++; # how many tests has been done?

if ($stats{$sec}{max}){
if ($mbps > $stats{$sec}{max}){
$stats{$sec }{max} = $mbps;
}
} else {
$stats{$sec}{max} = $mbps;

}

if ($stats{$sec}{min}){

if ($mbps < $stats{$sec}{min}){
$stats{$sec}{min} = $mbps;

}

} else {
$stats{$sec}{min} = $mbps;

}

}
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A. SCRIPTS & CONFIG

print "sec,avg,min,max\n";
foreach my $second (sort { $a <=> $b } keys %stats){
print "S$second," . ceil($stats{$second}{avg} / $stats{$second}{count})
",$stats{$second }{min}, $stats{$second }{max}\n";

Listing A.1: Make average numbers from CSV-output.

#!/usr/bin/perl

use warnings;

use strict;

use JSON —support_by_pp;
use POSIX;

my Q@json_ content = <STDIN>;
my $json = new JSON;
my $json_text = $json—>allow_nonref—>utf8—>relaxed —>escape_slash—>loose —>

allow_singlequote —>allow__barekey—>decode (" @json_ content");

sub sort_streams{
my $start = shift;
$start = floor ($start);

return $start;

my $i = 1;
foreach my $interval (sort { sort_streams($a—>{sum}—>{start}) <=>
sort_streams ($b—>{sum}—>{start }) } @{$json_text—>{intervals}}){
my $mbps = floor ($interval —>{sum}—>{bits per_ second} / 1000 / 1000);
print "$i,$mbps\n";
$i4+;

Listing A.2: Make CSV-output based on JSON from iperf3.

#!/usr/bin/env perl
use strict;

use warnings;

use Net::IP;

use NetAddr::IP;
use POSIX;

# static stuff
my $option_s46_rule = sprintf("%04x", 89);
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my $option_s46_dmr = sprintf("%04x", 91);
my $option_s46__portparams = sprintf("%04x", 93);
my Soption_s46__cont__mapt = sprintf("%04x", 95);

# dynamic stuff

my $ipv6_prefix = "2a02:4260:f800::/48";

my $ipvd prefix = "185.54.31.128/28";

my $dmr_prefix = "2a02:4260:£000:0004::/64";
my $ea_length = §;

my $psid_offset = 6;

sub packdhcep{
my ($dhcp_option, $hex_value) =@ ;

my $length = floor (length($hex_value) / 2);

return ($dhcp_option . sprintf('%02x%02x" ,
floor ($length /256), ($length % 256))

$hex value);

sub create__bmr{
my $ipv4d = Net::IP—>new(83ipv4_prefix);
my $ipv6 = Net::IP—>new($ipv6__prefix);

(my $ipv4_addr = $ipvd—>hexip()) =~ s/://g;
$ipv4d _addr =~ s/70x//;
(my $ipv6_addr = $ipv6—>short()) =~ s/://g;

my $bmr = sprintf (" %02x%02x%02x%s %02x%s " ,

0,

$ea_length ,

$ipvd—>prefixlen (),

$ipv4__addr,

$ipv6—>prefixlen (),

$ipv6__addr

)

return packdhcp ($option_s46_rule, $bmr

packdhcp ($option_s46__portparams ,
sprintf("%02x000000", $psid offset)));

sub create dmr{

my $dmr = Net:: IP—>new($dmr_prefix);
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A. SCRIPTS & CONFIG

(my $dmr_addr = (split(’/’, $dmr_prefix))[0]) =~ s/://g;
return packdhcp ($option_s46_dmr,

sprintf("%02x", $dmr—>prefixlen()) . $dmr addr);

my $dhcp_option = create__bmr () ;
$dhcp_option .= create_dmr();
$dhcp_option =~ s /.. \K(?=.)/:/g;

print "option dhcp6.mapt—option $dhcp_option;\n";

Listing A.3: Make DHCPv6 BMR and DMR options for a MAP-T domain.

#!/bin /bash
mkdir graphs

# take all Flent test files in the current directory

Is —1 x.gz | while read file; do

# gather name of test
testname="‘echo $file |perl —wple ’s,”(.+7)\—2016.+,%1,” ‘"

# iterate through all the plots available for that test
flent $testname ——list —plots 2>&1 | grep —v "~ Available"

plot; do

# gather name of plot

| while read

plotname="‘echo $plot|perl —ple ’s,\s+,,g;s, (.+?)\:.+,81,7";

# graph name

graphname="graphs/$testname—$plotname.png"

flent $testname —p $plotname —i $file —o $graphname
done

done

Listing A.4: Simple script to make all the available graphs of each plot type in Flent.

!
ip cef
ipv6 unicast—routing

ipv6 cef
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!

interface GigabitEthernet0/0
description Ink:dalek; eth6; internet
ip address 185.54.31.1 255.255.255.254
load—interval 30

media—type gbic

speed auto

duplex auto

no negotiation auto

ipv6 address 2A02:4260:F000::1/127
ipv6 enable

!

interface GigabitEthernet0/1
description Ink:cybermat; Gil/0/9; servers
ip address 185.54.31.6 255.255.255.254
load—interval 30

media—type 1rj45

speed auto

duplex auto

no negotiation auto

ipv6 address 2A02:4260:F000:1::1/64
ipv6 enable

ipv6 nd prefix default no—advertise

!

interface GigabitEthernet0/2

description Ink:cybermat; Gil/0/11; Outside —> ¢sr1000v; Gi3

ip address 185.54.31.2 255.255.255.254
ip ospf authentication null

ip ospf 503 area 0

load—interval 30

media—type rj45

speed auto

duplex auto

no negotiation auto

ipv6 address 2A02:4260:F000::2/127
ipv6 enable

ipv6 ospf 503 area 0

!

router ospf 503

router—id 185.54.31.2
log—adjacency—changes

auto—cost reference—bandwidth 10000
redistribute connected subnets
redistribute static subnets

passive—interface default
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A. SCRIPTS & CONFIG

no passive—interface GigabitEthernet0/2

default —information originate always

!

ip route 0.0.0.0 0.0.0.0 GigabitEthernet0/0 185.54.31.0
ipv6 route ::/0 GigabitEthernet0/0 2A02:4260:F000 ::
!

ipv6 router ospf 503

router—id 185.54.31.2

log—adjacency—changes

auto—cost reference—bandwidth 10000

default —information originate always
passive—interface default

no passive—interface GigabitEthernet0/2
redistribute connected

redistribute static
!

Listing A.5: Core router configuration

|
ip routing
ipv6 unicast—routing
!
ip dhcp excluded—address 185.54.31.8 185.54.31.10
ip dhcp pool openwrt
network 185.54.31.8 255.255.255.248
domain—name foobar.jocke.no
default —router 185.54.31.9
dns—server 8.8.8.8
!
interface GigabitEthernet0/1
description Ink:openwrt
no switchport
ip address 185.54.31.9 255.255.255.248
ip ospf authentication null
ip ospf 503 area 0
load—interval 30
ipv6 address 2A02:4260:F000:2::1/64
ipv6 enable
ipv6 ospf 503 area 0
!
interface GigabitEthernet0 /12
description Ink:csr1000v; Gid; Inside
no switchport
ip address 185.54.31.4 255.255.255.254
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ip ospf authentication null

ip ospf 503 area 0

load—interval 30

ipv6 address 2A02:4260:F000::4/127
ipv6 enable

ipv6 ospf 503 area 0

|
router ospf 503

router—id 185.54.31.4

auto—cost reference—bandwidth 10000

redistribute connected

redistribute static

passive—interface default

no passive—interface GigabitEthernet0/12

!

ipv6 route 2A02:4260:F000:3::/64 GigabitEthernet0/1 2A02:4260:F000:2::2
ipv6 router ospf 503

router—id 185.54.31.4

auto—cost reference—bandwidth 10000

passive—interface default

no passive—interface GigabitEthernet0/12

redistribute connected

redistribute static
|

Listing A.6: Dual-stack: distribution switch configuration

!
ipv6 unicast—routing
!
interface GigabitEthernetl

description netl

load—interval 30

negotiation auto

!

interface GigabitEthernet2

description net0

load—interval 30

negotiation auto

!

interface GigabitEthernet3

description net2; Outside; VLAN502

ip address 185.54.31.3 255.255.255.254
ip ospf authentication null

ip ospf 503 area 0
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A. SCRIPTS & CONFIG

load—interval 30

negotiation auto

ipv6 address 2A02:4260:F000::3/127
ipv6 enable

ipv6 ospf authentication null

ipv6 ospf 503 area 0

|

interface GigabitEthernet4

description net3; Inside; VLANS503

ip address 185.54.31.5 255.255.255.254
ip ospf authentication null

ip ospf 503 area 0

load—interval 30

negotiation auto

ipv6 address 2A02:4260:F000::5/127
ipv6 enable

ipv6 ospf authentication null

ipv6 ospf 503 area 0

!
router ospf 503

router—id 185.54.31.5

auto—cost reference—bandwidth 10000
redistribute connected subnets
redistribute static subnets
passive—interface default

no passive—interface GigabitEthernet3
no passive—interface GigabitEthernet4
!
ipv6 router ospf 503

router—id 185.54.31.5

auto—cost reference—bandwidth 10000
passive—interface default

no passive—interface GigabitEthernet3
no passive—interface GigabitEthernet4
redistribute connected

redistribute static
!

Listing A.7: Dual-stack: BR router configuration

config interface ’loopback’

option ifname ’lo’

option proto ’static’
option ipaddr ’127.0.0.1°

option netmask ’255.0.0.0°
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)

config interface ’lan
option type ’bridge’
option ifname ’ethl’
option proto ’static’
option ipaddr ’10.13.37.1°
option netmask ’'255.255.255.0°
option ip6addr ’'2a02:4260:f000:3::1/64~
option mtu ’1476’°
config interface ’wan’
option ifname ’ethO’
option proto ’static’
option ipaddr ’185.54.31.10°
option netmask ’255.255.255.248"’
option gateway ’185.54.31.9°

option mtu ’1476’°

config interface ’wan6’
option ifname ’ethOQ’
option proto ’static’

option ip6addr ’'2A02:4260:F000:2::2/64°

option ipbgw ’'2A02:4260:F000:2::1"°

option mtu ’1476°

config switch
option name ’switch0’
option reset 1’

option enable_vlan ’1°

config switch_vlan
option device ’switch0’
option vlan 1’
option ports ’2 3 4 5 0’

config switch_vlan
option device ’switch0’
option vlan ’2’

option ports ’1 6’

Listing A.8: Dual-stack: CPE router configuration, /etc/config/network

2| ip routing

3/ipv6 unicast—routing
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!
interface GigabitEthernet0/1

description Ink:openwrt

no switchport

no ip address

load—interval 30

ipv6 address 2A02:4260:F000:2::1/64
ipv6 enable

ipv6 nd managed—config—flag

ipv6 nd other—config—flag

ipv6 dhcp relay destination 2A02:4260:F000:1::2
ipv6 ospf 503 area 0

!

interface GigabitEthernet0/12
description Ink:csr1000v; Gid; Inside
no switchport

no ip address

load—interval 30

ipv6 address 2A02:4260:F000::4/127
ipv6 enable

ipv6 ospf 503 area 0

!

ipv6 router ospf 503

router—id 185.54.31.4

auto—cost reference—bandwidth 10000
passive—interface default

no passive—interface GigabitEthernet0/12
redistribute connected

redistribute static
!

Listing A.9: MAP-T: distribution switch configuration

!

ipv6 unicast—routing
!
interface GigabitEthernetl
description netl
load—interval 30
negotiation auto

!

interface GigabitEthernet2
description net0
load—interval 30

negotiation auto
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interface GigabitEthernet3

description net2; Outside; VLAN502

ip address 185.54.31.3 255.255.255.254
ip ospf authentication null

ip ospf 503 area 0

load—interval 30

negotiation auto

nat64 enable

ipv6 address 2A02:4260:F000::3/127
ipv6 enable

ipv6 ospf authentication null

ipv6 ospf 503 area 0

!
interface GigabitEthernet4
description net3; Inside; VLAN503

no ip address

load—interval 30

negotiation auto

nat64 enable

ipv6 address 2A02:4260:F000::5/127
ipv6 enable

ipv6 ospf authentication null

ipv6 ospf 503 area 0

!

router ospf 503

router—id 185.54.31.5

auto—cost reference—bandwidth 10000
redistribute connected subnets
redistribute static subnets
passive—interface default

no passive—interface GigabitEthernet3
!

ipv6 router ospf 503

router—id 185.54.31.5

auto—cost reference—bandwidth 10000
passive—interface default

no passive—interface GigabitEthernet3
no passive—interface GigabitEthernet4
redistribute connected

redistribute static

!

nat64 map—t domain 1

default —mapping—rule 2A02:4260:F000:4::

basic—mapping—rule
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A. SCRIPTS & CONFIG

ipv6—prefix 2A02:4260:F800::/48
ipvd—prefix 185.54.31.128/28

port—parameters share—ratio 16 start—port 1024

Listing A.10: MAP-T: BR router configuration

config interface ’loopback’

option ifname ’lo’

option proto ’static’
option ipaddr ’127.0.0.1°
option netmask ’255.0.0.0°

)

config interface ’lan
option type ’bridge’

option ifname ’ethl’

option proto ’static’

option ipaddr ’'10.13.37.1°

option netmask ’'255.255.255.0°

option ip6assign ’'64°

option mtu ’1476’°

config interface ’wan6’
option ifname ’ethO’
option proto ’dhcpv6’
option reqaddress ’try’
option reqprefix ’auto’

option mtu ’1476°

config switch
option name ’switch0’
option reset 1’

option enable_vlan ’1°’

config switch_vlan
option device ’switch0’
option vlan 1’
option ports ’2 3 4 5 0’

config switch_vlan
option device ’switch0’
option vlan ’2’

option ports 'l 6’

Listing A.11: MAP-T: CPE router configuration, /etc/config/network
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subnet6 2a02:4260:f000:1::/64 {
}

option dhcp6.mapt—option code 95 = string;

subnet6 2a02:4260:f000:2::/64 {
range6 2a02:4260:f000:2::100 2a02:4260:f000:2::1000;

prefix6 2a02:4260:f800:: 2a02:4260:f800: ff00:: /56;
option dhcp6.mapt—option 00:59:00:16:00:08:1c¢:b9:36:1f:80:30:2a

:02:42:60:f8:00:00:5d:00:04:06:00:00:00:00:5b:00:09:40:2a:02:42:60:
f0:00:00:04;

Listing A.12: map-server: DHCPv6 configuration, /etc/dhep/dhepd6.conf
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