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PREFACE

The paper is an overview of the regulatory framéwetated to personal data protection in
Georgia. It provides detailed analysis of the pne$egal instrument — Law of Georgia on
Personal Data Protection and focuses on its maamgths and weaknesses. Also, it dis-
cusses basic differences and similarities betwdéraid Georgian regulatory instruments

and presents their comparative analysis.



INTRODUCTION

For most of us our daily life is almost impossiblghout an Internet, where we create our
own virtual world by sharing various kinds of parabdata. On the internet we do almost
the same activities as we do in the real world. Wéver we buy products on the Internet,
book flight tickets, register ourselves on the abcietworking websites or use Internet
banking we reveal most of our personal informasach as our name, gender, age, bank
card details and some other private data that b@weficant importance for our lives.
There is a legitimate question that should bothleofaus: "What happens to this data?
Could it fall into the wrong hands? What rights ytmu have regarding your personal in-
formation? *
Personal information is an indivisible part of anerivacy and privacy itself is recognized
as a fundamental human right by various legal imsénts. "Our current understanding of
informational privacy is based to some extent ow o individual relates to and controls
access to information about themselves. Regulatéots legislation have codified what
Judge Samuel Warren and Louis Brandeis summanez&890 as the right of the individu-
al to "be let alon€" and expanded the notion of data protection beybadundamental
right to privacy.®
In order to protect our privacy we should be abl@rotect and control our personal infor-
mation. Therefore various national and internatiormamative instruments are based on a
set of conditions or principles that include:

* Individuals should be informed when personal datzoilected.

e Individuals should be told who is requesting théadand the reason for their re-

quest to help them decide whether to release darftedl or part of such data.

! Protection of personal data, available hdrep://ec.europa.eu/justice/data-protection/indexhen Ac-
cessed 20.11.2013

2 Warren, S.D and Brandeis, L.D. The Right to Prvdarvard Law RevievBoston Vol. IV No. 5 Dec 15;
1890

% Neil Robinson, Hans Graux, Maarten Botterman, haceValeri.Review of the European Data Protection
Directive May 2009




e Individuals should be told how they can access dhtaut themselves in order to

verify its accuracy and request changes.

* Individuals should be told how their data will beected from misuse.
Implementing these conditions is not easy, paitylin today’s world, where personal
data is collected, processed and transferred inamsunts, either on behalf of the individ-
uals themselves (e.g. by the state to preserveigeocuimprove public services) or for the
benefit of commercial organizations. In such animvment, these principles must be ob-
served in an effective way, guaranteeing the réspethe data subject’s rights without
overloading him with formal information in quanéi§i that he cannot realistically be ex-

pected to process or comprehénd.

* Neil Robinson, Hans Graux, Maarten Botterman, haceValeri.Review of the European Data Protection
Directive May 2009



CHAPTER I- PERSONAL DATA PROTECTION IN EU

1.1 EU Directive
1.1.1 Introduction

"At the European level, the protection of privasyam essential human right has been en-
cased in a number of regulatory texts, most of twliame into being after the Second
World War. The tragedies and atrocities of thisiqguerwhen large databases of personal
data were used to segregate populations, targetrityirgroups and facilitate genocide,
made it abundantly clear how dangerous it couldoba&low public intrusion into the pri-
vate sphere.

The post-war period witnessed the arrival of theversal Declaration of Human Rights
(UN, 1948), the European Convention on Human Ri¢g8wuncil of Europe, 1950), and
the International Covenant on Civil and PoliticagiRs (UN, 1966), all of which recog-
nized privacy as a fundamental human right anddedprincipally on shielding the indi-
vidual against abuse by protecting their persoatd.d

The private sector began to use personal data sxé&y following the arrival and broad
uptake of Information, Communication TechnologyT)Gn the 1970s. This increased the
risk of personal data being abused and createceconicat there would be a need for regu-
lation to ensure that individuals remained adeduaietected. Hence more specific regu-
lations were introduced in the 1970s and 1980%t@ign personal data processing, both at
an international and a national level.

There was little harmonization between these ratean EU level. Some Member States
applied strict limitations and procedures, whereil®r Member States had no rules at all.
This diversity constituted a barrier to the devehent of the internal market (the "first pil-
lar"), and it was in this context that the Direetiwas created: as an internal market instru-

ment designed to improve cross-border trade by biaizing data protection legislation."

® Neil Robinson, Hans Graux, Maarten Botterman, haceValeri.Review of the European Data Protection
Directive May 2009. p. 6



The EU has adopted several Directives on data girote The first and most important of
these is Directive 95/46/EC on the Protection dfividuals with Regard to the Processing
of Personal Data and on the Free Movement of swath.Drhis instrument is binding on
E.U. member states, albeit with several qualifmadi the most significant being that the
Directive does not apply to activities relating'public security, defence, State security ...
and the activities of the State in areas of crimnlaa" (Article 3(2)). At the same time,
though, member states are free to subject suchitedito data protection regimes mod-
elled on the Directive. Certain non-member states\fay, Iceland and Liechtenstein) that
are party to the 1992 Agreement on the Europeamdtoiz Area (E.E.A.) are also bound
to implement the Directive, with the same qualificas as just noted.

One of the crucial characteristics of the Direcivé¢hat it is tied to the concept of personal
data, and not to a notion of privacy. Indeed, thevigions of the Directive can apply to
acts of data processing which are not considerée farivacy sensitive in their own right.
The Directive, therefore, serves a number of puppprivacy protection being only one.
Its rules fulfill a range of functions in practicgecluding encouraging freedom of expres-
sion, preventing discrimination and improving effiocy.’

While the Directive is primarily a European instremh for European states, it exercises
considerable influence over other countries nastié@cause it places a qualified prohibi-
tion on transfer of personal data to those countridess they provide "adequate” levels of
data protection (see Articles 25-26). As shown Wwelmany non-European countries are
passing legislation in order, at least partly, ®etrthis adequacy criterion. Furthermore, the
Directive stipulates that the data protection ldvam E.U. state may apply outside the E.U.
in certain circumstances, most notably if a datatrodier, based outside the E.U., utilizes

"equipment” located in the state to process pefsdai@ for purposes other than merely

® Lee A. BygravePrivacy and Data Protection in an International Bpective 2010
" Neil Robinson, Hans Graux, Maarten Botterman, haceValeri.Review of the European Data Protection
Directive May 2009, p. 7



transmitting the data through that state (see lrd€1)(c)). All of these provisions give an
impression that the E.U., in effect, is legislatfogthe world®

The influence of the Directive on data processingcfices is undeniable: its principles
have set the standard for the legal definition @fspnal data, regulatory responses to the
use of personal data and other ‘innovations in gedéection policy” These include clari-
fying the scope of data protection rules, definiigits for data subjects, establishing the
provisions regarding sensitive personal data amabkshing supervisory authorities and
transnational oversight arrangements in the forthefEU level Article 29 Working Party.
However, it is also important to realize that thieeBtive was written at a time when data
processing involved filing systems and computernfnames. The risks related to such a
model could easily be managed by defining obligetiand procedures linked to each role.
Its main objective was to harmonize existing regiofes to safeguard the data subject’'s
right to informational privacy and to create a coomiEuropean market for the free move-
ment of personal data, not to create a legal framnlethat could cope with future data pro-
cessing and privacy challengés.

The world has now moved on to a networked socidtgres personal data is continuously
collected, enriched, amended, exchanged and relisedclear that this new social envi-
ronment needs well-adjusted data protection reiguigtto address the far greater risks of
abuse. This leads to the question: is the currémgciive, with its roots in a largely static
and less globalised environment, still sufficienfligxible to handle the challenges of to-
day?!

The Directive comprises 34 Articles and its promns include data quality, special catego-
ries of processing, the rights of data subjectsfidentiality, security, liability and sanc-

tions, codes of conduct and supervisory authorifieshares a number of basic concepts

8 Lee A. BygravePrivacy and Data Protection in an International Bpective 2010

° Bennett C.J. and Raab, The Governance of Privacy: policy instruments igl@bal perspective2nd Edi-
tion, MIT Press, London 2006. p 97

19 Neil Robinson, Hans Graux, Maarten Botterman, haeeValeri.Review of the European Data Protection
Directive May 2009, p. 7
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with other regulatory texts, such as the 1980 OECiMacy Guidelines and the more recent
Asia Pacific Economic Forum (APEC) Privacy Framekvdivhile the Directive was not
conceptually innovative, it has had a very powenfopact in the EU and can be credited
with creating a binding and harmonized framework data protection principles in all
Member State&?

However, data protection in Europe is not solelpet@lent on state-initiated regulation.
Self-regulatory approaches are increasingly comraaod, include sector specific codes of
conduct at national and international levels, thiectusion of contracts implementing bind-
ing Model Clauses or Binding Corporate Rules (BCRsyover the exchange of personal
data with a party outside of the European Urliband identity management to deal with
challenges such as data ownership, data stewardsdiplata broking at a non-regulatory
level. The Directive acknowledges and encouragesetipractice¥’

Finally, when examining the societal value of peedalata, the fact that personal data pro-
tection has an inherent value to society in itshtfuld not be overlooked. Exercising such
freedoms as the freedom of speech, freedom of ias®wcand the freedom to practice re-
ligion in a meaningful way requires that the indival has a suitable personal sphere to
develop his or her convictions and decide how &r@sge these. Privacy rights thus can act
as a vehicle to exercise other right®rivacy protection is therefore not only essera@h
safeguard for personal wellbeing, but also to enslie needed freedom and creativity that
may benefit society as a whole. Thus, for the psepoof defining more or less stringent

data protection rules, the debate cannot be poseslypin terms of trading personal free-

2 Neil Robinson, Hans Graux, Maarten Botterman, haeeValeri.Review of the European Data Protection
Directive May 2009, p. 7

13 See e.g. Working Party document WP 108/erking Document establishing a model checklistiaation
for approval of Binding Corporate Rulesddopted on 14 April 2005;
http://ec.europa.eu/justice_home/fsj/privacy/dogslecs/2005/wpl08 en.pdf

4 Neil Robinson, Hans Graux, Maarten Botterman, haeeValeri.Review of the European Data Protection
Directive May 2009, p. 8

15 Feinberg, JFreedom and Fulfillment: Philosophical Essafsinceton University Press. 1994, p248




dom for societal benefit. Privacy and data protecshould not be characterized as a zero

sum gain where an individual gain means a sodiesalor vice verst

Circumstances have changed fundamentally sinc&dinepean Data Protection Directive
was created. The fluidity of personal data coltatsi has increased as the scope, goals and
ownership of such data continuously evolve. Europgtizens are becoming increasingly
involved in managing their own data (e.g. by chogspermitted recipients or allowing
preferred applications to re-use their data) thihosicial networks, an interesting avenue of
control that was not envisaged by the DirectiVe.

As was noted above, the Directive’s scope is véogaty tied to the notion of personal
data, which is defined in the Directive in fairlyist terms, based on the linkability to indi-
vidual data subjects. Using this notion as a bagdlock, specific roles are defined in ad-
dition to that of the data subject, including thaedehe data controller and data processor,
which are linked to specific acts of data procasgire. a controller in one act of data pro-
cessing may become a processor in the next). Ragittobligations are defined in relation
to these roles, including specific processes (n#dron obligations, notifications, adequa-
cy findings, etc.) to ensure that general dataggtan principles are observ&d.

Generally, it is clear that there is a need foleailble framework that allows data control-
lers to create and offer products and services anternational scale, while ensuring that
data subjects retain their right to efficient datatection through effective enforcement
and accountability mechanisms. This requires d legamework that is sufficiently focused

on real data protection impact and practical outsith

18 Neil Robinson, Hans Graux, Maarten Botterman, haeeValeri.Review of the European Data Protection
Directive May 2009, p. 16

7 Ibid, p. 18

18 bid, p. 19
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1.1.2 Main Strengths

Strength

Evidence

Serves as reference
model for good practic

U

Legislation that permits practical exercise of famégntal rights
derived from ECHR, and considered a leading intesnal
model.

Other privacy legislations adopt elements fromDirective e.g.
Hong Kong, Canada, parts of Latin America

Harmonizes data
protection principles
and to a certain extent
enables an internal
market for personal
data

Implementation of legal rules across Europe fospeal data
processing that have greater compatibility thaorgo the Di-
rective’s introduction

Flexible due to a
principles-based
framework

The Directive defines principles, without goingdrdetails for
specific sectors/contexts. The exception to this isidirect mar
keting

Technology neutral

No reference to specific technologies

Security measures not specified

Concept of personal data broad enough to be teapically
neutral

Improves general
awareness of privacy
issues

Establishment and increasing numbers of privacicigsl, priva-
cy officers, etc.
Consumer awareness regarding privacy

The Directive as a reference model for good practic

One of the most frequently quoted positive aspetthe Directive was the impact it has
had in structuring and organizing the debate sumdowg data protection. While the OECD

Guidelines were very influential in shaping thidde, the Directive can be credited with

%0 Neil Robinson, Hans Graux, Maarten Botterman, haeeValeri.Review of the European Data Protection

Directive May 2009, p. 22




formulating legally binding rules that have becoefiective law across the Member States,
following in the footsteps of the Council of Euro@envention 108 for the Protection of
Individuals with regard to Automatic ProcessingPefsonal Dat&:

As a result, the Directive is internationally reseel, and its principles are often held up as
a standard for good data protection practices @aventexts where it does not apply di-
rectly. Indeed, the APEC Privacy framework is orameple where the provisions of the
Directive have had a clear influente.

A number of other jurisdictions are consideringid&give reform based on the Directive.
These include Hong Kong and several jurisdictiontatin America, including Chile and
Ecuador. The Directive was illustrative in inspgiCanada to develop its own Personal
Information Protection and Electronic Documents ARIPEDA). Other examples of the
Directive’s influence can be found in the way thdtas inspired the creation and recogni-
tion of the importance of supervisory authoritiese OECD refers to such bodies as Priva-
cy Enforcement Authorities — reflecting a slightlifferent perspective of their role, em-
phasizing their enabling role as privacy enforesgecially in a cross border context — and

has recently developed a framework to facilitat®peration among theff.

Harmonizing data protection principles and enablanginternal market for personal data

One of the key goals of the Directive was to imgrélve harmonization of data protection
rules across Member States, in order to ensurdgheto privacy with respect to the pro-
cessing of personal data and to permit the free fdd personal data between Member
States (Article 1 of the Directive). The aim wa<steate a sufficiently harmonized Europe-

an legal framework so that data controllers manggedonal data in accordance with the

L Neil Robinson, Hans Graux, Maarten Botterman, haeeValeri.Review of the European Data Protection
Directive May 2009, p. 22

%2 |bid

%3 OECD, “Recommendation on Cross-border Co-operatidhe Enforcement of Laws Protecting Privacy”
(2007) available atvww.oecd.org/sti/privacycooperation
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same principles in any Member State, and data stsyeould have clear rights regardless
of where they or the data controller were locéfed.

The Directive has ensured that broadly comparadgallrules for crucial aspects of per-
sonal data processing are in place throughout therBese include the concept of personal
data, requirements for legitimacy, data quality aedurity, data subjects’ rights and the

possibility of enforcing these rules, as describgdKorff.?

Flexibility due to a principles-based framework

Many of the Directive’s obligations remain relalivdigh level. The framework approach
based on principles allows Member States to imphértiee necessary measures while tak-
ing into account local traditions and sensitivitiesd the needs of specific sectdts.

This flexibility can be seen in the case of direwrketing. It was observed during inter-
views with representatives from the direct marlgtsector that Northern European coun-
tries are more open to direct marketing and letgisdacordingly, while Southern European
countries have more formal and stricter sets afssuWhile the Directive itself contains
certain restrictions with regard to personal datecessing in the context of direct market-
ing — most notably the data subject’s right to obje such data processing as foreseen in
Article 14(b) — other aspects of direct marketimgtnue to diverge, and this national di-
vergence (as a reflection of differing societaitades) was, perhaps surprisingly, charac-

terized during these interviews as acceptable ased keneficiaf’

4 Neil Robinson, Hans Graux, Maarten Botterman, haeeValeri.Review of the European Data Protection
Directive May 2009, p. 23

5 Korff, D. EC Study on the Implementation of the Data Provec@irective- comparative summary of
national laws; available at
http://ec.europa.eu/justice_home/fsj/privacy/d@sfeport/consultation/univessexcomparativestudydfn.

%6 Neil Robinson, Hans Graux, Maarten Botterman, haeeValeri.Review of the European Data Protection
Directive May 2009, p. 24

" Ibid
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Technology neutral

"The definition of personal data has been leftlirhtely abstract so that it can be applied
in a number of technological contexts. The defomtrelies on considerations of ‘content’,
‘purpose’ and ‘result’, and can thus be applietitometric data, behavioral data or charac-
teristics that may be assigned by a data contr@@ley. passport number). The Opinions of
the Article 29 Working Party on RFID and on the cept of personal data, and the re-
sponses to the 2002 Implementation Review concgrairdio-visual information, attest to
this flexibility.

The legal framework is therefore not limited topeedfic societal and technological con-
text, and so national data protection authorites clarify how the Directive’s provisions
should be applied in each context, if needed. Theld 29 Working Party thus provides

European level interpretations when requiréd."

Fostering a greater general awareness of privasyés

"The inclusion of data protection considerationsilateral trade negotiations between the
EU and other countries (e.g. South Africa, Mexioa d hailand) indicates that awareness
of data protection is improving. Agreements cuigebeing negotiated between the Euro-
pean Commission and the Caribbean Community (CARIC@nd Central Africa are be-
ing amended to point to the Directive instead ofdDEand UN principles.

The Directive raises awareness by stating highl lgeals and the way in which these goals
should be achieved, and by promoting data protec¢tiols that include notification, model
contracts, standard contractual clauses, privatigiee and the appointment of Data Pro-

tection Officers. Notification, for instance, protas the transparency goal by requiring that

8 Neil Robinson, Hans Graux, Maarten Botterman, haeeValeri.Review of the European Data Protection
Directive May 2009, p. 24
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Data Controllers provide information about the datacessing methods they intend to use
and obliging them to make sure their data protaegbi@ctices comply with the Directive.
The transparency provisions have also helped iddals become more aware of privacy
issues, especially regarding notice, consent, &oite. Interest and awaren&sis demon-
strated by responses from customers when notifiedtachanges in privacy practices, and

direct communications about uses of their persdag.”°

1.1.3 Main Weaknesses

Weakness Evidence

The application scope of the Directive dependsstoangly on
whether or not the data processed can be defingmkeesonal”
data. It is all or nothing: there is no room fordra or less per-
sonal” data (and accordingly “more or less protetii. Special
categories of personal data processing are explagfined; but
financial information and location data are nosslfied as sensi
tive.

Strict application of the Directive’s concepts soimes leads to
unpredictable or counterintuitive results.

The link between the
concept of personal
data and real risks is
unclear

Privacy policies not read in practice, as theyaanged at con-
sumers yet written by/for lawyers

Privacy policies do not play a role as a markded#ntiator
Unclear purpose of notification

Variety of 20 different notification processes, ety of exemp-
tion rules

Uneven implementation of the process of registratio

Measures aimed at
providing transparency
of data processing
through better
information and
notification are
inconsistent and

29 See generallfEurobarometer Report on Data Protection in the Eagan Union: Citizens' perceptions
published ahttp://ec.europa.eu/public_opinion/archives/flasbhaen.htm

%0 Neil Robinson, Hans Graux, Maarten Botterman, haeeValeri.Review of the European Data Protection
Directive May 2009, p. 24-25
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ineffective

The rules on data ex-
port and transfer to
third countries are out-
moded

Definition of ‘third countries’ is perceived as oubded in the
light of globalization

Adequacy of countries is not relevant to businesdities or to
data protection

Regulation in some other countries is stronger tharEU, but
still not recognized as adequate

The tools providing for
transfer of data to third
countries are
cumbersome

Length of time and effort required to get Standaashtractual
Clauses, model contracts or Binding Corporate Ragsoved is
excessive

Uneven practices of approval and authorizationjittie coordi-
nation between the Member States

The role of DPASs in
accountability and
enforcement is
inconsistent

Unclear rationale for enforcement

Uneven implementation of enforcement across MerShates
either for punishment or to affect behaviors

Differing criteria for imposing sanctions

The definition of enti-
ties involved in pro-
cessing and managing
personal data is sim-

plistic and static

Globalization and increased re-use of personal ikdaoutpaced
the static definitions of controller and proces¥or.

The link between the concept of personal data aatiprivacy risks is unclear

"The scope of the Directive has been criticizedalse the relationship between privacy
protection and data protection is vague: not &k a€ personal data processing as covered
by the Directive have a clear or noticeable privaopact, and we must ask if this is a

weakness in its focus. Should the impact on privaey relevant criterion for determining

the applicability of data protection rules?

31 Neil Robinson, Hans Graux, Maarten Botterman, haeeValeri.Review of the European Data Protection

Directive May 2009, p. 26
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The impact of the Directive is not defined in teraissituations with a privacy impact, but
rather to acts of personal data processing. Thecwe’s approach is based strongly on a
fundamental rights interpretation of data protectiwhere personal data is deemed inher-
ently worthy of protection.

However, the notion of personal data is extremebat and subject to much debate. Some
argue that any data that could be linked to a fipeadividual should be considered as
personal data. Under this absolute interpretatioternet Protocol (IP) addresses are per-
sonal data, regardless of whether the entity psicgshem has a realistic possibility of
linking them to a given individual. Freely choseseunames, even those that contain no
semantic link to a user, and geographical inforamatire also problematic. Data such as
those in Google Street view may come under thecive if they include images of indi-
viduals.

Anonymity in large datasets is also complicatedaltheare research is one area that uses
large sets of anonymized clinical data for statédtianalysis, data mining etc. However,
regardless of how rigorously the data is de-peismed legally speaking under this abso-
lute interpretation it remains personal data ifréhis a possibility of linking the data to an
individual, however remote, difficult or complexatimay be.

Determining what constitutes personal data becopaescularly acute in the context of
mobile telecommunications, where a device with Rradldress may easily be used by an-
other entity. The problem is likely to get worseéwiPv6, when IP addresses will become
much more widely available and begin to be assigoedbjects such as home appliances or
cars.

While the relative interpretation is more flexiltkean the absolute one, the three criteria are
still very broad. For instance, a website that UBesddresses to determine the likely origin
of a visitor for language customization purposesl uses information “to determine the
treatment of a specific person” and “to have anaotpn a specific person”. Thus, data
protection rules would apply, regardless of theaappt lack of privacy risk.

The Directive’s rules on special categories of pssing could also benefit from reconsid-
eration. As it stands, the Directive acknowleddes ttertain types of personal data are

more privacy sensitive and more likely to harm tla¢a subject in cases of unauthorized

15



processing. These include personal data “revealogl or ethnic origin, political opin-
ions, religious or philosophical beliefs, tradeammembership, and the processing of data
concerning health or sex life” (Article 8 paragrapbf the Directive). Based on this, more
stringent conditions for the processing of suclegaties are imposed.

In addition, the special categories contain sompr&ing omissions, for instance financial
and location data. The interpretation of locatiatade.g. which locations are visited, sug-
gesting which shops are frequented, and which mtsdand services are bought), may in
the future permit the identification of the healsiocial, sexual or religious characteristics
of the data subject. Location based services peavida mobile devices are already seen as
a growth market. This is an example of one asp&otéction of special categories of data
processing) where the Directive appears to haveréava process oriented approach fo-
cused on linking specific obligations to formalteria, rather than on an outcomes based

approach that would consider the impact and thegsity of such obligation$?

Measures aimed at providing transparency througttebénformation and notification are

inconsistent and ineffective

"One of the goals of the Directive is to make datacessing more transparent to data sub-
jects. In order to achieve this goal, data cordrellare required to provide certain infor-
mation to the data subject, and in some casegistee a notification with the national data
protection authority.

The information obligatiomns contained in Articles 10 and 11 of the Directiwich dis-
tinguish between situations where the data is thréArticle 10) or indirectly (Article 11)
obtained from the data subject. In both casesetisea list of information that must be pro-

vided to the data subject.

32 Neil Robinson, Hans Graux, Maarten Botterman, haeeValeri.Review of the European Data Protection
Directive May 2009, p. 27-28
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The main way of providing this information is viapaivacy notices, privacy policies or
consent notices. While there is no strict defimtaf these types of documents, notices can
be considered to be accessible texts aiming torimtbe average data subject; policies con-
tain specific legal information delineating datédjgets’ rights and data controller’s obliga-
tions; and consent notices are aimed at obtaimaglata subject’s informed (in principle)
consent for certain data processing activities, lgygticking a box. Ultimately, these texts
should provide consumers with the information neledeexercise their rights, and become
a factor in how they value offerings.

More importantly, while privacy policies are corsidd to be the main way of obtaining
consent from a data subject in the online worlahsconers feel very strongly that current
mechanisms do not help them to understand théitsig The evidence suggests that their
use is predominantly targeted to meet any appkckdgal transparency requirement, rather
than serving a real transparency benefit towardstimsumer. Privacy policies are written
by lawyers, for lawyers, and appear to serve litdeful purpose for the data subject due to
their length, complexity and extensive use of légahinology.

Privacy policies may also differ significantly froome Member State to another. In some
countries, for example, each privacy policy musttestthe relevant applicable decree,
whereas in others the relevant law does not neé@ t@ferenced. Due to the pressures of
efficiency and speed, service providers may oplr&ft one privacy policy that is compati-
ble with the most stringent legislative requirenseimt the hopes that this will cover the
requirements of other Member States. Interviewésss rmentioned that legal requirements
for consent in certain countries were so restrictivat companies were dissuaded from
investing in those countries.

Recent comments from the Article 29 Working Pantyirmproving the accessibility of pri-
vacy policies by making them easier to understapdewegarded as somewhat naive by

those in the commercial sector, and contradict®hys is because some national laws re-

% E.g. see Scribbins, KPrivacy@net — an International Comparative Studycofisumer privacy on the
internetConsumers International - Programme for DevelopamhBmies and Economies in Transition; 2001

17



quire full descriptions of data processing act@stiand it is very difficult to describe them

in a form the consumer can understand.

In addition, privacy policies have hidden costsre&ent experimental economic study of
US privacy policies illustrates the potential econo damage that would result were con-
sumers to read each policy. The cost to the USmatieconomy just for reading each pri-

vacy policy was estimated to be $365bn, based eretigth of time it takes to read a pri-

vacy policy and the monetary value of that time.

The end result is that privacy policies are nodrg€aompanies have evidence indicating
that few consumers access privacy policies. Thesdwt necessarily demonstrate lack of
interest — users notified about new privacy po$icaften ask questions. Surveys by
Eurobarometéf and the social networking site FacebBdkdicate that privacy awareness

does exist, but that users do not view the priyaaicy as a means of expressing their con-
sent with its contents. An understanding that conbas already been implicitly given by

accessing the service may help to explain tffis."

The rules on data export and transfer to exterhabtcountries are outmoded

"One of the best known provisions of the Directigkates to the transfer of personal data to
third countries. The Directive imposes restrictionssuch data transfers to prevent person-
al data from being moved to countries where tha gattection regime is less stringent.

Although the provision seeks to protect the dat&wfopean citizens, the sheer quantities

of personal information transferred overseas mayetmine this. It remains to be seen

% See the EurobarometBeports on Data Protection in the European UniBata controllers' perceptions
and Citizens' perceptions, both publishedtsi://ec.europa.eu/public_opinion/archives/flagbhaen.htm

% Thomson, M, presentation given at 8@th International Conference of Data Protectiordd®rivacy
Commissioner&Protecting Privacy in a Borderless World” 15th Al October, Strasbourg 2008

% Neil Robinson, Hans Graux, Maarten Botterman, haeeValeri.Review of the European Data Protection
Directive May 2009, p. 31-32
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whether European citizens whose data is used anvgdnaround by entities governed by
legal frameworks outside the EU have the same lefvetotection.

The general rule presented by the Directive sthtgssuch transfers are only allowed if the
third country ensures “an adequate level of pratattthe adequacy rule. If this is not the
case, certain alternative paths are available, agdfe consent of the data subject, or the
adoption of certain standard clauses or BCRs.

The system for assessing third counties was comesldeeffective and too limited. After
13 years, only 5 non-EU countries have been foundave adequate legal frameworks:
Switzerland, Canada, Argentina, Guernsey, Jerselythe Isle of Mari/ Current and
emerging trade powers such as China, India, Brdadan and Russia, are not included, and
the US is only covered through the ‘Safe Harboi&uy Principles (and to a lesser extent
the transfer of PNR data to the Bureau of CustamdsBorder Protection).

Interviewees considered that adequacy assessnewitgrantly conducted were merely a
review of paper and policy, rather than a seriowgstigation into how personal data is In
addition, the adequacy rule was considered to &ppiropriately focused. When determin-
ing whether the personal data of a specific subgestifficiently protected in a third coun-
try, it is important to know that: (a) the data totler has taken sufficient measures to
achieve this objective; and (b) the data contraller be held accountable for any incidents.
The presence of an adequate legal framework thagaap to match the provisions of the
Directive in the third country does not address tiroblem fully. It was suggested by some
interviewees that harmonization with third courgrfghose outside the EU) would automat-
ically lead to a worse level of protection.

Assigning rights to data subjects was also seamassue. The example of a non-European
company that wished to establish a data processngge within Europe was cited. While
this move is positive from an economic perspectinan a data controller's perspective it

is confusing. Non-European citizens whose dataresgssed in Europe will be assigned

37 DG Justice Freedom and Securifyecisions on Adequacy of Third Countrissilable at :
http://ec.europa.eu/justice _home/fsj/privacy/thoigictries/index_en.htm
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rights that they do not ordinarily have, creatingertainty as to which legal framework
takes primacy3®

The tools providing for transfer of data to thirduntries are cumbersome

"Given the above, it is perhaps unsurprising thatdlternative mechanisms, in particular
BCRs and Standard Contractual Clauses (SCCs), pezoeived as a much more positive
approach to transfers to third countries. Esséwntitdese allow (or rather require) data con-
trollers to assume direct responsibility for ensgrihe security of the transfer and any oth-
er related data transfer.

However, even a contractual approach to data gamhsfves certain issues to be resolved.
Most notably, data controllers commented that tloegsses for accepting standard clauses
still varied from Member State to Member State, twas considerable time for all in-
volved. A clear call was made to: (a) harmonize ghecedures for approving contractual
clauses, and (b) make mutual acceptance mandammpat approval by the DPA in one
Member State would make further steps in other Man8iates unnecessary. This would
allow DPAs to make better use of their limited @ses, instead of having to conduct an
almost identical checking process across each MeBtage.

BCRs have come under some scrutiny due to the tregé&ative whereby they are mutual-
ly accepted among a sub-group of sixteen MembedeSthinder this initiative, a BCR that
is prepared, submitted and approved in one jutlisdids considered as adequate in the
other countries in the group. This ‘passportingB&@Rs is regarded as counter-productive,
since the regulators review them more stringerithntSCCs because, if approved, they
will be valid in several countries. However, onteimiewee criticized the delay in mutually
recognizing BCRs, arguing that this should havepbapd sooner. The lack of a clear

framework under the Directive for facilitating thsocess was sometimes interpreted as a

3 Neil Robinson, Hans Graux, Maarten Botterman, haeeValeri.Review of the European Data Protection
Directive May 2009, p. 33-34
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shortcoming within the Directive that placed tooamumportance on adequacy assess-
ments over more pragmatic solutions.

BCRs were also criticized for being largely onlyefud for Human Resources data, which

is structured sufficiently similarly across orgaatinns so as to be internally consistent and
hence suitable for transfer.

The practical application of BCRs has yet to béetssince a very limited number of data

controllers have attempted to implement them. Lafdkarmonization was considered to be

the major factor behind the uneven effectiveneshese tools®

The role of DPAs in accountability and enforcenismbconsistent

"Enforcing the Directive can be difficult becaube tlamages suffered are often intangible
(or sometimes not evident in the short term), difécult to assign a value to any damages,
and determining responsibilities is complex.
The provisions for remedies and liability in ther&itive are quite broad, and in principle
allow data subjects ample opportunity to obtain pensation for damages. However, this
approach does not function in practice for a nunabeeasons, including:
» There may not be any immediate damages, such as wdidential data, e.g.
credit card numbers, are leaked. As long as the iz not yet been abused, it may be
difficult to obtain any compensation, even if ngglce on the data controller's part
has created a substantial security and privacy risk
» The extent of damages may be difficult to quanfliy.continue the example above:
suppose a credit card is abused, but the banKiesdthe problem by refunding the in-
jured party and by issuing a new card. The datgestimust still obtain a new card,

cancel any payments linked to the old number, naédrvice providers of changed

%9 Neil Robinson, Hans Graux, Maarten Botterman, haeeValeri.Review of the European Data Protection
Directive May 2009, p. 34-35
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payment info etc. Clearly, this loss of time anfbefhas a cost, but how can it be cal-
culated fairly?

» Damages are typically too small to bother with enirdividual scale. If 20,000
credit cards must be revoked because a data denthals been careless, 20,000 indi-
viduals will have to go through the aforementiorsteps. The collective damage is
clearly substantial, but it is quite unlikely treaty of the individuals involved will un-
dertake any action, since any compensation isylitelbe dwarfed by the extra effort
and expenditure required to obtain it. The risksafictions for the data controller re-

sponsible for such an incident therefore remaimitdid."°

The definition of entities involved in processimglananaging personal data is simplistic

and static

The relationship between processor and data ctenteatvisaged in the Directive does not
adequately cover all the entities involved in thecgessing of personal data in a modern
networked economy. There is uncertainty about wd@nocessor becomes a controller or
vice versa, particularly in an online environmeritene the act of visiting a website might
result in cookies being sent from a number of sesiscattered around the globe.

Trends toward off-shoring, outsourcing, sub-procgsand onward transfer have resulted
in companies having to arrange contractual claus#tseach and every sub-contractor in-
volved in processing, in order to avoid being irdwh of legislative requirements. The
bureaucracy involved in reviewing each of the cacts which articulate these relationships
(which may have to be re-authorized whenever tiseegen the slightest change) is clearly

a burden for authorities and controlléts.

“% Neil Robinson, Hans Graux, Maarten Botterman, haceValeri.Review of the European Data Protection
Directive May 2009, p. 35
“1 bid, p. 36
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Other minor weaknesses

"Firstly, there is concern over a growing dichotobmtween data protection in the first
(internal market) and third pillar (law enforcememtd judicial co-operation). While the
Directive only covers the first pillar, the consesaseemed to be that a common vision on
data protection was needed across pillars. Thalpessisappearance of the pillar distinc-
tion in the future is one reason behind this tmigkiMore importantly, the existence of
special rules that substantially exempt third pillativities from data protection principles
undermines the status of these principles as aartaat part of the European interpretation
of fundamental rights. While some concessions teytaeed to be made in the light of
third pillar efforts, the current approach to datatection in the third pillar is seen as being
too ad hoc and lacking restrictions. While thisticism has been partially addressed
through the recent Council Framework Decision oa pinotection of personal data pro-
cessed in the framework of police and judicial erafion?? this does not resolve the con-
tinuing distinction between first and third pilldata protection rules and practices. The
European Data Protection Supervisor (EDPS) receaibed these issues in an opinion on
the Final Report of the High Level Contact Group atransatlantic data sharing agree-
ment™

Secondly, the Directive expressly encourages cotlesnduct that clarify how the provi-
sions of the Directive apply in specific contexiglasectors at both the national and Euro-
pean levels. However, in practice codes of conduetalmost exclusively adopted at the
national level, and their popularity varies gredtlym country to country. Only two Codes
of Conduct have been adopted at the EU level, gnADA, the other by FEDMA. The

2 Council Framework Decision 2008/977/JHA of 27 Nwmwer 20080n the protection of personal data
processed in the framework of police and judiciabmeration in criminal mattergfficial Journal L 350,
30/12/2008 P. 0060 — 0071,
seehttp://eurlex.europa.eu/LexUriServ/LexUriServ.da2@J:L:2008:350:0060:01:EN:HTML

43 European Data Protection Supervisdpinion of the European Data Protection Supervisorthe Final
Report by the EU-US High Level Contact Group oormiation sharing and privacy and personal data pro-
tectionBrussels, November 2008; see
http://www.edps.europa.eu/EDPSWEB/webdav/site/neyStitared/Documents/Consultation/Opinions/2008/0
8-11-11 High Level Contact Group EN.pdf
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Commission expressed its disappointment at the ¢ddkU level codes in its 2003 First
Implementation Repoff. The interviews for this study gave two main reasfor the lack

of success with EU-wide codes of conduct. FirdilizAs seemed less interested in reach-
ing a consensus on good data protection practigtstiae sector, and more interested in
unilaterally imposing their own set of rules. Retljass of whether this is a fair statement
or not, some data controllers believe that stakdgdreland their legitimate interests are not
adequately taken into account, and felt that th@es and interests were not adequately
acknowledged in the Directive. Secondly, resoutogzromote and validate codes of con-
duct were considered insufficient, both within eeértDPAs and at the European level. This
may be due to a lack of resources or due to diftgugorities.

Finally, there is the question of the use of tedbigy to achieve objectives. A positive as-
pect of the Directive was the fact that it does sycify particular technologies, but inter-
viewees commented that technology could be uséeélfpcompanies and individuals exer-
cise the rights articulated in the Directive. Itsafalt that Privacy Enhancing Technologies
(PETs) have not been widely taken up, for vari@asons. Some respondents commented
that use of PETs has been restricted because dbt¢he on anonymisation technologies
rather than a broader definition encompassing pegudisation. A vicious circle appears
to prevent PET uptake. Companies feel no needplmg®ETs because the regulator does
not require their implementation. The regulatorsloet require PETs because they see no
market for suppliers of such technology. Suppl@osnot develop PET products because
companies are not required to deploy them. Thelaggg thus know that a viable market
for such technology to help compliance does nastesio they may treat data controllers

less harshly for not implementing such technoldgy."

44 Commission's First Report (2003) on the transpositif the Data Protection Directiysee
http://eurlex.europa.eu/LexUriServ/LexUriServ.da2@ELEX:52003DC0265:EN:NOT

“5 Neil Robinson, Hans Graux, Maarten Botterman, haceValeri.Review of the European Data Protection
Directive May 2009, p. 36-37
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CHAPTER II- PERSONAL DATA PROTECTION IN GEORGIA

2.1 Introduction

Until 2011 there was little specific privacy law @eorgia. As the country had not enacted
thelex specialidegislation on data protection, the issue was alralt in general man-
ner. The Constitution of Georgia refers to the galneght of privacy stating that private
information of the person shall not be accessibteaut the consent of such person. Like-
wise, the Civil Code of Georgia makes no specifention of privacy only referring to the
general notion of non-materials rights of the perand establishing the general right of the
person to have access to his/her private data.r@emgulation of data protection is also
envisaged in General Administrative Code of Georgiawever, the latter is only applica-
ble in vertical relationships and may be invoketyam relations of public law kind.
Sector-specific approach to data protection materbe found in exceptional cases and in
statutes such as the Tax Code of Georgia, Law ofdike on Commercial Banks, Decree
of National Commission of Communications of GeorgmaProvision of Services and Pro-
tection of Consumers’ Rights in the Sphere of E®dt Communications. However, the
scope of application of these statutes is veryavamand covers the specific spheres for
which these regulations have been enacted. Assftveadefinition of personal data is con-
cerned, only two statutes provide the specificationhis respect. According to General
Administrative Code of Georgia personal data (imfation) means public in-formation
allowing identification of a persoff.

As mentioned above, until 2011 there was no pdaidaw and complete legislative base
on Personal Data Protection in Georgia. Accordom¢he European Neighborhood Policy
Action Plan Georgia was responsible for implemeomabf Convention for the Protection
of Individuals with regard to Automatic ProcessofgPersonal Data. Therefore it was very

necessary to adopt a specific law concerning #8ad and make some important changes

“ Jrakli Sokolovski.Bulletin DP@CIS, issue January, 2010
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within the existing various laws in order to penfothe processing, transferring, saving and

protection of Personal Data according to the irsggomal standards.

2.2 Law of Georgiaon Personal Data Protection
2.2.1 Overview

On December 28, 2011 the Parliament of Georgiatadojpe Law on Personal Data Pro-
tection. The main part of the law was passed on Ma@&012, while its Chapter 7 adminis-
trative liability for violation of the law was entd since January 1, 2013. As far as the
private sector is concerned, individual article8 amter into force from January 1, 2016.
The Law aims to protect fundamental human rights fas@edoms, particularly the right to
privacy in relation to processing personal data.

It is worth mentioning that this law is an importgart of the on-going drive to open up
public bodies to greater scrutiny, which would tegsuenhanced openness and transparen-
cy in public life. Equally important, an effectidata protection law would also contribute
to the regime of protection for the right to infation by granting individuals the right to
demand to be told what information is held on thmnioth public and private bodies.

The Law protects individuals’ privacy in the proseg of personal data by defining a
number of "general principles of personal data @ssmg", such as that personal data shall
be processed lawfully and fairly, and that onlyeva@int and accurate data shall be pro-
cessed. The "data subject” is given a number btsjgncluding, in principle, a right to be
informed that data about him/her is being process®tl a right to access that data. The
Law applies to data processing by any person, leggtly or administrative organ, subject
to the operation of the Law on State Secrets, dsasdo general exceptions for data held
in relation to criminal investigations or proseout. Although the "data protection princi-
ples" outlined in the international treaties finghree recognition in the Law, there are a

number of important oversights. In particular, theeptions relating to State secrets and
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data processing in the context of criminal investimns and proceedings would limit sig-
nificantly the operational scope of the law. At #ame time, an exception should be added
to ensure that the media are not unduly fetterethéir work by the data access provi-
sions?’

Article 3 of the Law provides that the law applies'the processing of data wholly or part-
ly by automatic means, as well as to the processihgrwise than by automatic means of
data which form part of a filing system or are @ssed to form part of a filing systerf>"

The same article (3) establishes some exceptiotisstgeneral principle:

1. "processing of data by a natural person for pupsysonal purposes, when the pro-
cessing is not connected with his/her commercigrofessional activities;

2. processing of data for case management purposes eburt;

3. processing of information which is considered stateret;

4. processing of data for the purposes of public datk security (including economic se-

curity), defense, operative-investigative actiwtand criminal investigatiorf™

The first exception, relating to data processingdersonal purposes, is uncontroversial.
Exceptions such as this are found in all data ptmte laws and have the aim of exempting
people’s personal address books, for example, beimg subject to data protection law.
The other exceptions, however, are more problemBltiey are framed as class exceptions,
meaning that the Law will not apply to any datat tiadls in one of the relevant categories.
No harm test is required and there is no provifiora public interest override.

With regard to the second and forth exception, gmttg data processed in relation to
criminal investigations, this would allow police @rdicial authorities to shield serious
wrong-doing within their departments. This is camyrnot only to international standards,

inasmuch as it fails to incorporate a harm tegiulnlic interest override. It also appears, on

47 See Article 19Memorandum on the Draft Law of Georgia on Protattid Personal Data protection
London, February 2004
“8 |_aw of Georgia on Personal Data Protection. Aetiz) 2013
49 H
Ibid
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its face, to be contrary to the right to access@aal information under Article 41 of the
Constitution, which allows only for non-discloswk"information containing state, profes-
sional or commercial secret¥".

The third exception effectively subjects the operabf the Law to the 1996 Law on State
Secrets! This Law defines as a "state secret”, "a kindnébrimation that includes data
containing a state secret in the areas of defer®omy, external relations, intelligence
service, state security and protection of law argkodisclosure or loss of which may in-
flict harm on the sovereignty, constitutional framoek or political and economic interests
of Georgia.?® An exception is provided that restricts the clésaiion as "secret" of any
information that "may prejudice or restrict basimtan rights and freedoms or may cause
harm to health and safety of populatithés well as information falling within one of the

following categories:

a) information on natural disasters, catastrophek ather "extraordinary events" which
have already occurred or may occur and which thretite safety of citizens;

b) information on environmental conditions, healtid living standards of the population,
including information on medical services and sbcacurity, as well as social-
demographic data and data on educational and allavels of the population.

c¢) information on corruption, unlawful action byfiofals and crime statistics;

d) information on privileges, compensations andefiesprovided by the exception to citi-
zens, officials, enterprises, institutions and argations;

e) information on the exception monetary fund aatlomal gold reserve; and

f) information relating to the health of "top ofiids of the state power®.

%0 Constitution of Georgia, Article 41(2)

®11996 Law of Georgia on State Secrets, as amengedw No. 1276 of 4 March 1998 and Law No. 1853
of 19 March 1999.

*2 Article 1

>3 Article 8

** Ibid
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The regime established under the 1996 Law on Seateets is problematic primarily be-
cause of the extremely broad range of material ltabyg the definition of "state secret”.
Despite the public interest exemptions providediticle 8, the formulation as exception
secret of any material relating to, for example, ésonomic situation of the country whose
disclosure "may" cause harm would capture a widgezof materials, and is contrary to
international standard according to which disclesmay be refused only where there is a
serious likelihood of real harm and the overall lpulmterest is served by non-disclosure.
By subjecting the Law on Personal Data to the LawState Secrets, an unnecessarily

broad range of material has been withdrawn fronstiuge of the Law?

2.2.3 Main Strengths

We currently enjoy de facto no protection of ouvate data in Georgia. Companies spam
people with unsolicited advertising SMS and the istiy of Interior continues to carry out
systematic real-time surveillance of all electroa@nmunication without sufficient court
oversight. If you believe that your personal dataollected, stored and used in a way that
is violating the law, there is a new authority thall soon be able to help you to address
your privacy complaints and investigate your cagbe-Personal Data Protection Inspec-
tor's office >

According to the Law of Georgia on Personal Datatéttion, the new institute, Personal
Data Protection Inspector shall be introduced. Rspector shall carry out control on the
lawfulness of data processing. Data Protectiondosp is appointed on the basis of an

open competition. The Competition Commission israppd by the Prime Minister of

%5 Article 19.Memorandum on the Draft Law of Georgia on Protettid Personal Data protectiofh.ondon,
February 2004

°% T| Georgia.What you need to know about the new Personal Deitegtion InspectarSeptember 3, 2013;
Available heréhttp://transparency.ge/en/node/3335
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Georgia. The Commission consists of representafroes the government of Georgia, the
Parliament, Judiciary and Public Defender’s Offias,well as NGO representatives. The
Competition Commission shall select personal datdeption inspector by the majority
votes and submit him/her to the Prime Ministerdpproval. The Prime Minister appoints
an inspector within 10 days term, or he announaasmpetition agairi’

Personal Data Protection Inspector’s office shaigiously be considered as a positive
novelty and main strengths of the Law of GeorgidPensonal Data Protection of Georgia.
The Law on Personal Data Protection defines theeleter’s role in monitoring and enforc-
ing of this law.

The job description of the Inspector includes:

» Providing instructions to the public and the prevaector about how to ensure ade-
guate protection of personal data;

* Reviewing data-related complaints and appeals;

* Inspecting public and private entities to ensuia the data processing is carried
out in compliance with the law;

» Raising public awareness on the protection of persdata.

Among other powers, the Inspector will eventuakyable to order
» that violations during the collection, processimgl storage of data are corrected;
« that data that was collected or processed in varlabf the law is secured,
anonymized, removed or destroyed;
e atemporary or permanent stop on the processimgtaf if the handler of the data

fails to comply with the law.

If the Inspector detects administrative offenség s empowered (from 2016 on) to im-
pose sanctions on violators; the decisions areignand can be appealed in court.

Every year, the Inspector has to issue a publica@nmeport on the state of data protection
that documents significant violations and issuesmemendations for improvements. The

> GYLA. Monitoring of Implementation of Personal Data FiiSystem in Georgian Ministrie8013
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Inspector is entitled to submit proposals to Paréat and government institutions to im-
prove the legal framework regarding data protection

In line with conflict of interest rules, the Inspeccannot be an employee of another gov-
ernment body or carry out any other paid actiwtjth the exception of scientific, educa-
tional or artistic activities and must not be a rhemof a political party or engage in politi-
cal activities?®

It is worth to mention that public knowledge abpuiacy and data protection is very low
in Georgia. Most people are not fully aware thagrgwime they go online, write an email,
post a status or check-in on Facebook, Tweet theiurghts, use a chip card in a supermar-
ket or simply send a SMS or go somewhere with thi@bile phone turned on, they create
a track of vast amount of information on who they, avhere they are, what they purchase
and where they are likely go. Analyzing all thigadavhich today is often referred as "new
oil" and the "new currency of the digital world'ivgs governments, companies — anyone
with access to it — the ability to analyze, undardtand even predict humans’ actions. This
basic premise of personal data in the digital wonlakes it both an asset for positive de-
velopments as well as a potential object for mistibe Inspector and her team will hope-
fully become a prominent and trusted institutioat twill not only promote an environment
where both, state and private entities respecviddals’ privacy rights, but also manage to
increase citizens’ awareness of this right.

Personal data protection inspector plays a decisilein implementation of the Law, es-
pecially when there is no experience of applicatbthe Law and the inspector has to pre-
pare number of different guiding recommendationsspite of legislative obligations, the

state has done nothing in that direction so fadl, tae inspector’s position is vacafit.

8 GYLA. Monitoring of Implementation of Personal Data Fii$ystem in Georgian Ministrie8013
*9 Ibid
% |bid

31



2.2.3 Main Weaknesses

The regulation of personal data protection is inldaeeequisite for democratic society, but
the law fails to meet this objective and createsdanger of violating private life. Particu-
larly, paragraph B of the Article 6, which envisageocessing data of special category (the
so-called sensitive data) without the consent efdata subject when the "public interest”
is at stake. The data of special category is défixe follows: "personal data associated
with the individual’'s racial or ethnic backgrounpblitical views, religious or philosophical
beliefs, membership of a professional organizattaite of health, sex life, criminal history
and biometrical data that can identify the aboveatineed characteristics.”

The corresponding provision does not fully complyhvthe Georgian Constitution. The
Constitution already draws out the concrete puhtierests that can give rise to the dissem-
ination of sensitive information. Specifically, pgraph Il of the Article 41, states that in
order to restrict a fundamental human right, ontheffollowing goals must be met: "when
it is necessary for ensuring the state securitgulnlic safety, for the protection of health,
rights and freedoms of others."

Lasha Tordia (one of the initiators of the law)idefl the idea of "public interest" in an
interview with Netgazeti: "a kindergarten or a hlealnit must have information on wheth-
er its employee has AIDs or a kindergarten mustwkabout the sexual orientation of its
employee." "We are talking about protecting sudbrimation. This data must be used for
concrete purposes and cannot be used dishonesthg'added.

Yet the law creates a possibility of releasing gemsinformation for the aim of undefined
public interest thus a high risk for dishonest @sddcha Nanuashvili, the head of the Hu-
man Rights Center (Georgia) states: "Governmerteseadditional mechanisms for exer-
cising pressure on its citizens. In particular, ldne envisages processing data of people’s
political and ideological views, ethnic and religgobackgrounds and their sexual orienta-
tion. This has been the grounds for persecutiopotifical opponents numerous times be-

fore and there is no guarantee that this data atl be used dishonestly. An employer
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might not hire a person due to his iliness, serudahtation or political views and since this
is not public an appeal cannot be made in anyricstd*

After adopting the Law of Georgia on Personal DRtatection several non-governmental
organizations submitted their critical reviews bé tabove-mentioned law. One of them
was Georgian Young Lawyers' Association which pmees their conclusion recognizing

that adopting the specific law on Personal Dataeetmn is obviously a one step ahead
relating to solving some legislative problems, siiit it's not perfect enough to leave un-

touched. Even, some articles of the law shouldvaduated as regressive. In particular:

* Georgian General Administrative Code establishghdri standards regarding per-
sonal data protection by public sector, than presketaw. For example, according to the
Article 9 of the law public institution is allowetd process and transfer the data regarding
sex life, political opinions, religious or philodupal beliefs and state of health of the data
subject without his/her consent. Whereas GenerahiAdtrative Code fully prohibits the
collection, saving, processing or transferring skicidl of data which is related to racial or
ethnic origin, political opinions, religious or pdsophical beliefs, state of health, sex life
or conviction of a person. We think the law shobidno means allow the weakening of
existing regulations and putting privacy in danger;

» The law establishes the price for giving out ond dre same personal data to the
person twice a year. But there is no definitiothaf price —it is the price for making a copy
of the data or the data becomes requiring payment;

» Law foresees the data subject’s right to appeabse data processor refuses to rec-
tify, update, add, block, erase and destroy tha.d2&ta subject has the right to appeal the
decision of the data processor to the higher adtnative organ, personal data protection
inspector or the court. The provided mechanismppkal is quite vague. In particular, it is
unclear whether it is established three-step meshmof appeal or they are just alterna-

tives. The law should be more specific regarding igsue.

®1 Nino TsagareishviliDraft Law of Georgia on Personal Data ProtectionilEao Ensure Inviolability of
Private Life February 11, 2011
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 ltis also unclear what kind of final decision isde by personal data protection in-
spector and how strong is its legal power. In otdemake personal data inspector’s insti-
tution more effective it is necessary to give thégatory character to his/her decisions.
All in all, we assume that provided version of the is not strong enough and without
making any serious changes it won't be able toyfplotect people’s privacy and ensure
achieving its goal&

2.3 Constitution and other laws

As we discussed above before 2011 there was ndispaw regulating personal data pro-
cessing and privacy in Georgia. Instead, there vesi still are various kinds of laws
thanks to which personal data protection and pyivasues were solved. In other words,
before adopting the Law of Georgia on personal Batgection all laws referring to the
personal data protection were scattered and thaser complete and well-organized leg-

islative base. In this paragraph we will name aisdusbs all these laws.

Constitution of Georgia

According to the Article 20 of Constitution of Gegm "everyone’s private life, place of

personal activity, personal records, correspondecm@munication by telephone or other
technical means, as well as messages receivedjthteahnical means shall be inviolable.”
From this passage it is clear that people’s priviagyrotected by the supreme law, but the
main problem is that it refers to the issue in aegal manner. Although the Constitution

foresees some exception from this general rul@amicular "restriction of the aforemen-

%2 Georgian Young Lawyers' AssociatioAnalysis of the Law of Georgia on Personal Data tBction
Available heréhttp://gyla.ge/geo/news?info=395
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tioned rights shall be permissible by a court deni®r also without such decision in the
case of the urgent necessity provided for by law."

The most important part of the Constitution regagdprivacy and personal data protection
is Article 41 which explicitly states that all kired personal data ("other private matters") is
protected by law — "The information existing onic#il papers pertaining to individual’s
health, his/her finances or other private mattehsll not be accessible to anyone without
the consent of the individual in question excepthi@ cases determined by law, when it is
necessary for ensuring the state security or pshliety, for the protection of health, rights

and freedoms of others."

Civil Code of Georgia

Civil Code of Georgia states that every personthasright to become familiar with the
existing personal data about him/her which is egldb his/her financial condition or other
private matters and receive the copies of this.dt, it is prohibited to refuse the trans-
ferring of the data which includes the informataedsout him/her. It is worth to mention that
the Civil Code of Georgia explicitly states thatrder to process the personal data lawful-

ly, written consent of that person is requifad.

General Administrative Code of Georgia

The General Administrative Code of Georgia regslgtersonal data protection and priva-
cy issues in relation to administrative agencias emsures the lawfulness of their actions.
The Code provides the definition of "Personal DaeCording to which personal data is a
public information, which allows the identificatiaf the person. Also, it states that per-
sonal data can be considered as a private seaat avay be done so only by the person
about whom this information exists. According te f@ode the private secret is inviolable
until the death of the perséh.

83 Civil Code of Georgia. Article 18
%4 General Administrative Code of Georgia. Article' 27

35



According to the Article 43 (a) of the General Adisirative Code of Georgia a public
agency is allowed to "collect, process and stofg those data that are expressly provided
by law and are necessary for the proper functiooingpe agency." Also, a public agency is
not allowed to collect, process, save or trangfergersonal data relating to person’s reli-
gious, sexual or ethnical identity, political orilpsophical beliefs. Except this, a public
agency is supposed to notify immediately a conakperson at his current address of the
claim of his personal data by a third person oulalip agency”>

Article 43 also contains obligation of the publgeacy, in particular:
"Public agency shall

* before transferring personal data to another pépsibtic agency take all reasona-
ble measures for double-checking whether thoseatataccurate, relevant, updated
and complete;

* during the collection, processing and storage o$@®al data inform a concerned
person about the objectives and legal groundsrmegssing personal data, whether
the person is required to provide personal infoiromatthe sources and composition

of personal information and third persons who maip @ccess to it2®

As we have seen above Georgian legislation on palstata protection and privacy was
consisted of above-mentioned declarative laws ittede privacy related issues vague and

difficult to solve.

% General Administrative Code of Georgia. Article 43
66 i
Ibid
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CHAPTER III- COMPARATIVE ANALYSIS

Protection of Personal Data is among EU top prexiaind key paragraphs of the European

Neighborhood Policy Georgia — EU action plan. TrevlLof Georgia "on Personal Data

Protection" was based on the legislation of theogean Union and its member states.

Consequently, for determining and analyzing cursgahdards we should review all the

differences and similarities that are between Eté®ive and Law of Georgia on Personal

Data Protection.

3.1 Differencesand Similarities

Principles of the processing of data

Article 4 of the Law of Georgia on Personal DatatEction and Article 6 of the EU Di-

rective provide quite similar general principles floe processing of personal data:

data should be processed fairly and lawfully;

data should be collected only if there is a exphaid legitimate purposes;
data should be adequate and not excessive inarlatithose purposes;
data should be valid and accurate;

data should be kept only for as long as it is nesgsfor the processing of data

purposes;

Grounds for the processing of data

According to the Article 5 of the Law of Georgia Bersonal Data Protection and Article 7

of the EU Directive there are following criteria kivag data processing legitimate:
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» data subject has given his/her consent;

» processing of data is envisaged by the law;

» processing of data is necessary for compliance thhobligations, compelled by
the legislation, to which a data processor is supje

» processing of data is necessary in order to protectital interests of a data sub-
ject;

» processing of data is necessary for the protedfdegitimate interests of a data
processor or a third party, except where suchestsrare overridden by the advanced
interest of the protection of rights and freedorha data subject;

e processing of data is necessary for the protecti@m important public interest, in

accordance with the law;

As we see the grounds are exactly the same, oafg tire few differences. Article 5 of the
Law of Georgia on Personal Data Protection statesmore grounds that can make data

processing legitimate. For example:

» according to the law, data are publicly accessibla data subject has made them

publicly accessible;

» processing of data is necessary for the considerati an application of a data

subject (for providing service to him/her).

Also it is worth to mention that the EU Directivemore specific and careful regarding the
consent of the data subject and requires it (cdhseme "unambiguously given" while the
Law of Georgia doesn’t provide this kind of requment. One can argue that this may
cause misunderstanding while interpreting the lawake it difficult to know what kind of

act can be considered as "consent".

When it comes to processing of special categofielai@ we should say that Georgian law
fully corresponds with the EU Directive, statingtiprocessing of special category of data
should be prohibited. The definition of "speciateggory of data” is provided in the Article
2(b) — data relating to racial or ethnic originJippcal opinions, religious or philosophical
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beliefs, trade-union membership, state of heakk,le or conviction of a person, as well
as biometric data which allow for a person’s idiécdtion through the above-mentioned
factors;

The exceptions are also the same in both legisisitibhe prohibition doesn’t apply if:

» data subject has given written consent to the gging of special category of da-
ta;

» processing of data is necessary for carrying ceietnployment obligations or en-
joying the related rights by a data processor;

» processing of data is necessary for the protedtiotal interests of a data subject
or a third person and a data subject is physicallggally incapable of giving his/her
consent to the processing of data;

» data are processed for the purposes of the protectipublic health, for the pro-
tection of a natural person’s health by a medieslifution (employee), also if this is

necessary for the management or functioning oftheale system;

The difference is that the Article 6 of the Law@éorgia on Personal Data Protection pro-

vides one more ground for processing of speciagmates of data:

» data subject has made the data regarding him/Hmicpwithout explicit prohibi-

tion of their usage;

Post-Mortem Privacy

According to the EU Directive the issue of what japs to the deceased’s data and indi-
viduals’ privacy post-mortem is far from clear asettled from a legal and regulatory per-
spective. Currently, most of the data protectiagimes do not include protection of dece-

dents’ personal data and they do not legally reizegiis aspect of "post-mortem privacy".
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Therefore, the question arises as to whether parstata should be protected both in life
and upon deatfY.

In contrast to EU Directive the Law of Georgia oergdnal Data Protection is quite clear
about this issue. In particular, the Article 7 stat

» After the death of a data subject, the processirdata regarding him/her shall be
allowed with the consent of a data subject's paddmld, grandchild or a spouse, or if
30 years have elapsed since the death of a dgecsuixcept for the grounds envis-
aged by Articles 5 and 6 of this Law.

» After the death of a data subject, the processimata regarding him/her shall al-
so be allowed, if it is necessary for realizatidnhe rights to inheritance.

» The processing of data on the grounds envisagéthlagraphs 1 and 2 of this Ar-
ticle shall be prohibited, if a data subject hagregsed in writing the will on the pro-
hibition of the processing of data regarding him/atter death, except for the pro-
cessing on the grounds envisaged by Articles S6amitthis Law.

* For the processing of a deceased person’s namgdates of birth and death,
presence of the ground for the processing of dawegsaged by this Law shall be not
required.

» The data on a deceased person can be disclosdideftnistorical, statistical and

research purposes, except for the cases when asdecperson prohibited their dis-

closure in writing.

®7 Edina HarbinjaDoes the EU Data Protection Regime Protect PostibtarPrivacy and What Could Be
The Potential AlternativesRpril 15, 2013

40



Video surveillance

In contrast to Law of Georgia on Personal Dataqutiin the EU Directive doesn’t explic-
itly mention anything about video surveillance, hudoesn’t mean that this issue isn’t reg-
ulated. There are some general statements andesgnts by which the aforementioned
issue can be solved.
Directive is not applicable in matters of "publecsrity” and if the data are not processed
in files.
» So surveillance by the police cannot be judged Hgy Directive. On the other
hand, technical surveillance by private bodies ampletely regulated by the Di-
rective, even if an enterprise is working in seuri
* A simple conventional camera-monitor-system migbit Ibe a matter of the Di-
rective, but the storage of digital pictures does.

Which are the regulations of the Directive thatriesVideo surveillance?
Article 10 regulates the "notice". The affectedsoer must be given information about:

 the identity of the person in charge for the preces
» the identity of the processing body;

* the purpose of the processing;

 information on further recipients and

* the rights of the affected.

In addition Article 12 guarantees detailed inforimaton the storage and the logical struc-
ture of the automatic processing.

There might be practical problems to realize tigatrto object (of Art. 14) in video surveil-
lance, because the data collection happens autathatwithout any possibility of the af-
fected to intervene in this process.

According to Article 15 nobody shall be subjectatgonsiderably affecting decision made
exclusively on the basis of automated data proegsdihis regulation is relevant, if bio-

metrical methods of identification are used. The osautomated face recognition systems
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in public areas, which can have an immense impacdhe affected person, lies in conflict
with this regulation.

Finally we have to mention Article 20 and 21 of ieective: Undoubtedly video surveil-
lance includes specific risks for rights and libest So this method has to be subject of a
prior checking. Moreover the controller must makaikable (on demand) to everyone in-

formation about:

the person in charge,

the purpose,

description of the categories of those affected,

the data recipients,

« general description of the measures taken to gtegahe data securify.

The Law of Georgia on Personal Data Protectionasenspecific regarding this issue and
contains several articles (Article 12, 13, 14) tagng the video surveillance of the streets
and buildings (including residential ones). The Lavwovides some general principles

which make video surveillance lawful, for example:

» Conducting video surveillance in the streets sbalallowed only for the purposes
of crime prevention, as well as for the securitypefsons and protection of property,
public order and the protection of minors from rtegainfluence;

* In case of installing a video surveillance systgmblic and private institutions
shall be obliged to post a relevant warning siga wisible place. In this case a data
subject shall be considered to be informed on thegssing of data regarding him;

* Only outdoor perimeter and entrance of a buildiag be monitored by a video

surveillance system;

® Dr. Thilo Weichert. Public Video Surveillance iriew of the European Privacy Protection Directivel an
German Privacy Protection Law. February 22 to o2
Available at:https://www.datenschutzzentrum.de/video/vidsur ne.ht
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» Conducting video surveillance in dressing rooms tmadplaces of hygiene shall
be prohibited,;

 Installation of a video surveillance system in sidential building shall require a
written consent of more than a half of the ownérthis building;

» Installation of a video surveillance system in aidential building shall be al-
lowed only for the security purposes of persons@aogerty;

e Only the entrance and common space can be monityred video surveillance
system, installed in a residential building. Monitg of the apartments of owners
shall be prohibited;

Data security

The obligation of ensuring the adequate security protection of the data while pro-
cessing is provided in the Article 17 of the LawGdorgia on Personal Data Protection and
in the Article 16-17 of the EU Directive. In paniar, data processor is "obliged to apply
the organizational and technical measures, whishrerthe protection of data against acci-
dental or unlawful destruction, alteration, discis access, or any other form of unlawful
use and accidental or unlawful [0$8."

Also, the Article 17 of the Law of Georgia on PerabData Protection contains some gen-

eral principles according to which the data proicgsshould be carried out:

» A data processor should ensure the registratioall gictions performed on elec-

tronic data;

* The measures applied for data security shall bguade to the risks related to the

processing of data;

» The scope of power shouldn’t be exceeded whilegssiag of data;

%9 See the Law of Georgia on Personal Data Protecfiditle 17
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* The measures on the protection of data security sbalefined by the Georgian

legislation.

Rights of a Data Subject

According to the Article 21 of the Law of Georgia Bersonal Data Protection the rights of
a data subject are exactly the same as they acedaing to the EU Directive. The law of
Georgia foresees a data subject’s right to requnéstmation from a data processor on the
processing of data regarding him/her. A data pmeshould provide the following infor-

mation to a data subject:

» which information regarding him/her is being prossss
* purpose of the processing of data;

» legitimate grounds for the processing of data;

» ways of collecting data;

* persons to whom the data regarding him/her wareedsshe grounds and purpos-

es of issuance.

Also, every person have the right to check the@wisdata regarding him/her, stored in a
public institution, and obtain the copies of thesga free of charge, except for the data
issuance of which requires fees in accordance thigfGeorgian legislatior’

The article 22 foresees the right of a data suligecequest rectification, update, addition,
blocking, erasure and destruction of data.

Like EU Directive the Law of Georgia on Personaltd®rotection also provides some
exemptions and restrictions from the abovementiaiggds of a data subject. Exceptions

are the same, in particular:

0 See the Law of Georgia on Personal Data Protecfiditle 21
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* national security or defense interests of the agunt

* public security interests;

» detection, investigation and prevention of crime;

* important financial or economic interests of theuroy (including monetary,
budgetary and taxation matters);

* rights and freedoms of a data subject and of others

Supervisory authority

The Article 28 of the EU Directive provides the ightion of appointing the supervisory
authority on the protection of individuals with eed to the processing of personal data.
According to this article: "Each Member State spativide that one or more public author-
ities are responsible for monitoring the applicatiithin its territory of the provisions
adopted by the Member States pursuant to this ineecThese authorities shall act with

complete independence in exercising the functiotisusted to them."

The institution of Personal Data Protection Inspectn be considered as a direct imple-
mentation of the above-mentioned obligation in @eor legislation. In the previous chap-
ters we already discussed the main rights and nsdpbties of the Personal Data Protec-
tion Inspector, so here we just briefly review saman characteristics of this institution.

According to the Article 27 of the Law of Georgia ®ersonal Data Protection there are

following purposes of the activities of the perdaata protection inspector:

» to provide consultations with public and privatstitutions (persons) on matters
related to the data protection;

» to consider applications on the data protection;

» to examine (to inspect) the lawfulness of the psec®y of data in public and pri-

vate institutions;
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» to inform the public about the situation concernihg protection of data and im-

portant developments related thereto in Georgia;

The personal data protection inspector is appoitiiealigh the open competition proce-
dure. The competition commission includes the mgm&atives of the Government of
Georgia, of the Parliament of Georgia, of the jiadiauthority, of the Office of the Public
Defender of Georgia, as well as of the non-govemtaiesector, on the basis of the princi-
ple of proportionality. This ensures the objectivaind fairness of the procedure of the ap-

pointment.
The most important thing is the independence op#rsonal data protection inspector dur-
ing fulfilling his/her responsibilities. The Artiel31 of the Law of Georgia on Personal

Data protection ensures the independence of tipedasr by stating that:

* "In exercising his/her powers an inspector shalirspendent and shall not be
subordinated to any other public official or body inspector shall be guided by the
Constitution of Georgia, international agreemetitis, Law, other normative acts and
a statute. Any influence or interference with aspiector’s activities shall be prohib-

ited and punished by the law.

» For ensuring the independence of an inspectorstéie shall be obliged to pro-

vide him/her with appropriate working conditions.

* An inspector shall have the right not to testifyncerning the fact confided to

him/her as to an inspector. This right shall bespreed to him/her even after the ter-

mination of the term of office."

The activities of the personal data protection @w$pr is financed from the state budget of
Georgia and also he/she (inspector) is authoriageédeive grants and contributions in ac-

cordance with the rules established by the Geotgigislation.

According to the Law of Georgia the inspector igtherized to conduct an examination of
any data processor and authorized person, basbis/tier own initiative as well as on the

statement of an interested person."
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Examination conducted by an inspector implies:

» establishing of the protection of the principlestbe processing of data and of the
existence of the legitimate grounds for the praoegssf data;

» examining the compatibility of the applied proceshirand organizational and

technical measures in accordance with the requimesvestablished by this Law;

» examining the compliance of the requirements eistaddl by this Law concerning

a catalogue of filing system, register of the aadaks of filing systems and registra-
tion of data issuance;

« examining the lawfulness of the transmission ohdat other states and interna-
tional organizations;

» examining the compliance with the rules relatedht® protection of data, estab-

lished by this Law and other normative atts.

Transfer of personal data to third countries

The article 41 of the Law of Georgia on PersonalalCRrotection regulates the issue re-
garding the transferring of the personal data tal ttbountries and organizations. The men-

tioned article states that the transfer of theq@wabkdata to third countries is allowed if:

the grounds for the processing of data envisagddiby.aw are present;

adequate safeguards for the protection of datarssered,

transfer of data is envisaged by an internatiogeg@ment of Georgia;

» data processor provides adequate safeguards fprdbextion of data and the pro-

tection of the fundamental rights of a data subgecthe basis of an agreement con-
cluded between a data processor and a respecétes atnatural or legal person of

that state or an international organization.

"L See the Law of Georgia on Personal Data Protecfiditle 35
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As we have seen above the Georgian legislationemehted all the grounds and general
principles from the EU Directive that make the sf@nring of the personal data to third

countries and organizations legitimate and fullgresponds with EU regulations.
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CONCLUSION

The history of personal data protection in Georgiaot that long. As it was noted above,
before 2011 Georgian legislation on personal datsteption was consisted of the
declarative laws only scattered in various kindscofles. In 2011 Georgia made an
important step forward by adopting the Law of G&@n personal Data Protection which
is the way more complete and organized legisldi@se on privacy issues.

As the review of the Law of Georgia on personal eD&rotection showed Georgian
legislation corresponds with EU Directive quite Ww&Ve also discussed the main strengths
and weaknesses of the above-mentioned law and lsawit’s not perfect enough and
therefore needs further work. For recommendatiorpgees we will name some of the
problematic aspects of the Law of Georgia on patbata Protection which require more

attention from the legislators. In particular:

v Public interest: According to the Law of Georgia personal Data Protection the
information (personal data) can be collected withe initial consent if the public
interest is at stake (Article 6). The problem igtttaw doesn’t provide any exact def-
inition of "public interest", as a result of it yesensitive personal information can be
collected and released easily for the aim of umeefipublic interest, which in its
turn, creates the possibility of dishonest usagspetial category of data. Legislators
should be more specific and define what the terabllp interest" exactly mean and
this way reduce the bounds of the usage of thislart

v "Law enforcement: The government should establigirang oversight mecha-
nism for surveillance and communication data rédenby law enforcement bodies.
This oversight mechanism should have sufficiesburces and enjoy a high level of
independence from the executive branch of goverhmére mandate of the new
personal data inspector and his office, which igenily established based on the
Law on Personal Data Protection, could be extemndéaclude cases related to crim-
inal investigations, which are exempted from thendzde, as are issues related to na-
tional security.

v' A team of legal experts located in the office af flersonal data protection inspec-

tor could receive the mandate to scrutinize anyliegpons, renewals and cancella-
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tions of intrusive surveillance by law enforcembatlies and conduct sampling mon-

itoring of how surveillance is implemented in pieet

v' By law, the use of intercepts is subjectdathorizatiorby a judge. However,
judges aretypically not informed in depth about the subjedttar of theinvesti-
gationand are not told the results of the surveillaneehk past, judges havab-
ber-stampedrosecutors' applications for surveillance am@mmunicationinter-
ceptionlt isnot clear to what extent this is still the practice.

v Alack of court oversight andweak culture ofaccountabilityof law enforce-
ment andintelligence bodies create a strong risk that diemtiesio communica-
tion data is abused and that journalists, civil society atsiviliticians or members
of the businesscommunity against have their movement acdmmunication
monitored.

v Intelligence: Parliament should establish appropriate ovérsiggr the work of
intelligence services and establish a new culture of accalitytaBh parliamentary
commission could take on the role of monitoring of theegainconduct of intelli-
gence agencies, including their use of surveillancenaredapping.

v’ Data collection: Ministry of Internal Affairs uses andintains "Black Boxes" for
systematic, electronic surveillance in the server infragtracof all major telecom-
munication companies. These black boxes allow law enfanebodies and security
services to monitor all communication passing through tis¢éesy including text
messages, internet traffic and phone calls. Accorditglécom insiders, the authori-
ties have the technical capacity to monitor 21 000 mobila@imambers at the same
time. This real-time monitoring is done through a direct cotioe; no further assis-
tance from telecom companies is needed. We believe thet diteess to citizens’
communication data has been systematically abusethahdn practice, there is no
or insufficient court oversight over this surveillance.

v' The Ministry of Internal Affairs should remove Black Bsxfrom the infrastruc-
ture of telecommunications companies. The existenadrett, unlimited access to
peoples’ communications data undermines the concepidefpendent court over-

sight over interception and creates an intrinsic risk dbuse. Law enforcement
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should only be granted access to data after aoguaicourt approval (w/exceptions
as defined by law), and access should be limitathégersons, numbers, topics and
time period covered by the court approval. Furtteenany access to track potential
abuse. The government should not outsource suamedl activities to mobile opera-
tors and internet service providers but developoagss for obtaining data in consul-
tations with the judiciary, operators and the GNit@&t is fully in line with the spirit
of the law and that contains sufficient safegudalprevent systematic, unchecked
access to user data.

v' Transparency: The Ministry of Internal Affairs stduegularly and proactively
release aggregate information about the numbeasg<in which surveillance is ap-
plied, the number of applications rejected by catie type of surveillance used, the
duration of these efforts, the aggregate numbeardividuals affected and the articles
of the criminal code under which this surveillanoeasures were approved. The
Ministry of Internal Affairs should be open abobetgovernment’'s communications
data retention. The public has a right to knownidl avhat telecommunications data is
collected, how it is collected and stored by ththarities and how long such data is
retained.*?

v' Responsibility for individuals: Individuals shoukdke more responsibility for
their own personal data. Naive exhortations to cohdawareness raising cam-
paigns’ must be replaced by a more sophisticatpdoagph, using the tools above, to
alert individuals to the consequences of theiroasti educate them on the risk levels
and provide them with the tools to take respongbilThose providing these tools
must recognize the complex psychological and mdatabrs, especially concerning
the perceptions and attitudes toward risk thatiddals have, for example negative
discounting, the perception that it will ‘never pap to me’ and other mental models
used by individuals when deciding how to tradetbéir personal information for an

expected social or economic benefit. Finally, imdiisals must have a better apprecia-

2 Transparency International Georg®ecret surveillance and personal data protectiomvimg forward
May 24, 2013
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tion of the consequences of their behavior — howeislky or not this might be.
Whilst the right to privacy should be retained,réhwill invariably be consequences
to exercising this right — and individuals must ersfand and be prepared to accept
those consequencés.

v' Responsibility for those collecting or using pemlodata: Greater responsibility
should be placed on organizations using persortal tdause that data in accordance
with the General Principles outlined above. Orgatians, public and private, would
have to take the initiative in choosing the mogtrapriate tool for their particular
circumstance in accordance with local requiremesnts, would be held responsible
for their decision removing opportunity for “abdiica of responsibility”. The use of
the tools will likely support the governance of thajority of the uses of personal da-
ta. There will always be a small minority that does comply, either for reasons of
error or more systematic failure. Enforcement stidbkerefore be targeted at these
organizations. More responsibility must rest witlode using personal data, to take
responsibility for their organizations and selettich instruments are most relevant
to their context and circumstance. In this way rierket for personal data may be-
come more self-managing, requiring less bureawciaior authorizations, checks
and process orientated monitorifig.

The success or failure of privacy and data prateds not governed by the text of legisla-
tion, but rather by the actions of those calledrufmenforce the law. It cannot be stressed
enough that supervisory authorities must be giveappropriate level of responsibility for
this arrangement to work. The stronger, resultsnbed approach aims to protect data sub-
jects against personal harm resulting from thewhlbprocessing of any data, rather than
making personal data the building block of datatgmtion regulations. It would move
away from a regulatory framework that measures atlequacy of data processing by

measuring compliance with certain formalities, todgaa framework that instead requires

3 Neil Robinson, Hans Graux, Maarten Botterman, haeeValeri.Review of the European Data Protection
Directive May 2009; p. 59
" Ibid
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certain fundamental principles to be respected,ragdthe ability, legal authority and con-
viction to impose harsh sanctions when these piesiare violated

The legislation of a country as regards the pelstaia protection, even identical with the
one in the European Union or other western cow)tdan be only a first step in addressing
the right to privacy and personal data protectdaybe more important than the legisla-
tion itself is the political decision to create asubport an independent authority for the
personal data protection with a minimum of compeparsonnel. This authority has then
the responsibility of creating the right strategy its purpose that should include awareness
campaigns for the citizen’s rights related to peadalata protection. These campaigns can
be carried out even more efficiently in collabasatwith the non-governmental organiza-
tions as well. The authority, in all its activitjigaust not forget the purpose of its creation:

to safeguard the privacy and provide personal plateection for its citizen&

> Neil Robinson, Hans Graux, Maarten Botterman, haeeValeri.Review of the European Data Protection
Directive May 2009; p. 60
8 Bogdan Manolednstitutional Framework for Personal Data Protectitn Romania
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